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EXECUTIVE SUMMARY

The present document is intended to define the System Requirements for the implementation
of the HyVICE platform (Hybrid Virtualized Certification Environment), developed within the
framework of the VICE4RAIL project, funded by the European Union’s Horizon Europe
programme. The HyVICE platform is conceived as a modular and scalable testing and
certification environment aimed at supporting the validation of EGNSS-based train localization
solutions in compliance with the European Rail Traffic Management System (ERTMS) and the
highest safety standards.

The definition of System Requirements follows the basic principles of the European
Cooperation for Space Standardization (ECSS), ensuring methodological rigor and traceability
throughout the system engineering process. In particular, the requirements are derived
through a preliminary Functional Analysis, conducted using the Structured Analysis and
Design Technique (SADT). This approach enables the identification of the core system
functions, associated data streams, and interface definitions, which are essential for the
integration of GNSS and IMU technologies into the CCS-OB architecture for the safe train
localization. The resulting System Requirements are organized and presented in structured
tables, clearly distinguishing between functional requirements, which define the specific
operations and capabilities that the system must perform to fulfil its intended purpose, and
non-functional requirements, which encompass constraints and quality attributes such as
environmental robustness, performance metrics, safety integrity, cybersecurity resilience,
and interoperability compliance. These requirements are aligned with the evolving
specifications of the Advanced Safe Train Positioning (ASTP) concept, as defined within the
Europe’s Rail Joint Undertaking (EU-Rail) and its Standardization and TSI Input Plan (STIP). The
document also considers the certification constraints imposed by the Common Safety Method
for Risk Evaluation and Assessment (CSM-RA) under Regulation (EU) 402/2013, and the
applicable CENELEC standards (EN 50126, EN 50129, EN 50716).

HyVICE is designed to support Model-in-the-Loop (MIL), Hardware-in-the-Loop (HIL), and
Software-in-the-Loop (SIL) testing methodologies, enabling comprehensive validation across
laboratory and on-field environments. The platform will facilitate the simulation of complex
operational scenarios, including GNSS signal degradation, multipath effects, and
cybersecurity threats, while ensuring repeatability, traceability, and compliance with
certification requirements. This document serves as a foundational reference for the
subsequent design, implementation, and certification activities within the VICE4RAIL project
and contributes to the broader European strategy for the digitalization and modernization of
railway systems.

Rt This project is funded by European Union’s Horizon Europe “UsPAm 4
programme under grant agreement No 101180124 o e
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Acronyms and definitions
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Acronym Meaning

AB Advisory Board

ACC Augmentation Control Center

ACC-M Apparato Centrale Computerizzato — Multistazione

AIMN Augmentation and Integrity Monitoring Network

ARAIM Advanced Receiver Autonomous Integrity Monitoring

AsBo Assessment Body

ASTP Advanced Safe Train Positioning

ATO-OB Automatic Train Operation — On Board

BACC Blocco Automatico a Correnti Codificate

CA Consortium Agreement

CCS-0OB Control-Command and Signalling — On-Board

DeBo Designated Body

DGNSS Differential GNSS

DoA Description of Action

DUT Devices under test

EC European Commission

EDAS EGNOS Data Access Services

EGNOS European Geostationary Navigation Overlay Service

EGNSS European Global Navigation Satellite System

ERTMS European Rail Traffic Management System

ETCS European Train Control System

EUCI EU Classified Information

EUG-LWG ERTMS Users Group — Localisation Working Group

EUSPA European Union Agency for the Space Programme

FDE Fault Detection & Exclusion

GA Grant Agreement

GDPR General Data Protection Regulation

GeA General Assembly

GNSS Global Navigation Satellite System

GRDNet GNSS R&D Network

HE Horizon Europe

HIL Hardware-in-the-Loop

IGS International GNSS Service

IMU Inertial Measurement Unit

IPR Intellectual Property Rights

KPIs Key Performance Indicators

MIL Model-in-the-Loop

MO Management Operator

. — - . 5
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MoM Minutes of Meetings

Mxx Month

NDA Non-Disclosure Agreement

NLOS Non-Line-Of-Sight

NoBo Notified Body

NRTK Network RTK

NTRIP Network and Transport of RTCM via Internet Protocol

OBU On-Board Unit

OSR Observation Space Representation

PC Project Coordinator

PPM Posto di Pianificazione e Manovra

PPP Precise Point Positioning

PPP-RTK Precise Point Positioning - Real-Time Kinematics

PSO Project Security Officer

PU Public (deliverable)

QA Quality Assurance

QAS Quality Assurance System

QoS Quality of Service

R2DATO Rail Digital Automatic Train Operation

R&l Research & Innovation

RAIM Receiver Autonomous Integrity Monitoring

RAN Reference Augmentation Network

RBC Radio Block Center

RFI Radio Frequency Interference

RIM Rail Infrastructure Manager

RSN Reference Station Network

RTCM Radio Technical Commission for Maritime Services

RTK Real-Time Kinematics

SAB Security Advisory Board

SADT Structured Analysis and Design Technique

SCG Security Classification Guide

SCMT Sistema di Controllo Marcia Treno

SEN Sensitive (deliverable)

SIL Safety Integrity Level

SiL Software-in-the-Loop

SIS Signal-In-Space

SPC Sistema Pubblico di Connettivita

SRAC Safety Related Application Conditions

SSC Sistema Supporto Condotta

SSR State Space Representation

STIP Standardization and TSI Input Plan

TFFR Tolerable Functional Failure Rate
:”*i This project is funded by European Union’s Horizon Europe @SPFI“ 6
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THR Tolerable Hazard Rate

TL Task Leader

T™T Technical Management Team

Txx Task

VBD Virtual Balise Detection

WP Work Package

WPL Work Package Leader
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1 Introduction

1.1 Scope of the document

This document builds upon the foundational analysis presented in Deliverable D2.1 of the VICE4RAIL
project [1], funded under the European Union’s Horizon Europe programme. The VICE4RAIL initiative
aims to address the lack of standardized certification methodologies for EGNSS-based train localiza-
tion solutions within the European Rail Traffic Management System (ERTMS) by developing a Hybrid
Virtualized Certification Environment (HyVICE): The current document provides a comprehensive
specification of system-level requirements, both functional and non-functional, necessary to support
the design and validation of the HyVICE platform. The HyVICE platform shall provide the capabilities
required to support the certification process of future safe train localization solutions that intend to
exploit GNSS and IMU technology (e.g. ASTP [1]). These requirements are derived in alignment with the
ongoing activities of Europe’s Rail Joint Undertaking (EU-Rail), particularly the Flagship Project 2 (FP2)
R2DATO, and reflect the strategic trajectory outlined in the Standardization and TSI Input Plan (STIP).

The scope encompasses the integration of GNSS and IMU (Inertial Measurement Unit) technologies
into the CCS-OB architecture for the safe train localization, enabling the assessment of future GNSS-
based localization solutions (e.g., ASTP) that target Safety Integrity Level 4 (SIL4), in accordance with
CENELEC standards [2], [3], [4]. The document also considers interoperability constraints, cybersecu-
rity resilience [5], and maintainability criteria, in accordance with the Common Safety Method for Risk
Evaluation and Assessment (CSM-RA, [6]). Furthermore, the requirements support the migration from
legacy odometry systems to modular, onboard-centric localization architectures, enabling reduced
reliance on trackside equipment such as Eurobalises and facilitating cost-effective deployment
across diverse railway environments.

This specification serves as a reference for the subsequent design and implementation phases of the
HyVICE platform, including Model-in-the-Loop (MIL), Hardware-in-the-Loop (HIL), and Software-in-
the-Loop (SIL) testing methodologies. It is intended to guide stakeholders, including Infrastructure
Managers (IMs), Railway Undertakings (RUs), Notified Bodies (NoBos), Designated Bodies (DeBos),
and Assessment Bodies (AsBos), in the development, integration, and certification of GNSS-based
positioning systems for safety-critical railway applications.

Rt This project is funded by European Union’s Horizon Europe =0s2A H12
programme under grant agreement No 101180124 o e
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1.2 Structure of the document

This document is structured to provide a comprehensive specification of the system requirements for

the HyVICE platform, developed within the VICE4RAIL project. The structure is designed to ensure
traceability, methodological rigor, and alignment with European standards and certification
frameworks. The document is organized as follows:

Chapter 1 - Introduction: Presents the scope, objectives, and context of the document within
the VICE4RAIL project.

Chapter 2 -Review of User and System Requirements, Certification Plan, and Terminology:
Summarizes the user needs and system-level requirements derived from [1] and reviews the
certification framework outlined in [7].

Chapter 3 - Environment and Constraints: Describes the operational and infrastructural
constraints relevant to the implementation and testing of the HyVICE platform.

Chapter 4 - Functional Analysis: Details the methodology and results of the functional
decomposition using SADT, identifying core system functions and interfaces.

Chapter 5-System Requirements: Specifies the functional and non-functional requirements,
including performance, safety, interface, and verification criteria.

Chapter 6 - Guideline Requirements for the HyVICE platform and the GNSS-based
localization system: Outlines general, qualitative guideline requirements for the HyVICE
platform and GNSS-based localization system, based on CENELEC, UNISIG, and ISO/IEC
standards. These serve as references to aid future certification and validation.

Chapter 7 - Conclusions and Next Steps: Provides a summary of the findings and outlines the
roadmap for subsequent design and implementation phases.

This project is funded by European Union’s Horizon Europe =0s2A H1 3
programme under grant agreement No 101180124 o e
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2 User and System Requirements Review, Certification
Plan Review and Terminology

2.1 Overview of User Requirements

Deliverable D2.1 [1] of the VICE4RAIL project defines the user and system requirements that form the
methodological foundation for the development of the HyVICE platform (Hybrid Virtualized Certification
Environment). Specifically, the document highlights the user needs regarding safe train localization,
aiming to overcome the limitations of current systems based on physical balises and legacy odometry.
The identified needs focus on improving positioning accuracy, reducing infrastructure costs, ensuring
robustness also in complex environments, and enabling the integration of future technologies through
modular and scalable architectures. D2.1 thus ensures alignment with the Full Advanced Safe Train
Positioning (ASTP), currently under definition within Europe’s Rail Joint Undertaking. ASTP is envisioned
as an independently standardised, certifiable, interoperable positioning constituent intended to
replace the legacy ETCS odometry platform. ASTP is expected to: a) use GNSS, as well as other sensors
(e.g. IMU) and various supporting information provided by trackside; b) generate speed and position
data in 1D and possibly 3D coordinate systems; c) provide confidence intervals for SIL 4 and possibly
other SIL levels; d) operate reliably under harsh environmental conditions of signal reception across the
European rail network.

GNSS integration within ERTMS for safe train localization is then driven by the ASTP concept. The
emergence of ASTP as a future standard highlights the need for innovative and robust certification
methodologies tailored to GNSS-based solutions. In this context, HyVICE is conceived as the enabling
platform to support the validation and certification of such technologies. Accordingly, VICE4RAIL
adopted the system requirements of the Full ASTP (which is expected to be included in future Technical
Specifications for Interoperability by 2032) as its reference baseline. In this regard, it should be noted
that the Europe’s Rail System Pillar ASTP Requirements referenced in [1] have been updated and a new
version has been released publicly. Even if there are no major changes compared to the previous one,
this new version (Version 1.1, Revision 723515, Last Change Date: 02.10.2025) has been shared among
all the project partners to serve as reference for the ASTP requirements to be considered. This strategic
alignment aims to position VICE4RAIL as an enabling project for the future standardization and
certification of GNSS technologies in the European railway sector. Further details on ASTP and the
VICE4RAIL DUT (Device under Test) are provided in Section 2.3 of this document.

Given this context, the HyVICE platform detailed in [1] is conceived as a hybrid testing and certification
environment, integrating both laboratory-based simulations and real-world testing capabilities. Its
architecture is structured to enable the validation of GNSS and IMU-based positioning systems, with
the objective of minimizing the need for on-site testing while ensuring compliance with European safety
and interoperability standards. Indeed, the user requirements for HyVICE defined in [1] reflect the need
for a flexible and reproducible testing environment that supports the certification of GNSS and IMU-
based localization solutions that shall meet the highest safety standards (SIL4). In summary, the user
requirements for the HyVICE platform have been defined to minimize on-field testing activities, to

Rt This project is funded by European Union’s Horizon Europe =0s2A n14
programme under grant agreement No 101180124 o e
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simulate complex environmental conditions including fault injection and threat scenarios, and to
support the validation and qualification of advanced positioning solutions for safe train operation, in
compliance with applicable CENELEC standards and European regulatory frameworks.

2.2 Certification Plan Review

This section provides an overview of the plan for safety assessment and certification processes that will
be used as a general reference for the design and development of the HyVICE platform and which have
already been described in document [7] of the VICE4RAIL project. Special attention is paid to the
structure and content of the safety document (as defined in [3]), since it contains the required evidence
for demonstrating and assessing the safety of the GNSS-based localization system, which is also
necessary for its certification. Although the aim of the VICE4RAIL projectis not to develop a safety case
for the ASTP component, the purpose of this section is to show, following a recap of the main steps in
the certification process, which information and evidence will be needed to develop a safety case in the
future, to be used in the next phases of the VICE4RAIL project.

In order to apply a new GNSS-based Advanced Safe Train Positioning (ASTP) solution for ERTMS/ETCS
it is necessary to take into account the relevant European and national standards and regulations.
ASTP, conceived as a new component to be defined as Interoperability Constituent (IC) within on-board
ERTMS/ETCS sub-system and also incorporated in [8], must pass through all the phases of the
development cycle according to [2] and [4], including the safety and conformity assessment processes
[9]. It also means that in the future the proposed integrated solution must be verified and validated,
assessed and certified, based on the applicable European Regulatory Framework before being put into
service.

The future assessment/certification process will consist of the following sub-processes:
¢ ‘Risk Management’, in accordance with [6];

e ‘Safety Assessment’, in accordance with [2], [3] and [4];

e ‘Interoperability Certification’, in accordance with [10], [11], [12], and [8].

Regulation [6], related to Risk Management process, can be considered as the stepping stone for the
future safety assessment and certification activity for the VICE4RAIL project, due to its ability to
logically link the safety management process flow (CENELEC standards), technical specifications
(CCS, TSI and technical project requirements) and the demonstration of safety/functional conformity
(i.e., engineering evidences of validation, testing activities both on-field and in laboratory).

The basic framework for ensuring the safety and dependability of railway systems is defined in [2] and
is related to the specification and demonstration of RAMS (Reliability, Availability, Maintainability and
Safety). Standard [3] considers the railway system in a given physical and operational environment, i.e.,
including human operators, as well as the factors that influence the railway RAMS - in particular the
technical system and the operational and maintenance conditions.

Rt This project is funded by European Union’s Horizon Europe =0s2A H1 5
programme under grant agreement No 101180124 o e



VICE4RAIL

EGNSS - ERTMS

D3.3 System Requirements

The standard specifies in detail the different phases of the system life cycle, i.e. including the role of the
human factor, and it also prescribes methods for managing the RAMS within the system life cycle.
Safety shall be demonstrated by means of safety case and independent third-party assessment. The
basic framework defined through RAMS can be imagined as an umbrella under which a safety-related
system is subsequently developed and implemented according to the downstream standards [3]
(safety-related system), [4] (software for safety-related system), and others.

A safety case and its independent assessment alone is still not enough to ensure safety on European
railways. Technical interoperability must also be ensured. In the case of ERTMS, e.g., this means that
one manufacturer's on-board equipment should work correctly with another manufacturer's track-side
equipment — also in different EU member states. Therefore, certification according to the Technical
Specifications for Interoperability (TSI) must be carried out. But even this may not be enough to ensure
safety. In the case of a change in the railway system from a safety point of view, e.g. due to the
introduction of GNSS-based ASTP system into ERTMS, CSM-RA practices must be applied, according
to[6]andits amendment[13], which harmonises the risk assessment process and safety requirements.

2.2.1 Elements of safety assessment and certification process

Verification and Validation

During the development of safety-related systems, it is important to document that the system meets
the requirements and that it works correctly. It can be proven by means of the verification and validation
(V&V) process, which must start early in the development life cycle. Verification is the process of
assessing a system or its components during a specific development phase to confirm thatthey comply
with the requirements established for that phase. In other words, it ensures that the system has been
built correctly in accordance with the applicable specifications. On the other hand, the validation
checks for errors in the specification and demonstrates that the system works as it required. The V&V
activities must be carried out by verifiers and validators in accordance with the recommendations given
by [3] and [4] to guarantee the required independence (see Fig. 5 of [3]).

Safety Case and Independent Safety Assessment (ISA) Report

The application of V&V process alone does not still provide sufficient evidence that the safety
requirements for the system have been met. Standards [2] and [3] require that this evidence needs to
be clearly described in documents named Safety Case for the Generic Product, Safety Case for the
Generic Application, and Safety Case for the Specific Application. Moreover, when the integration of
subsystems is required (in particular, when these subsystems are provided by different suppliers), the
Safety Case of the Integration is also required.

The safety case is based on: (1) safety requirements, (2) safety argument, and (3) safety evidence. A
safety case shall include a structured argument supported by analytical and experimental evidence
including simulations, that provides a comprehensive and valid case that a generic product / system is
safe for the intended application in the given operational environment.

Rt This project is funded by European Union’s Horizon Europe =0s2A H1 6
programme under grant agreement No 101180124 o e
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The safety case must be elaborated by the manufacturer of the generic product / subsystem / system
and assessed by the independent safety assessor — ISA or AsBo. It is elaborated early in the
development life cycle. In the safety case, the safety assessor verifies that safety requirements have
been met, that all potential safety hazards have been identified, that the risks associated with them
have been carefully evaluated, and that appropriate safety measures with a sufficient quality have been
designed as protection against the hazards. In addition, the safety case must also demonstrate thatthe
quality and safety management controls adopted within the life cycle are suitable for the required safety
integrity level, that appropriate development techniques have been adopted and they have been
performed correctly.

The ISA or AsBo elaborates the safety assessment report. The safety assessment report is a key
deliverable that summarises the safety case at a particular instant of time. It is one of two major outputs
(excepting V&V) forming the certification process. In contrast to the safety case, the structure and
contents of the safety assessment report is not defined in standards.

Role of Safety Case in certification process

In some scenarios, even a safety case for an individual system / subsystem and its approval by an
independent assessor cannot justify the required operational behaviour and safety at system level. For
example, this happens when the system requires both on-board unit and infrastructure parts for its
proper functioning. Such examples can be found in aviation or in the railway domain. Currently, the
management of the railway system is shared between independent actors, namely infrastructure
managers and railway undertakings. Each of them is responsible for their part of the railway system.
The situation can be further complicated if the system is also required to operate in several countries —
i.e. to enable a so called cross-border operations. It is the case of ERTMS / ETCS or the possible future
ERTMS / ETCS based on GNSS positioning technology, which shall provide the required safe and
dependable operations of trains throughout Europe or in other regions. ETCS on-board units from
different manufactures must be able to properly function on track-side infrastructures also from
different suppliers. In other words, the required interoperability within such large-scale system must
always be assured. Interoperability means the correct interaction between different interoperable
constituents as defined in point (7) of Article 2 of [11]. In order to guarantee the interoperable, safe and
dependable operations, it is necessary to provide certification of individual constituents, which is
required by law. The safety case is an important step of the certification process.

Itis obvious that certification cannot prove correctness of the system. If a system receives certification,
it simply means that it has met all the requirements needed to be met for certification. It does not mean
that the product is error free. The safety assessment does neither replace own competence or
knowledge, nor does it guarantee for 100% correctness of the project’s work in all details. Therefore,
the manufacturer is finally responsible for its legal or moral obligations.
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2.2.2 Contents of Safety Case

Safety case is the structured document, and its content is specified in detail in [2] and [3]. It includes:

e Part 1: Definition of System/Sub-System/Equipment;
e Part 2: Quality Management Report (evidence of Quality Management);
e Part 3: Safety Management Report (evidence of Safety Management);
e Part 4: Technical Safety Report (evidence of Functional/Technical Safety);
e Part 5: Related Safety Cases (if applicable);
e Part6: Conclusion.
The content of the individual sections for the safety case is as follows.

Part 1: This shall precisely define or reference the system, subsystem or equipment to which the Safety
Case refers, including version numbers and modification status of all requirements, design and
application documentation.

Part 2: This part shall provide documentary evidence to demonstrate the effectiveness of the quality
management system.

Part 3: This part shall provide documentary evidence to demonstrate compliance with all elements of
the safety management process throughout the life cycle.

Part 4: This part shall provide technical evidence for the safety of the design.

Part 5: This part shall contain references to the Safety Cases of any system, subsystems or equipment
on which the system under consideration depends.

Part 6: This shall summarize the evidence presented in the previous parts of the Safety Case, and argue
that the relevant system, subsystem or equipment is adequately safe, subject to compliance with the
specified application conditions.

As mentioned above, technical evidence for the safety of the system design shall be documented in the
Technical Safety Report. It is the responsibility of the system manufacturer to develop a Safety Case
during the development, verification and validation phases. During the initial phase of a project, when
usually only basic information is available, a Preliminary Safety Case is first developed. When more
information is available, an Intermediate Safety Case is elaborated, and finally when all evidence is
available, a Pre-operational / Operational Safety Case is produced.

However, VICE4RAIL is a research project and therefore there is no obligation to produce a Safety Case.
Therefore, the following paragraphs only briefly outline the types of information that will be needed to
develop a safety case in the future.
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2.2.3 Contents of Technical Report

The Technical Safety Report shall explain the technical principles which assure the safety of the design,
including (or giving references to) all supporting evidence (for example, design principles and
calculations, test specifications and results, and safety analyses). This shall cover:

o fulfilment of system and safety requirements of safety-related Basic Integrity functions shall be
demonstrated, e.g. by reference to a validation report;

o fulfilment of Tolerable Functional Failure Rates (TFFRs) shall be justified;

e environmental conditions and Safety Related Application Conditions (SRACs) shall be
specified;

o safety-related Basic Integrity functions shall be part of the safety qualification tests.

Note: SRACs are a set of requirements that define the operational, environmental, and functional
conditions under which a safety-related system or product must operate to ensure its safe use and
performance. They are also sometimes called exported constrains or exported risks.

The Technical Safety Report shall include the following sections:
Section 1: Introduction

This section shall provide an overview description of the design, including a summary of the technical
safety principles that are relied on for safety and the extent to which the system, subsystem or
equipment is claimed to be safe, in accordance with this document.

Section 2: Assurance of correct functional operation

This section shall contain the evidence necessary to demonstrate correct operation of the system,
subsystem or equipment under fault-free normal conditions (that is, with no random faults in
existence), in accordance with the specified operational and safety requirements.

Section 2.1 System architecture description

This shall contain a general description of the system, subsystem or equipment design, in sufficient
depth to convey a clear understanding of the principles and techniques which it uses.

Section 2.2 Definition of interfaces

It includes Man-Machine interfaces (description of operator, the processes carried out by engineering
personnel to configure the system and maintenance) and system interfaces.
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Section 2.3 Fulfilment of system requirements specification

This shall demonstrate how the operational functional requirements specified in the system
requirements specification are fulfilled by the design. All relevant evidence shall be included (or
referenced).

Section 2.4 Fulfilment of safety requirements specification

This shall demonstrate how the specified safety functional requirements are fulfilled by design. All
relevant evidence shall be included (or referenced).

Section 2.5 Assurance of correct hardware functionality

This shall describe the hardware architecture, and explain how the design achieves the required
functionality, as laid down by the requirements specification and by any relevant standards, with
respect to reliability, availability, maintainability, and safety (RAMS).

Section 2.6 Assurance of correct software functionality
For safety-related systems which include software, the requirements of [14] shall be complied with.
Section 3: Effects of faults

This section shall demonstrate that the system continues to meet its specified safety requirements,
including the quantified safety target, in the event of random hardware faults. The following headings
shall be used in this section:

e Section 3.1 Effects of single faults

e Section 3.2 Independence of items

e Section 3.3 Detection of single faults

e Section 3.4 Action following detection (including retention of safe state)
e Section 3.5 Effects of multiple faults

e Section 3.6 Defence against systematic faults

Section 4: Operation with external influences

This section shall demonstrate that, when subjected to the external influences defined in the system
requirements specification, the system:

e continues to fulfil its specified operational requirements;
e continues to fulfil its specified safety requirements (including fault conditions).
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Section 5: Safety-related application conditions

The conditions, rules and constraints for the design, manufacture, installation, operation, and
maintenance of the system (ensuring functional safety) and the way to verify them shall be contained
in the document ‘Safety-related Application Conditions (SRACs)’. The SRACs establish the
assumptions and conditions that need to be satisfied to mitigate risks when the system under
consideration is integrated in an overall system. Correct handling of SRACs is a precondition for safe
integration.

More detailed information on the Technical Report and other parts of Safety Case can be found in [3].
The above Safety Case structure should serve, in the future, as a guide for the development of safety
evidence for the ASTP component and, as far as technically applicable, for the HyVICE test platform
within the VICE4RAIL project. This will simplify the development of a safety case for the GNSS-based
localization system. However, this is beyond the scope of the VICE4RAIL project.

2.3 Device Under Test Terms and Specifications

Within the scope of the project, the main purpose of the Device Under Test (DUT) is to serve as a
mean for stimulating and validating the certification process and the test platform itself, which is
the primary focus of the development effort. To this end, the DUT is intended to emulate the Full
Advanced Safe Train Positioning (ASTP) system, as described in [1].

A fullASTP is envisioned as a new Interoperability Constituent within the on-board CCS (Control
Command and Signalling) architecture. It is designed to provide localization information
(including position, speed, acceleration, and possible other outputs such as attitude) to multiple
on-board consumers, as ETCS-OB and ATO-0OB, through standardized interfaces and different SIL
levels.

The development of the ASTP has been included into the first version of the Standardization and
TSI Input Plan (which gathers the list of priority topics EC and ERA will consider for the evolution
of TSIs) elaborated by the System Pillar. Specifically, ASTP deployment has been structured in
two phases:

e Phase 1 (Basic ASTP) — Targeted for TSI 2028 revision, this phase focuses on enhancing
odometry performance and robustness, as well as preparing the modularity for the next
phase. However, the standardizations of GNSS augmentation and Digital Maps are not
included at this stage.

e Phase 2 (Full ASTP) - Planned for TSI 2032 revision, this phase aims for a modular
implementation, having the ASTP as an independent constituent providing absolute (3D)
positioning capabilities and the potential use of GNSS augmentation, including EGNOS.
This phase may allow for the use virtual reference points stored in a standardised digital
map.
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The strategic relevance of a modular ASTP is also supported by the EUG-LWG (ERTMS Users
Group - Localisation Working Group); in the position paper on Basic ASTP [15], EUG supports
defining ASTP as a new Interoperability Constituent to replace the current “odometry
equipment”.

As detailed in [1], ASTP aims to enhance train positioning capabilities and shall perform functions
for safety relevant applications being the only source of odometry information in the CCS-OB,
potentially leveraging multi-sensor fusion including Global Navigation Satellite System (GNSS)
and Inertial Measurement Units (IMUs), and adopting supporting inputs like GNSS augmentation
and Digital Maps.

Full and consolidated ASTP specifications are still under definition within ERJU. System Pillar
Train CS Domain oversees the definition of the ASTP architecture, as well as the functional
allocation and the interface specification.

For what it concerns the introduction of Full ASTP within the CCS-onboard, several architecture
variants are still under discussion, and no formal decisions have been made yet. Similarly,
strategies for testing and certifying ASTP as an Interoperability Constituent are still being defined.

More in detail, the certification of ASTP as a standalone component presents significant
challenges, primarily due to the diversity of sensor technologies that could be involved (e.g.,
GNSS, IMU, radar, optical sensors) and their sensitivity to weather, vehicle, environmental and
operational conditions. Indeed, each sensor type may exhibit degraded performance under
specific scenarios (such as radar under snowy conditions), making it impractical to define
standardized physical test environments for each technology.

To address this, a viable approach could be to synthesize representative sensor outputs,
including those reflecting extreme or degraded conditions, and feed them into the ASTP’s internal
logic in a controlled and synchronised way. This would allow ASTP performance evaluation under
controlled and repeatable laboratory conditions, without relying on unpredictable real-world
environments and costly field tests.

Within the scope of the VICE4RAIL project, the focus will be on GNSS and IMU technologies. Real-
world data will be collected atthe San Donato test circuit, while the CEDEX laboratory will provide
a controlled environment where synthetic data can be injected into the localization module acting
as DUT. While runs at San Donato test circuit will be considered as reference scenarios to prove
the feasibility of the certification process and test platform, the definition of criteria to choose
the reference scenarios will be investigated as well. Extensive experience with simulations of
numerous operational scenarios supporting the verification and validation (V&V) of automated
driving systems (ADS) within the SOTIF (Safety of the Intended Functionality) automotive safety
conceptaccording to ISO/PAS 4804 will be an indispensable extension of the current V&V process
in accordance with CENELEC standards. This methodology aims to support the long-term goal for
a certifiable Full ASTP to be integrated within future TSls.
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Due to the current unavailability of a physical ASTP prototype, the DUT will be implemented as a
high-fidelity emulator of the ASTP’s core localisation functionalities. This emulator will
implement a multi-sensor fusion logic to simulate the ASTP’s behaviour in terms of providing train
localisation data and associated confidence intervals, while also exploiting GNSS augmentation
and Digital Map as supporting input data.

Although the DUT emulator does not implement the full ASTP functionality and cannot interface
with ETCS/ERTMS due to the current unavailability of standard interfaces, it offers a
representative subset of ASTP capabilities. This is sufficient to support performance evaluations
under realistic operational sensor conditions and to simulate degraded modes and faulty
scenarios due to external influences. Furthermore, as part of the project, a test interface with a
suitable modified ETCS OBU Simulator in the CEDEX Laboratory shall be implemented as an
exercise to gain some insights in advance of the relationship between ASTP and ETCS On-board
units.

Given the current limitations, it is important to emphasise that the DUT used within this project
is notintended to be a certifiable product, but rather a means for validating the test platform itself
and to prove the methodology of the certification process.

DUT Emulator capabilities
In line with the main ASTP system functions, the DUT emulator capabilities include:
e Provision of 1D position and associated confidence interval
e Provision of 1D speed and associated confidence interval
e Provision of 1D acceleration and associated confidence interval
e Provision of 3D position and uncertainty
e Provision of 3D velocity and uncertainty
e Provision of 3D acceleration and uncertainty
e Provision of attitude
e Detection of virtual reference location

e Use of GNSS augmentation (VICE4RAIL DUT is expected to process GNSS augmentation
data, specifically DGNSS corrections)

e Use of Map Data
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3 Environment and constraints

3.1 Rail Infrastructure

The Bologna San Donato Test Circuit represents the main environment for field trials within the
VICE4RAIL project. It provides a real railway infrastructure suitable for data acquisition campaigns,
functional tests, and validation activities of GNSS-based localization systems.

Figure 1 -Bologna San Donato test Circuit

The circuit consists of a single-track line with a total length of 5,749 meters, equipped with two service
areas: North and South Stabling Area. The line originates and terminates at the North Stationing, thus
forming a closed loop.
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The main technical characteristics of the circuit are:

Track equipment: High Speed (HS) UNI 60 rails and RFI 260 sleepers.

Electrification: 3 kV DC system, with catenary comprising the three types currently in use on the
RFI’s network (540 mm?, 440 mm?, and 320 mm?).

Signalling: the line is divided into four block sections of 1,350 m each, equipped with multi-code
BACC and three-aspect bidirectional signalling. Train protection systems (SCMT, SSC, and ERTMS)
are also available.

Traffic management: line and peripheral control workplace (PPM) are operated via ACC-M
interlocking system.

Test runs can be carried out in both directions of travel. Speed limits are defined in Table 1 and Table 2,
depending on the rolling stock category (Rank A, B or C), the kilometres progress, and the running di-
rection.

Specifically, such standard rank categories are described as follows:

Rank A: This category includes all trains with stock capable of running at speeds lower than 140
km/h. This includes freight wagons, all locomotives running alone, and trains running as such (such
as breakdown wagons);

Rank B: This category includes trains with stock capable of running at 140 km/h or higher (whether
towed or traction), excluding 24 baggage cars;

Rank C: This category includes stock marked for speeds higher than 160 km/h and includes most
passenger carriages, as well as light stock.

For rolling stock with characteristics not falling within the standard categories, the maximum
admissible speed may be further limited. In any case, the rolling stock must be:

Suitable for circulation on the circuit;
Instrumented in accordance with the tests to be performed;

Equipped with an adequate braking mass percentage for the type of test and the maximum
permitted speed.

Va(km/h) | Vg(km/h) | Vc(km/h)
From km 0+000 to km 1+420 100 105 115
From km 1+420 to km 2+105 60 65 70
From km 2+105 to km 4+028 85 95 100
From km 4+028 to km 5+356 85 90 95
From km 5+356 to km 5+749 100 105 115

Table 1 -San Donato counter-clockwise direction speed limits
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Va(km/h) | Vg (km/h) | Vc(km/h)
From km 5+749 to km 5+356 105 110 120
From km 5+356 to km 4+028 85 90 95
From km 4+028 to km 2+105 85 95 100
From km 1+420 to km 0+528 100 105 110
From km 0+528 to km 0+000 105 110 120

Table 2 - San Donato clockwise direction speed limits

Circulation is permitted for all rolling stock compatible with 1,435 mm gauge. The freight wagons are
not admitted due to infrastructure constraints between km 1+420 and km 2+105. For any proposed
solution, a thorough assessment must be conducted based on the official RFI documentation
concerning clearance profiles and minimum obstacle envelopes, tailored to each specific application
case.

The conditions for entry, exit, manoeuvring, and circulation of vehicles within the test circuit are
governed by the Operating Regulations for Circulation on the Bologna San Donato Test Circuit (an
official RFI’s documentation). This document defines in detail the operational procedure for conducting
testruns and serves as the official reference for the use of the infrastructure.

Additional geometric and infrastructure constraints include:

e Maximum cantvalues;

e Plan and altimetric characteristics of the curves;

e The presence of the overpass near the South Stationing (km 3+527).

The circuit is equipped with a GSM-R communication network, complemented by good 4G/5G LTE
coverage provided by all major Italian mobile operators. No Wi-Fi network is currently available to
provide connectivity to rolling stock during test runs on the circuit.

A dedicated analysis of 4G and 5G coverage was carried out on the circuit through two complete runs
(approximately 6 km each, one for 4G and one for 5G) and one static measurement point at the yard.
These measurements provided crucial data for assessing coverage and quality of service, through the
collection of RSRP and RSRQ values, which enabled the identification of critical areas and the
evaluation of signal continuity under railway mobility conditions.

The results highlighted significant differences among operators, depending on the frequencies used
and their coverage strategies:

e TIM stands out for its use of the 806 MHz band, ensuring robust coverage with high signal quality,
complemented by the 1820 MHz frequency that guarantees good capacity performance.

e Vodafone relies on 816 MHz and 783 MHz frequencies, which provide overall good performance,
integrated by the 1870 MHz band to improve speed and connection stability.
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Overall, TIM proved to be the most competitive operator in terms of stability and quality of coverage on

the circuit.
Operator Band DL Frequency EARFCN Bandwidth Max Speed
TIM LTE 800 806 MHz 6300 10 MHz 100 Mbit/s
TIM LTE 1800 1820 MHz 1350 20 MHz 200 Mbit/s
Vodafone LTE 800 816 MHz 6400 10 MHz 100 Mbit/s
Vodafone LTE 700 783 MHz 9460 10 MHz 100 Mbit/s
Vodafone LTE 1800 1870 MHz 1850 20 MHz 200 Mbit/s

Table 3-LTE network measurements on Bologna San Donato Test Circuit

3.2 Laboratory Test Infrastructure

The CEDEX ETCS/ERTMS Laboratory is a laboratory for functional testing of ERTMS On-Board Units
(OBUs) according to Subset-076 (On-board test specifications). Additionally, a traffic simulator
laboratory is available for testing trackside implementations and OBU integration.

Although the CEDEX laboratory has been designed for functional testing of ETCS on-board units, the
availability of a GNSS simulator at the lab allows to perform some tests on GNSS equipment, like COTS
receivers or future ASTP prototypes. In this regard, the approach proposed in the VICE4RAIL project
intends to test an emulated GNSS DUT provided by RADIOLABS. This DUT will be tested at the San
Donato test track (field tests), and afterwards at CEDEX premises. Considering that the ASTP
requirements are currently under definition in Europe’s Rail, it is proposed to implement the testing
works in laboratory in three different phases or modes, from component to subsystem level, in order to
involve in an incremental way the ETCS and to study the relationship between ASTP and ETCS Onboard
Units in a controlled environment.

So, in afirst phase (MODE 1), the DUT shall be exclusively tested using the available GNSS simulator.

The capabilities and performance of the GNSS simulator shall be investigated during the projectin order
to identify possible limitations of the simulator for specific tests (IMU emulation, augmentation data
importation, usage of error models, etc.).

In a second phase (MODE 2), the ETCS simulation environment available at CEDEX ETCS/ERTMS
Laboratory can be added in order to compare the performance of traditional ETCS odometry systemvs.
the emulated GNSS DUT. To this aim, different ETCS engineering shall be designed and applied to the
test track where the evolution of a typical ETCS OBU simulator shall be measured.
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Finally, in the last phase (MODE 3), a modified ETCS OBU Simulator, where the internal odometry
functionis to be removed, would be connected directly to the GNSS DUT. In this last phase, the relevant
topics under investigation shall be the impact of this new odometry model into the ETCS functionalities
with a strong dependence on the confidence interval values (braking curves calculation, entry/exit of
different track conditions, speed supervision, etc). The quality of the EGNOS augmentation data will not
be checked at the CEDEX laboratory. Instead, comparative analyses could be performed by executing
scenarios with EGNOS signals activated and deactivated, to assess the impact of EGNOS availability
on the resulting confidence intervals.

The laboratory environment will not be connected to the Augmentation Network. GNSS and EGNOS
signals are regenerated independently by the simulator for each specific scenario. Recorded
augmentation data provided by the Augmentation system are reserved for future simulation
environments and are not injected in the current laboratory setup.

3.3 Communication System

The communication subsystem plays a pivotal role within the HyVICE architecture, as it ensures the
seamless exchange of critical data streams between the various components of the certification
platform. This function is enabled by a set of elements specifically designed to guarantee high
availability, low latency, and secure data transmission under both laboratory and real-world conditions.

At the core of this infrastructure lies the NTRIP caster, which implements the standardized protocol for
distributing GNSS correction messages in RTCM format over IP networks. Through this mechanism,
augmentation data generated by the Reference Station Network (RSN) is transmitted in real time to the
Device Under Test (DUT), enabling precise positioning and integrity monitoring during simulation and
validation activities.

To support these data flows with the required level of reliability, the system leverages the SPC network
(Sistema Pubblico di Connettivita), a high-quality and secure backbone network that interconnects the
Reference Stations with the Augmentation Control Center (ACC). The SPC ensures compliance with
stringent performance constraints, such as a maximum transmission delay of 500 milliseconds, while
providing redundancy and resilience against potential disruptions. Complementing this fixed
infrastructure, ADSL connectivity is employed as a backup channel, safeguarding continuity of service
in case of primary link failures and thereby reinforcing the robustness of the communication chain.

For the mobile segment, which connects the Control Center to the DUT installed on the rail vehicle, the
architecture relies on the cellular communication network, exploiting 4G and 5G technologies to
maintain real-time data exchange even under dynamic railway conditions. This capability is essential
for transmitting augmentation messages and collecting performance logs during field tests at the San
Donato circuit, where coverage and quality of service have been assessed to ensure compliance with
project requirements.

Rt This project is funded by European Union’s Horizon Europe =0s2A ﬂ28
programme under grant agreement No 101180124 o e



VICE4RAIL

EGNSS - ERTMS

D3.3 System Requirements

Together, these mechanisms form an integrated communication framework that underpins the
operational integrity of HyVICE, enabling synchronized data flows across heterogeneous environments
and supporting the rigorous validation of GNSS-based positioning solutions in alignment with European
standards.

3.4 Error Characterization and 3D Modelling

GNSS performances are strongly linked to conditions under which signals propagate. These conditions
are usually classified into global and local. Global conditions and global errors are caused by the
system itself (satellite clocks, ephemerides...) as well as propagation through the atmosphere. These
errors are common to numerous users in a same large area. Local errors are mainly caused by the close
environment of the antenna: buildings, train stations, trenches, mountains, trees, etc. All these error
budgets must be simulated as accurately to real conditions to simulate realistic performance of the
DUT.

Every COTS GNSS signal simulator implements well-known global error models and most of them
propose typical local error models such as a “urban model”. These local models inject delays in
pseudorange computations, or C/Novariations in some of the simulated signals. The complexity of local
errors is that they are directly linked to the surrounding environment and cannot be easily generalized
as global errors can be. Moreover, generic environments can be difficult to define as, for example, the
urban scenario can be very different in Europe, in Asia or in North America, due to various building
heights, path/trench/road width etc.

Recent projects and studies investigated the characterization of the specific railway environments in
order to provide more accurate and representative models. In R2DATO, a data-driven methodology has
been adopted. Itrelies on available datasets that can be considered as representative of these datasets
in a statistical way [16]. However, the generalization remains unproved.

In VICE4RAIL, another simulation technique will be analysed as a complementary tool. It consists of
using a 3D model of a dedicated line and the use of a ray-tracing algorithm, that will compute in a
deterministic way each delay, echo and attenuation of the GNSS signals in this dedicated environment.
The signal code, carrier, and power are manipulated based on interaction with the environment. The
study will thus analyse how the specific railway environment can be modelled (the level of details and
accuracy of obstacles and their nature will impact the performance) and how representative such a
simulation can be for recommendation of future integration in HyVICE platform. The study will rely on
the use of the Spirent SimGen software and a 3D model of the San Donato test track to be built based
on satellite imagery. The methodology that will be followed is composed of two steps. First, based on a
ground truth trajectory and a 3D model of the track surroundings, PVT estimates and GNSS raw data
will be simulated. Then, these outputs will be compared with San Donato data collected on tracks
(typically C/No, observation residuals analysis, satellite visibility, etc.).

The conclusion will allow to recommend the use of such atool for future versions of HyVICE if it is shown
that simulation can estimate local errors with enough accuracy and representativity.
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3.5 Augmentation System

The Augmentation System to be developed shall calculate and transmit messages for high accuracy
and high integrity rail services development, within the framework of the future ASTP concept.

For this scope, the Augmentation System is in charge of the provision of DGNSS/RTK services and
EGNOS data rebroadcasting, as well as Signal-In-Space (constellations, satellites) and Augmentation
System Fault Detection and Exclusion.

Local Errors (e.g. multipath and interferences) are monitored by the user OBU.

At this aim, a 2-Tiers algorithm is implemented for Integrity Monitoring. Such a model is based on a
Reference Stations Network composed by two layers:

e First Layer: RIMS and Reference Stations monitored by International Organisations (e.g. EDAS,
EUREF, IGS)
e Second Layer: higher density Reference Stations, to be used for DGNSS and RTK service delivery

The SIS Integrity Monitoring is performed through the calculation of satellite single differences residuals
and by using the Neyman-Pearson criteria, applying a test statistics threshold calculated by a
Generalised Chi Square distribution.The Reference Station Integrity Monitoring is carried out through
the comparison of Double Difference residuals between First and Second Tier Reference Stations and
by applying a threshold derived by the Generalised ARAIM model.

The integrity monitoring algorithm, although designed for a two-tier architecture, also supports
scenarios where only one tier of Reference Stations is available. In such single-tier configurations, the
Double-Difference residuals used for Reference Station Integrity Monitoring are computed between
stations of the same tier, which therefore mutually monitor each other.

For implementing the system, a minimum set of three Reference Stations, with inter-distances less
than 70 km, is needed. Furthermore, for implementing such an Augmentation Network, a high QoS and
secure communication system for connecting Reference Stations to the Control Centre is needed.The
Communication Network must be designed in order to guarantee a maximum delay of 500 ms and
redundant lines. To this end the Sogei GRDNet (GNSS R&D Network) Augmentation System is used.

The relevant Control Centre Software has been developed internally and is able to integrate any kind of
Reference Station model. It is fully RTCM SC104 and RTCM SC134 standard compliant and the 2-Tiers
algorithm runs in real-time.

The current communication network is connected through the high QoS Public Administration Network
SPC (Servizio Pubblico di Connettivita). Therefore, the Reference Station site need to be selected within
Italian Public Admnistration offices, in order to be connected to the Control Centre.

Furthermore, the Network Reference System is currently ETRF2000. Therefore, the Reference Station
coordinates and the position results are expressed in that framework.
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3.6 Digital Map Structure

The Railway Digital Map will incorporate:

e Digital Track Database: it contains a list of geo-referenced points (waypoints) that accurately
represent the San Donato track. The waypoints should be expressed in ECEF coordinates (X, Y,
Z) (preferred solution), or in Latitude, Longitude, and Altitude. The distance between waypoints
positions should be 1 meter or lower (preferred solution). File format for the exchange of the
information should be .csv format.

e Dynamic Ground Truth (DGT) data: include position, velocity, time, and acceleration for each
recorded point. DGT positions should be expressed in ECEF coordinates (X, Y, Z) (preferred
solution), or in Latitude, Longitude, and Altitude. Acceleration should be expressed along X
(m/s?), Y (m/s?), and Z (m/s?) axes. Attitude values (yaw, pitch, and roll, in radians) are optional.
File format for the exchange of the information should be .csv format.

e Optional Data Elements:

- Locations of virtual balises may be included as optional data if Virtual Balise Detection
(VBD) function will be enabled. VB positions should be expressed in ECEF coordinates (X, Y,
Z) (preferred solution), or in Latitude, Longitude, and Altitude. File format for the exchange
of the information should be .csv format.

- Track Environment Information, containing information regarding the track environment, in
order to support the simulation of accurate GNSS effects (e.g. multipath phenomena).

The Railway Digital Map will serve as a reliable foundation for both real-time applications and offline
analyses. By integrating high-fidelity dynamic data and optional environmental information, HyVICE can
support advanced simulation scenarios and improve the robustness of railway localization solutions.
Furthermore, the modular approach allows for future enhancements tailoring the map to evolving
operational and research needs.

In addition to the digital map, the 3D track environment will be modelled for GNSS simulation and ray
tracing purposes. The model will be accurately georeferenced and must contain any obstacle masking
satellite signal (trees, buildings, bridges).

3.7 Logical Model
The Logical Model of the HyVICE System is shown in Figure 2.

The Hybrid Certification Platform (HyVICE), which includes a development phase at the Bologna San
Donato test circuit, is conceived to enable experimentation in an environmentwithout direct integration
with railway signalling systems. In parallel, the HyVICE platform also encompasses the CEDEX
Laboratory in Madrid, where tests will incorporate signalling integration by using an ETCS OBU
Simulator, providing a complementary setup for evaluating interoperability and advancing the ASTP

concept.
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GNSS
Augmentation

Communication

Testing 3D Error
Platform Modelling
Field Real Laboratory
Testing Testing Testing
Infrastructure Platform Platform
GNSS COTS Emulated ETCS GNSS

Receiver Simulator

DUT EE Simulator

Figure 2 - VICE4Rail System Logical Model

In the following, the description of the functional blocks is described.
GNSS Augmentation

The GNSS Augmentation is in charge of providing GNSS Augmentation messages to the DUT for meeting
the performance requirements. The GNSS Augmentation provides DGNSS/RTK Services and EGNOS
data rebroadcasting. It is also in charge of Global Fault Detection and Exclusion (FDE), due to SIS,
ionospheric and tropospheric error anomalies.

The GNSS Augmentation is based on a network of three Reference Stations around the San Donato area.
It is in charge of providing DGNSS and RTK Augmentation messages in RTCM SC104 data format and
Integrity messages through RTCM SC134 data format. Local FDE monitoring (due to multipath,
interferences and local behaviours), is left to the DUT.

Communication

The Communication module is in charge of connecting the GNSS Reference Receiver and the DUT to
the Control Centre (Fixed Network).

For the connection between Reference Stations and Control Centre, a fixed network will be used, while
for the connection between the Control Centre and the OBU, a mobile communication system is
adopted. In both cases, the RTCM NTRIP Protocol is used.
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HyVICE Real Testing Platform

The HyVICE platform is an advanced, real-time mixed reality testing environment designed to rigorously
evaluate GNSS-based train positioning systems under both nominal and degraded operational
scenarios, including those rare external influences [3]. Its architecture ensures precise synchronization
and high-fidelity simulation of railway environments, leveraging a combination of real-world sensor
data and synthetic signal generation. To maintain consistency between the accelerations and angular
rates recorded by the DUT Emulator’s IMU and the satellite information signal fed into the GNSS
receiver chain, a real-time Ground Truth (GT) system will be deployed using optoelectronic sensors. A
GNSS Signal Simulator generates synthetic GNSS signals, allowing for thorough testing of onboard
receivers under a variety of scenarios.

Synchronization across all system components is achieved through a Reference Time distribution
subsystem, which provides highly coherent short-term timing and is supported by a GNSS receiver for
stable, long-term temporal alignment. Latencies and delays between the real-time GT and the GNSS
Signal Generator outputs are continuously tracked with a Temporal Alignment Monitor. To achieve
precise measurements of train movement, a high-grade IMU is employed. Any detected latency or delay
is corrected by the Real-Time motion profile block, which predicts short-term train motion and regularly
updates the GNSS Signal Generator with the train’s dynamic profile, including position, velocity,
acceleration, and timing, using georeferenced track geometry data.

Sensor Error Simulator

The GNSS Signal Generator produces synthetic signals that reflect both standard operational scenarios
and degraded conditions, simulating global and local hazards (e.g. multipath effects, signal blockage,
and interference). Fault conditions, provided by the Local and Global Effects modules, are introduced
into the system to rigorously assess the robustness and reliability of the DUT. The RF sighal generated
by the GNSS signal generator is subsequently delivered to the DUT emulator. This ensures that the DUT
Emulator receiver operates under test conditions that replicate real-world signal environments,
allowing for comprehensive validation of system performance.

For GNSS, global error models are well-known and defined and will use the COTS GNSS signal
simulator. For local errors (errors caused by the surrounding environment, i.e. multipath, NLOS or
interference), some custom models may be used if the models implemented in the GNSS simulator are
not satisfactory.

In a parallel task, the use of a GNSS simulator capable of importing a 3D model and propagating signals
through ray-tracing algorithms will be tested, to analyse the feasibility of using such a tool to correctly
simulate the local propagation effects on railways, compared to existing Skydel and data-driven
models. It shall be noted that this simulation technique (including the 3D model and ray tracing) will not
be incorporated into the HyVICE chain during the project. However, some recommendations for its use
could be an output of the project.
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Laboratory Testing Platform

The Laboratory Testing Platform at CEDEX, is composed by the GNSS Simulation tool and the ETCS
simulation Test Benches, and it is intended to be used in various configurations for different purposes.
First, the Laboratory testing platform, by means of the GNSS Simulator tool, will be used for testing the
DUT provided for testing in San Donato. The GNSS simulator tool available at the lab allows to generate
GNSS signals emulating the live sky signals to be injected in the emulated DUT. Besides, these signals
can be created for a specific epoch and under different conditions or GNSS configurations, ionospheric
errors, multipath effects, interferences, etc, with the objective of replicating the conditions of areal line
or creating degraded situations.

Additionally, the Laboratory Testing Platform at CEDEX, by means of its ETCS Test Benches and the
ETCS OBU Simulator, will be used for testing the DUT emulator in order to compare traditional vs
modern ETCS odometry, and later, in a closed loop with the GNSS Simulator and a Simulated OBU for
evaluating the impact of modern odometry on ETCS functionality.

DUT Emulator

The DUT emulator provided for testing on the HyVICE platform through the RFI’s San Donato circuit and
in the CEDEX’s laboratory testing is a high-fidelity emulator of the train localization determination
component, relying on data fusion from GNSS receivers, IMU sensors, and a railway digital map. DUT
emulator outputs continuous information on train position in both 1D and 3D formats, including speed,
timing, and associated confidence intervals. Additionally, it can notify the passage of Virtual Balise
groups whose geo-referenced locations have been pre-loaded. The emulator also allows for online
performance evaluation when Dynamic Ground Truth is available.

4 Functional Analysis

The functional decomposition is performed to identify the main system functions and their subfunc-
tions, in order to derive the general scope, inputs, outputs, controls, and mechanisms, which will be
further detailed in the System Requirements definition.

The decomposition is carried out using the SADT (Structured Analysis and Design Technique) method-
ology, represented through IDEFO diagrams.

Each function is described by the Activity Model Diagram represented in Figure 3 and is characterized
by:

e Inputs (l): data or material required by the function
e Outputs (O): products or results generated by the function

e Controls (C): conditions, standards, or procedures that constrain or govern the function
execution

e Mechanism (M): resources, components, or tools enabling the function execution
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Control

Input  —————p Function —> Output

T

Mechanism

AD

Figure 3- SADT Schema

Functions can be decomposed into connected subfunctions (see Figure 4) to the level necessary for
deriving relevant System Requirements and supporting the simulation platform certification process.

_— Function A

Function B

Al

A 4

Function C

A3

_— Function B1 )

ALl

Function B1 -

|
Figure 4 - Subfunctions Analysis through SADT

The decomposition starts from the top-level function (A-0) and proceeds hierarchically (A0, A1, ...),
ensuring traceability to requirements and compliance with applicable standards (e.g., ECSS, EN
50126/8/9, CSM-RA).
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4.1 First Level Functional Decomposition

The first-level functional decomposition of the VICE4RAIL system is shown in Figure 5. It identifies the
main functional blocks and their interactions, which represent the core processes required to achieve
the system objectives. Each block corresponds to a high-level function, and the arrows indicate the
data flows among them.

The main functions relevant to the scope of the current project are:

e Augmentation: processing of GNSS observations and reference stations data to compute cor-
rection messages (RTCM SC-104, RTCM SC-134) and integrity indicators.

e Communication: distribution of augmentation messages and data availability through IP/radio
networks (RAN, NTRIP caster, SPC, ADSL).

e DUT (Device Under Test): on-board unit receiving GNSS and augmentation data, computing
PVT and integrity, and interfacing with sensors (IMU, odometry).

o HyVICE Platform: platform for verification and processing of DUT outputs, ground truth com-
parison, and validation of system performance for certification purposes.

These functions are further detailed in the following sections, where inputs, outputs, controls, mecha-
nisms, and possible subfunctions are identified.
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4.2 Detailed Function Decomposition

4.2.1 Augmentation

The functional decomposition of the Augmentation System is detailed in Figure 6.

EGNOS Messages
availability Reference Station

GNSS SIS Connection and data
Availability availability
Reference Station GNSS
Raw Data > Augmentation Messages
RTCM SC 104, RTCM SC 134
IGS Data y Augmentation
EDAS Data >
AZ
S 7y
N etwiork
GRDNet Reference | communication
Control Centre | Stations System
WTRIP Caster
EDAS
NTRIF Caster

Figure 6 - Augmentation System functional decomposition

Input
The inputs to the Augmentation function are:

- The GNSS Reference Station code and phase measurements from any receiver type or model

- |IGS data for post processing: Earth Rotation Parameters, DCBs precise ephemeris and clock
etc.., obtained through the connection to the IGS NTRIP Caster

- EDAS Data: EGNOS RIMS and Augmentation Messages

Output

- RTCM SC-104: OSR and SSR Augmentation Messages
- RTCM SC-134: Augmentation Messages
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Control
Main control conditions are related to availability:

- GNSS SIS availability from the Reference Receivers
- EGNOS messages availability through the EDAS NTRIP Caster
- GNSS raw data availability from Reference Stations through the Communication Network

Mechanism
Augmentation Messages are implemented through the following systems:

- Augmentation GRDNet Software

- Network Communication System: a High QoS communication system, with low delays and
high availability, for connecting GNSS Reference Stations to the Control Centre

- GNSS Reference Stations: 3 Reference Stations installed around the San Donato Centre and
connected in real-time to the Control Centre

- EDAS NTRIP Caster: in order to receive EGNOS messages

4.2.2 Communication

The Communication System, depicted in Figure 7, must deal with three main functions:

e Connection between Reference Stations and the Augmentation Network

e Connection between the Augmentation Network and the Mobile Communication System
Gateway towards the User PVT (Rail and OBU)

e Connection between the Mobile Augmentation Gateway and the Rail PVT

Data Availability g%q;picamn Link
vallab ity

Refence Station Data
Reference Station Data
Augmentation Message Data —>
B — Communication
—).
PV Daia - Augmentation Data

RAN SPC ADSL
NTRIP Caster

Mobile Communication
Network

Figure 7 - Communication System functional decomposition
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Input
- Reference Station Data: Reference Stations raw data, to be transmitted to the Control Centre
through the SPC Network
- Augmentation Message Data: transmitted by the Control Centre to the DUT via Mobile
Communication Network
- PVT Data: transmitted (if needed) from the DUT to the Control Centre
Output
- Augmentation Data: transmitted by the Augmentation Control Centre to the Mobile
Communication Network
- Reference Station Data: transmitted by the Reference Stations to the Augmentation Control
Centre
Control
- Data availability
- Communication Link availability
Mechanism
- RAN NTRIP Caster: NTRIP protocol (Networked Transport of RTCM via Internet Protocol) to
distribute GNSS correction data streams (e.g., RTCM messages) in real-time from Reference
Stations to multiple clients over IP
- SPC Network: SPC (Sistema Pubblico di Connettivita) is the national network ensuring secure
connectivity and interoperability among Public Administrations; in this context, GRDNet data
flows are routed through SPC via Sogei’s infrastructure Communication Link availability
- Mobile Communication Network: to ensure data connectivity to mobile devices
- ADSL: high-speed internet connection
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4.2.3 HyVice Real Testing Platform
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Main functions of the HyVICE Real Testing Platform are listed in the following.

Figure 8 - HyVICE Real Testing Platform

e RealTime Ground Truth (GT)

Input

The inputs to the Real Time GT function are:

- GNSS raw observable messages from the on-board GNSS receiver

- IMU sensor data (accelerations and angular rates)

- Resettrigger from the optoelectronics devices

- Reference Time

- Application data
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Outputs

- 3D Position, Velocity and Time data streams

Control
Main control conditions are related to the availability of:

- GNSS SIS from the GNSS receiver

Mechanism
Real Time GT function is implemented through the following systems/functions:

- Optoelectronics devices

- GNSS Receiver

- IMU sensor

- Reference time Generator

¢ Real Time Motion profile

Input
The inputs to the Real Time motion profile function are:

- 3D PVT from Real time GT function
- Digital track Map data
- Delay Time from the Temporal Alighment Monitor

Output

- Train motion profile

Control
Main control conditions are related to the availability of:

- Delay Time from the Temporal Alighment Monitor

. . . . . 42
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Mechanism

VICE4RAIL

EGNSS - ERTMS

Real Time motion profile function is implemented through the following functions:

- Digital track map
- Realtime GT
- Temporal alignment monitor

GNSS Signal Generator

Input
The inputs to the GNSS Signal generator function are:

- Train Motion profile from Real time Motion profile function
- Localand Global Effects scenarios
- Reference Time from the Reference time Generator

Output

- GNSSRF Signal

Control
Main control conditions are related to the availability of:

- Localand global effects parameters

Mechanism
GNSS Signal generator function is implemented through the following functions:

- Reference time generator
- GNSS Signal Generator
- Realtime motion profile

. . . . . 43
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¢ Temporal Alighment Monitor

Input
The inputs to the Temporal Alighment Monitor function are:

- 3D PVT from Real time GT function
- Referencetime
- GNSS RF Signal

Output

- Delay time information

Control
Main control conditions are related to the availability of:

- GT Reference time
Mechanism

Temporal Alignment Monitor function is implemented through the following functions:

- Reference Time Generator
- GNSS Signal generator
-  Realtime GT

o Digital Track Map

Input
The inputs to the Digital track Map function are:

- Dynamic GT data
- Digital track DB data

Output

- Digital track map data

Control
Main control conditions are related to the availability of:

- Dynamic GT data
- Digitaltrack DB data

. . . . . 44
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Mechanism

Digital track Map function is implemented through the following system:

- Digital map Database

Communication Network

Input

The inputs to the Communication Network function are:

- Application data

Output

- Application data over air

Control

Main control conditions are related to the availability of:

- Communication network

Mechanism

VICE4RAIL

EGNSS - ERTMS

Communication Network function is implemented through the following systems:

- Communication network devices
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4.2.4 HyVice Laboratory Testing Platform

For the sake of clarity, the logical models of HyVice Laboratory Testing are represented separately for
each testing mode, as described in section 3.2:

MODE 1: GNSS simulation

Availability of Availability of . .
Information Track Configuration
from field tests Database Data j
Track Database GNSS SIS
—_—

Trajectory
. EGNOS Augmentation data
Laboratory Testing Platform [ *

]

GNSS DUT
Simulation tool

(Skydel)

Track Environment
——————

Dynamic Ground Truth

AS

Figure 9 - Laboratory Testing Platform functional decomposition (MODE 1)

Input

- Track database of the line: information of the track where the train has run with the GNSS DUT,
a series of reference points that permit determining the location of the line.

- Trajectory: information of the dynamic trajectory to be injected into the GNSS simulator

- Track environment: information about the track environment, to simulate the appropriate
effects on the GNSS simulator (multipath, etc.)

Output

- GNSSSIS (i.e code, carrier phases, SNR, Doppler, etc.). These data are generated in real time
by Skydel and sent via the RF signal through a standard cable to the receiver.

- EGNOS augmentation data, sent via the RF signal through a standard cable to the receiver

- Dynamic Ground truth (only for performance evaluation): Skydel generates a CSV file
containing the ground truth dynamic position, which can be used for performance evaluation.
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Control

- Configuration data of the specific test to be replicated: epoch, other conditions, etc.
- Availability of information from field tests
- Configuration Data

Mechanism
- GNSS Simulation tool (Skydel)

- DUT

MODE 2: GNSS simulation + ETCS Simulation with traditional odometry

Availability of Availability of . .
ETCS Track Configuration
Information Database Data
Track Database GNSS SIS
—
Trajectory EGNOS Augmentation data
—_—» - >
Track Environment Laboratory Testing Platform Dynamic Ground Truth
_———»
ETCSTrackside ETCS Odometryinformation
——
A5
ETCS ETCS GNSS DUT
Simulation OBU Simulation
Test Simulator tool
Benches (Skydel)

Figure 10 - Laboratory Testing Platform functional decomposition (MODE 2)
Input

- Track database of the line: information of the track where the train has run with the GNSS DUT,
a series of reference points that permit determining the location of the line.

- Trajectory: information of the dynamic trajectory to be injected into the GNSS simulator

- Track environment: information about the track environment, to simulate the appropriate
effects on the GNSS simulator (multipath, etc.)

- ETCS Trackside information of the ETCS trackside engineering
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Output

GNSS SiS (i.e code, carrier phases, SNR, Doppler, etc.). These data are generated in real time
by Skydel and sent via the RF signal through a standard cable to the receiver.

EGNOS augmentation data, sent via the RF signal through a standard cable to the receiver
Dynamic Ground truth (only for performance evaluation): Skydel generates a CSV file
containing the ground truth dynamic position, which can be used for performance evaluation.
ETCS odometry information: Traditional odometry information generated by the ETCS OBU
simulator

Control

Configuration data of the specific test to be replicated: epoch, other conditions, etc.
Availability of ETCS Information
Configuration Data

Mechanism

GNSS Simulation tool (Skydel)
DUT

ETCS Simulation Test Benches
ETCS OBU SIimulator

MODE 3: GNSS simulation + ETCS Simulation with modern odometry

Availability of Availability of i .
ETCS Track Configuration
Information Database Data
Track Database [
—_—— GNSS SIS

Trajectory
EGNOS Augmentation data
Track Environment

————»| Laboratory Testing Platform Dynamic Ground Truth

ETCS Trackside
—_— . :
PVT+Confidence Interval ETCS informetion
—_— A5
ETCS Modified GNSS DUT
Simulation ETCS Simulation
Test OBU tool
Benches Simulator (Skydel)

Figure 11 - Laboratory Testing Platform functional decomposition (MODE 3)
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Input
- Track database of the line: information of the track where the train has run with the GNSS DUT,
a series of reference points that permit determining the location of the line.
- Trajectory: information of the dynamic trajectory to be injected into the GNSS simulator
- Track environment: information about the track environment, to simulate the appropriate
effects on the GNSS simulator (multipath, etc.)
- ETCS Trackside information of the ETC trackside engineering
- PVT+Confidence Interval: odometry information (1 dimensional PVT + confidence interval)
provided by the DUT in real time (closed loop)
Output
- GNSSSIS (i.e code, carrier phases, SNR, Doppler, etc.). These data are generated in real time
by Skydel and sent via the RF signal through a standard cable to the receiver.
- EGNOS augmentation data, sent via the RF signal through a standard cable to the receiver
- Dynamic Ground truth (only for performance evaluation): Skydel generates a CSV file
containing the ground truth dynamic position, which can be used for performance evaluation.
- ETCS information: information to assess the impact of the DUT calculations in the ETCS
normal functioning
Control
- Configuration data of the specific test to be replicated: epoch, other conditions, etc.
- Availability of ETCS Information
- Configuration Data
Mechanism
- GNSS Simulation tool (Skydel)
- DUT
- ETCS Simulation Test Benches
- ETCS OBU SImulator
. — - . 49
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4.2.5 DUT Emulator

Mobile Communication I Digital map Augmen tation messages
Availability SIS Availability Availability Availability

Augmentation messages
(DGNSS+Integrity) ——=

— 1D PVT Estimates
GNSS RAW ohservables ——— 3

—) . .
MU raw data —————————3» Confidence intervals

DUT Emulator
Digital track map datéa ———— |—————— Estimated VB Passage
Ground Truth e | Log Data for post-processing analysis
(ony for performance evaluation)
Ad
GNSS Mu GRDNet Mobile VIRGILIO
receiver ~ SENSor Communication ~ Simulator
System

Figure 12 - DUT Emulator functional decomposition

Input
The inputs to the DUT Emulator function are:

- Augmentation messages (DGNSS + Integrity Messages) through the SPC Network
- GNSSraw observable messages from the on-board GNSS receiver

- IMU raw data (accelerations and angular rates) from the on-board IMU sensor

- Digital track map data

- Ground Truth (only for performance evaluation)

- 1D Position, Velocity and Time of the on-board GNSS receiver
- Confidence intervals

- Virtual Balise Trigger

- Datalogs to be used for post-processing analysis
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Control
Main control conditions are related to the availability of:

- Augmentation Messages received through the Communication Gateway
- Communication Gateway

- GNSS SIS from the GNSS on-board receiver

- Railway Digital map

Mechanism
DUT Emulator function is implemented through the following systems:

- GRDNet

- Mobile Communication System from GRDNet towards DUT Emulator unit

- VIRGILIO simulator: it includes multi-sensor rail PVT algorithms exploiting the track constraint
and the digital track map data. It will be used to compute the position, velocity, time and
confidence interval of the on-board receiver and to perform Integrity Monitoring.

- GNSS Receiver

It should be noted that the augmentation data, provided by the Augmentation Control Center
(GRDNet, located at Sogei), will be used by the DUT Emulator within the field-testing scenario
conducted at the Bologna San Donato circuit, and will not be utilised for the CEDEX laboratory testing
activities.
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5 System Requirements

5.1 Requirement Terminology

The following nomenclature applies throughout this document.

The word “shall” is used in this document to express requirements. All the requirements are expressed
with the word “shall”.

The word “should” is used in this document to express recommendations. All the recommendations
are expressed with the word “should”.

The words “may” and “need not” are used in this document to express positive and negative
permissions respectively. All the positive permissions are expressed with the word “may”. All the
negative permissions are expressed with the words “need not”.

The word “can” is used in this document to express capabilities or possibilities, and therefore, if not
accompanied by one of the previous words, it implies descriptive text.

In the following sections, an empty field in the “Involved User Requirements” or “Linked System
Requirements” columns mean NA (Not Available). This does not imply the absence of a rationale: when
a System Requirement does not originate from a direct User Requirement, its justification is instead
based onthe technical standards adopted in the project. The origin of each System Requirement comes
from either a User Requirement or a related standard. See SR-A&C-R&L-0010 for the mandatory
reference to applicable standards and for traceability rules.

5.2 System Requirements Coding

The following System Requirement Identifier code shall be used:
SR-XXX-CCC-YYY

where:

e SRis afixed string, meaning System Requirements

e XXXisthe Requirements Class reported in the ECSS Standards (R1 and R2) and coded in Table
4

e CCCisthe Function Code defined in Table 5
e YYYYis aprogressive number for the requirements within each Principal Function Code. It
starts at 001 and two consecutive requirements are initially increased with a step of 1

el This project is funded by European Union’s Horizon Europe =0s2A n52
programme under grant agreement No 101180124 e



D3.3 System Requirements

Requirement Class Code
Functional Requirements FUN
Performance Requirements PER
Interface Requirements INT
Operational Requirements OPE
Physical Requirements PHY
Verification Requirements VER
Configuration Requirements CON
Security Requirements SEC
Design Requirements DES
Safety Requirements SAF
HyVICE Assessment & Certification A&C

Table 4 - System Requirement Classes

VICE4RAIL

EGNSS - ERTMS

Function Code Code

Augmentation AUG
Communication COM

Device Under Testing DUT

Rail Infrastructure Manager RIM
Laboratory LAB

3D Modelling 3DM

HyVICE Real & Laboratory Time Testing Platform R&L

Table 5 - System Requirements Functions

In the current project, the HyVICE Assessment & Certification (A&C) class has been introduced as part
of the ECSS tailoring process to address requirements that extend beyond standard categories and to
serve as a guideline for future certification processes, focusing on validation, traceability, and
compliance with European railway safety and interoperability standards. To support these objectives,
the new function HyVICE Real & Laboratory Testing Platform (R&L) has been defined, providing the
operational context and technical capabilities required to generate certification evidence, manage
calibration and uncertainty, and ensure alignment with CENELEC norms ([2], [3], [4], [17], [18]).
Together, A&C and R&L complement the functional and performance requirements, reinforcing
HyVICE’s role as a virtualized certification framework for GNSS-based train positioning solutions.

To define the standard System Requirements tables an automatic tool is used, converting the list of

system requirements collected through a pre-formatted Excel file.

programme under grant agreement No 101180124
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Validation Methods are summarized as follows:

- Test (T) — Execution of the element under certain conditions, to check the outputs
corresponding to specific inputs

- Inspection (l) - Exhaustive evaluation of the code by manual reading

- Analysis (A) - Deduction method applied to documentation, code, test results, etc.; itis
partially or totally automated

- Review (R) — Review of project documentation

- Demonstration (D) - Demonstration

5.3 Functional Requirements

The functional requirements define the essential capabilities and operations that the HyVICE platform
and its components must perform to achieve the intended objectives of the VICE4RAIL project. These
requirements describe the core functionalities of augmentation services, communication subsystems,
testing platforms, and the DUT emulator, ensuring that the system supports GNSS-based positioning,
integrity monitoring, and interoperability within the CCS-OB architecture. They form the foundation for
subsequent design and implementation activities.

A complete backward traceability matrix mapping the System Requirements to the User Requirements
has been produced as an internal project document. The verification confirms that all User
Requirements defined in [1] are fully addressed, ensuring complete traceability and coverage.

5.3.1 GNSS Augmentation Requirements

The augmentation subsystem is responsible for providing high-accuracy and high-integrity positioning
services through DGNSS and RTK techniques. Functional requirements for this component include the
generation of augmentation messages, integrity monitoring based on multi-tier algorithms, and support
for fault simulation under degraded conditions. These capabilities are essential to meet SIL4 integrity
targets and to enable robust positioning in railway environments.

Requirement ID Title

SR-FUN-AUG-0001 Augmentation System Services

Justifications

Description

The Augmentation System shall provide DGNSS/RTK Services and EGNOS data rebroadcasting.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-04
Hv-ur-06 T
Hv-ur-12

Notes
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Requirement ID Title

SR-FUN-AUG-0002 RTCM Integrity Message Generation

Justifications

Integrity verification is critical to prevent spoofing and ensure safe corrections.

Description

The system shall send a set of integrity parameters through the RTCM SC134 message to guarantee
consistency checks before applying corrections.

Link to Other System Requirements Involved User Requirements Validation Method
SR-SEC-AUG-0001
SR-DES-AUG-0004 nv-ur2 T
SR-CON-AUG-0003
Notes
Requirement ID Title
SR-FUN-AUG-0003 Augmentation System Functionalities

Justifications

Fault simulation is essential to ensure the system meets safety and integrity requirements under rare but
critical GNSS failure scenarios, as required by VICE4RAIL testing.

Description

The Augmentation System shall be able to calculate augmentation messages and Integrity Monitoring for
the SIS and the reference stations.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-06 T
Hv-ur-12
Notes
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Requirement ID Title

SR-FUN-AUG-0004 GNSS Fault Simulation Capability

Justifications

A Multi-Tier Integrity Monitoring Approach, with a Generalised ARAIM model, is implemented.

Description

conditions.

The Augmentation System shall support the simulation of GNSS faults including satellite outages, signal
multipath, interferences, and ionospheric disturbances, to validate system robustness under degraded

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-VER-AUG-0001

Hv-ur-06
Hv-ur-12

T

Notes

5.3.2 Real Testing Platform Requirements

The Real Testing Platform shall enable on-track validation of GNSS-based positioning solutions under

realistic railway conditions. It shall provide high-accuracy ground truth measurements, time
synchronization, and support for real-time motion profiles. The platform shall ensure repeatability of
tests, traceability of results, and allow fault injection scenarios to assess system robustness.

Integration with optical sensors, IMUs, and GNSS receivers shall be guaranteed to meet safety and

interoperability requirements.

* ¥ This project is funded by European Union’s Horizon Europe
programme under grant agreement No 101180124
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Requirement ID Title

SR-FUN-R&L-0001 Generation of test scenario

Justifications

Tests should assess DUT performance for various rail settings and GNSS vulnerabilities following
VICE4RAIL constraints and defined test scenarios.

Description

Real Testing Platform shall be able to generate GNSS signals considering different railway environments,
global and local error sources.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-01
Hv-ur-02
Hv-ur-04 T
Hv-ur-06
Hv-ur-11
Hv-ur-12

Notes

Requirement ID Title

SR-FUN-R&L-0002 Track Database

Justifications

The track database is required to generate the specific trajectory

Description

Real Testing Platform shall be able to load the Track Database to properly generate the GNSS signals to
be injected to the DUT Emulator.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-02 T
Hv-ur-13
Notes
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Requirement ID Title

SR-FUN-R&L-0003 RF Signal

Justifications

Needed for DUT emulator tests.

Description

Real testing platform shall be able to provide the RF signals to be injected into the DUT Emulator.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-03
Notes
Requirement ID Title
SR-FUN-R&L-0004 Test register

Justifications

To be used for evaluation.

Description

Real testing Platform shall be able to log 1D and 3D position, speed and acceleration data to allow post-
processing analysis

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-03
Notes
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Requirement ID Title

SR-FUN-R&L-0005 Ground Truth data

Justifications

To be used for evaluation.

Description

Real Testing Platform shall be able to generate the information of the Dynamic Ground Truth for
performance evaluation purposes (1D and 3D position, speed and acceleration)

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
Hv-ur-03 T
Hv-ur-09
Notes

5.3.3 Laboratory Testing Platform Requirements

The laboratory testing platform provides a controlled environment for simulating GNSS signals and
augmentation data under various operational scenarios. Functional requirements include the
generation of GNSS signals with local and global error models, configuration of environmental effects,
scenario replay, and dynamic ground truth generation for performance evaluation. These capabilities
enable repeatable and traceable validation processes aligned with certification needs.

Requirement ID Title

SR-FUN-LAB-0001 GNSS error model

Justifications

Description

The GNSS error model to be used in performance simulation shall be representative of real GNSS-based
positioning error observed in rail environments.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-01
Hv-ur-02
Hv-ur-04
Hv-ur-07

Notes
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Requirement ID Title

SR-FUN-LAB-0002 Generation of GNSS signals

Justifications

The tests must evaluate ASTP performance across different rail environments (urban areas, tunnels, deep
valleys, forests) and under GNSS-specific vulnerabilities (interferences, multipath), according to
VICE4RAIL constraints inherent to DUT, laboratory and test scenarios to be defined.

Description

Laboratory Testing Platform shall be able to generate the GNSS signals considering different railway
environments, local/global error sources, interferences, and multipath effects.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-02
Hv-ur-04 T
Hv-ur-06
Hv-ur-12

Notes

Requirement ID Title

SR-FUN-LAB-0003 EGNOS Augmentation Data

Justifications

Description

Laboratory Testing Platform shall be able to generate the Augmentation data (EGNOS) to be injected to
DUT.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-02
Notes
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Requirement ID Title

SR-FUN-LAB-0004 Dynamic Ground Truth

Justifications

To support evaluation.

Description

Laboratory Testing Platform shall be able to generate the information of the Dynamic Ground Truth for

performance evaluation purposes (1D and 3D position, speed and acceleration).

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-01
Hv-ur-03 T
Hv-ur-07

Notes

Requirement ID Title

SR-FUN-LAB-0005 Track Database

Justifications

The track database is necessary to simulate the specific trajectory.

Description

Laboratory Testing Platform shall be able to load the Track Database to properly generate the GNSS

signals.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-01

T
Hv-ur-07
Notes
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Requirement ID Title

SR-FUN-LAB-0006 Trajectory

Justifications

The specific trajectory to be simulated is loaded in the GNSS simulator.

Description

Laboratory Testing Platform shall be able to load the trajectory to be simulated.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-07 T
Notes
Requirement ID Title
SR-FUN-LAB-0007 Configuration of the Local Effects according to the Track Environment

Justifications

The different railway environments during a trajectory must be simulated.

Description

Laboratory Testing Platform shall be able to configure the Local Effects according to the Track

Environment.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-04 T
Notes
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Requirement ID Title

SR-FUN-LAB-0008 Scenario simulations

Justifications

Partially for the tests to be performed during the project, with the limitations inherent to the DUT, the
GNSS simulator and the defined scenarios.

Description

Laboratory testing platform shall be able to simulate scenarios in different geographic areas, train speeds
and operational conditions.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-07 T
Notes
Requirement ID Title
SR-FUN-LAB-0009 Test registers

Justifications

To be used for evaluation.

Description

Laboratory testing platform shall provide the test registers on 1D and 3D position, speed and acceleration.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-03
Notes
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Requirement ID Title

SR-FUN-LAB-0010 Scenario replay

Justifications

The replay of scenarios is limited to NMEA files, and simple intentional interferences. Partially for the tests
to be performed during the project, with the limitations inherent to the DUT, the GNSS simulator and the
defined scenarios.

Description

The laboratory testing platform shall be able to replay scenarios including interferences.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-11 T
Notes
Requirement ID Title
SR-FUN-LAB-0011 ETCS OBU simulator functionality

Justifications

For testing the ETCS traditional odometry vs. new odometry

Description

The ETCS OBU simulator shall provide the information on the 1D PVT and the relevant confidence
intervals using the ETCS traditional odometry

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 T
Hv-ur-08
Notes
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Requirement ID Title

SR-FUN-LAB-0012 ETCS OBU modified simulator functionality

Justifications

For testing the impact of the DUT calculations in ETCS

Description

The ETCS OBU modified simulator shall be able to receive in real time (soft) the information on the 1D
PVT solution and relevant confidence intervals from the DUT.

Link to Other System Requirements Involved User Requirements Validation Method
SR-FUN-DUT-0001 Hv-ur-08 T
Notes
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5.3.4 3D Error Modelling Tool Requirements

The 3D modelling tool supports the simulation of local propagation effects by creating high-fidelity
representations of railway environments. Functional requirements include the construction of a
detailed 3D model of the San Donato test track.

Requirement ID Title

SR-FUN-3DM-0001 3D model building

Justifications

The ray-tracing algorithm applied will rely on the 3D model for local error modelling.

Description

The 3D model shall represent the San Donato track with all surrounding obstacles for signal reception
(building, tree, poles...).

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-02 |
Hv-ur-04
Notes
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5.3.5 DUT Emulator Requirements

The DUT emulator replicates the core functionalities of an Advanced Safe Train Positioning (ASTP)
system, enabling the computation of position, velocity, and time (PVT) solutions with associated
confidence intervals. Functional requirements for the DUT include the integration of augmentation
data, logging for post-processing, support for standard RTCM formats, and provision of navigation
solutions under both nominal and degraded conditions. These features ensure realistic testing and
validation of GNSS-based localization solutions.

Requirement ID Title

SR-FUN-DUT-0001 3D and 1D PVT and confidence intervals computation

Justifications

The computation of both 3D and 1D PVT solutions, together with confidence intervals, is critical for
validating positioning accuracy and reliability. Confidence intervals quantify uncertainty, enabling integrity
monitoring and compliance with safety and performance requirements for railway localization systems.

Description

DUT Emulator shall compute the 3D and 1D PVT solution and relevant confidence intervals.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-03
Notes
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Requirement ID Title

SR-FUN-DUT-0002 Augmentation data (DGNSS) and integrity information

Justifications

The DUT must be capable of integrating augmentation data to ensure accurate and safe positioning,
especially in safety-critical rail applications.

Description

DUT Emulator shall be able to apply DGNSS augmentation messages and integrity information from
Augmentation Network to compute PVT solution.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-06
Notes
Requirement ID Title
SR-FUN-DUT-0003 Logging for post-processing analysis

Justifications

Logging position, velocity, time, confidence intervals, and related data is essential to enable detailed post-
processing analysis of DUT performance.

Description

DUT Emulator shall be able to produce and log position, velocity, time, confidence intervals and other data
to allow post-processing analysis.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-01
Hv-ur-03 I
Hv-ur-09

Notes
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Requirement ID Title

SR-FUN-DUT-0004 Standard format for Augmentation data

Justifications

Supporting RTCM SC-104 and SC-134 formats ensures interoperability with standard GNSS
augmentation services and compliance with industry protocols.

Description

DUT Emulator shall be able to acquire and process Augmentation messages in RTCM SC-104 and SC-
134 format.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 T
Notes
Requirement ID Title
SR-FUN-DUT-0005 Navigation solution

Justifications

Providing a GNSS-based navigation solution with or without augmentation data ensures flexibility and
robustness in different operational scenarios. This capability allows the DUT Emulator to validate
performance under both standalone GNSS and augmented conditions.

Description

DUT Emulator shall be able to provide GNSS-based navigation solution with/without Augmentation Data.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-01
Hv-ur-06 T
Hv-ur-07

Notes
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Requirement ID Title

SR-FUN-DUT-0006 Track Database

Justifications

Loading and using the Track Database is essential to accurately compute the 1D position along the
railway alignment.

Description

DUT Emulator shall be able to load and use the Track Database data to properly compute 1D position.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-05
Notes
Requirement ID Title
SR-FUN-DUT-0007 Virtual Balise information

Justifications

To evaluate the correct implementation of virtual balise behavior within the DUT Emulator.

Description

DUT Emulator shall be able to load and use pre-configured Virtual Balise locations encoded in the digital
map to compute VB Passage Time.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01 T
Hv-ur-08
Notes
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5.3.6 Performance Requirements

Performance requirements defined in this section do not specify quantitative thresholds (e.g.,
accuracy, latency) as typically expected for operational systems. This is intentional: the HyVICE
platform is not designed to achieve predefined performance levels, but to provide a controlled and
traceable environment for assessing the performance of GNSS-based train positioning solutions under
nominal and degraded conditions.

Accordingly, these requirements focus on the capability to evaluate DUT performance, record relevant

data, and support repeatable and auditable testing processes, rather than on meeting specific
numerical targets.

Requirement ID Title
SR-PER-R&L-0001 DUT assessment

Justifications

Tests should assess DUT performance in various rail settings and GNSS vulnerabilities.

Description

The real testing platform shall allow the DUT performance evaluation under various railway operating
conditions, taking into account the VICE4RAIL constraints and the defined test scenarios.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-01
Hv-ur-02
Hv-ur-04
Hv-ur-06 T
Hv-ur-07
Hv-ur-12
Hv-ur-13

Notes
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Requirement ID Title

SR-PER-R&L-0002 Logging

Justifications

To be used for performance evaluation.

Description

Real testing platform shall be able to log all necessary information to evaluate DUT Emulator performance

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-03 T

Notes

5.4 Safety Requirements

Safety requirements do not concern for the development of the HyVICE testing platform.

5.5 Interface Requirements

Interface requirements define the physical and logical connections between HyVICE subsystems and
external components, including communication protocols, data formats, and interoperability
constraints. These requirements ensure seamless integration of augmentation services, DUT emulator,
and testing platforms, supporting modularity and compatibility with future ASTP implementations.

Requirement ID Title

SR-INT-3DM-0001 3D model format for import in the GNSS simulator

Justifications

Description

The 3D model shall be formatted for being imported in the Spirent simulation tool.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 T
Notes
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Requirement ID Title
SR-INT-3DM-0002 Georeferenced of the 3D model
Justifications
Description
The 3D model shall be associated to ground truth positions.
Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 T
Notes
Requirement ID Title
SR-INT-AUG-0001 Augmentation System to Mobile Communication System

Justifications

The Augmentation System publishes services through RTCM SC 104 NTRIP access. The Mobile
Gateway routes augmentation messages to the DUT.

Description

The Augmentation System shall provide augmentation messages through RTCM SC-104 and RTCM SC-
134 data formats.

Link to Other System Requirements Involved User Requirements Validation Method

SR-INT-COM-0001
SR-DES-AUG-0004

SR-CON-AUG-0003 T
SR-A&C-R&L-0010
Notes
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Requirement ID Title

SR-INT-AUG-0002 Augmentation System mountpoint definition

Justifications

Description

The Augmentation System shall make available the following mountpoints: 1) EGNOS Relay; 2) Galileo
HAS Relay; 3) Single Reference Stations. The Reference Stations mountpoints shall send both RTCM
SC104 and relevant RTCM SC134 messages.

Link to Other System Requirements Involved User Requirements Validation Method

SR-CON-AUG-0002
SR-DES-AUG-0002 :mﬁ’g T
SR-OPE-AUG-0001

Notes

Requirement ID Title

SR-INT-COM-0001 Maximum Delay between Augmentation System and Reference

Stations

Justifications

Delay impacts augmentation message timeliness and system integrity. Ensuring low latency is essential
for maintaining the required Time To Alert (TTA) and service continuity.

Description

The communication between the Reference Station and the Augmentation System Control Centre shall
guarantee a maximum delay of 500 ms.

Link to Other System Requirements Involved User Requirements Validation Method
SR-DES-AUG-0001 Hv-ur-06 T
Hv-ur-12
Notes
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Requirement ID Title

SR-INT-COM-0002 Augmentation System Front-End to Back-End connection

Justifications

The Augmentation System Front-End runs in a demilitarized zone and is connected to the Backend
through a firewall and relevant security settings.

Description

The Augmentation System Front-End servers shall be connected to the Control Centre Back-End through
a secure Ethernet connection.

Link to Other System Requirements Involved User Requirements Validation Method
SR-SEC-AUG-0001
SR-CON-AUG-0003 T
SR-A&C-R&L-0010
Notes
Requirement ID Title
SR-INT-COM-0003 Augmentation System Connection to External Augmentation Networks

Justifications

The Augmentation System Front-End is equipped with an NTRIP Client able to connect to external NTRIP
Casters in order to gather relevant raw data to be forwarded to internal NTRIP Caster and to the
Augmentation Network Computing servers.

Description

The Augmentation System Front-End servers shall be able to connect to External Augmentation Network
for gathering GNSS raw data to be passed to the Control Centre Backend or to the NTRIP Caster for
relay.

Link to Other System Requirements Involved User Requirements Validation Method
SR-DES-AUG-0002 Hv-ur-05 T
SR-CON-AUG-0004 Hv-ur-10

Notes
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Requirement ID Title
SR-INT-DUT-0001 Communication between DUT Emulator and Rail On-Board GNSS
Receiver

Justifications

Direct data acquisition from the onboard receiver is necessary for real-time augmentation application and
integrity monitoring.

Description

Raw measurements shall be gathered by the DUT Emulator from the On-board Rail GNSS Receiver
through USB connection.

Link to Other System Requirements Involved User Requirements Validation Method

SR-A&C-R&L-0010 I

Notes
Requirement ID Title
SR-INT-DUT-0002 DUT Communication interfaces

Justifications

Standard interfaces ensure interoperability and facilitate integration with augmentation systems and
testing platforms.

Description

DUT Emulator shall be able to communicate to external devices (e.g. laptop, servers, switch) using
standard interfaces (e.g. USB, Ethernet).

Link to Other System Requirements Involved User Requirements Validation Method

SR-A&C-R&L-0010 I

Notes
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Requirement ID Title

SR-INT-LAB-0001 GNSS Simulator interfaces

Justifications

The GNSS Simulator generates RF signals containing the GNSS SIS and the EGNOS Augmentation Data
to be injected to the DUT.

Description

The GNSS simulator output shall be connected to DUT.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-08 T
Notes
Requirement ID Title
SR-INT-LAB-0002 ETCS OBU modified Simulator interfaces

Justifications

The DUT generates the PVT information to be injected in the ETCS OBU simulator

Description

The ETCS OBU modified simulator input shall be connected to DUT

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-08 T
Notes
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Requirement ID Title

SR-INT-R&L-0001 Communication interfaces

Justifications

Standard interfaces ensure interoperability and facilitate integration with augmentation systems and DUT

Emulator.

Description

Real testing platform shall be able to communicate to external systems using standard interfaces.

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-A&C-R&L-0010 Hv-ur-05 I
Notes
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5.6 Operational Requirements

Operational requirements describe the conditions and modes under which the HyVICE platform must
operate, including service continuity, degraded mode handling, and dynamic adaptation to varying
scenarios. They ensure that the system maintains functionality and performance across diverse railway
environments and operational contexts.

Requirement ID Title

SR-OPE-AUG-0001 Degraded Service Hot-Backup Mode

Justifications

Description

The Augmentation System shall be able to automatically switch from a Primary Service to a Secondary
Service (i.e. from DGNSS to EGNOS, from RTK to DGNSS) in case of detected Primary Service fault,
sending the RTCM message 1029 to the DUT to inform about the switching. The Rover DUT shall be in
charge of managing the Service transition between the two operating modes in order to maintain the
required performance level.

Link to Other System Requirements Involved User Requirements Validation Method
SR-FUN-AUG-0004 Hv-ur-06 T
SR-INT-AUG-0001 Hv-ur-12

Notes
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Requirement ID Title

SR-OPE-AUG-0002 Dynamic Service Switching

Justifications

Dynamic adaptation improves robustness and ensures continuity of service in degraded conditions.

Description

The Augmentation System shall dynamically switch service levels based on GNSS signal quality and user
context.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-06
Hv-ur-12 D
Notes
Requirement ID Title
SR-OPE-AUG-0003 GNSS Augmentation data recording

Justifications

Recording and rebroadcasting of GNSS Augmentation data is required to provide DGNSS/RTK services
for future simulation environments.

Description

The Augmentation System shall be capable to record and rebroadcast GNSS Augmentation data to be
used by DUT.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-10 D

Notes

The actual GNSS simulator does not provide the possibility to load and inject recorded augmentation data
directly into the DUT.
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Requirement ID Title

SR-OPE-DUT-0001 DUT Hot-Backup Mode

Justifications

As an example, in the boundary between two Reference Stations coverage, the rover shall maintain the
connection and PVT calculation through two different mountpoints (e.g. nearest Reference Stations) and
switch between the two without service degradation.

Description

In the DUT Hot-Backup Mode, automatic reconnection to DGNSS and Integrity mountpoints is needed in
case of loss of augmentation data stream

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
Hv-ur-05 I
Hv-ur-12
Notes
Requirement ID Title
SR-OPE-DUT-0002 Processing of GNSS raw observable messages

Justifications

Raw GNSS data is essential for applying augmentation corrections and performing integrity monitoring.

Description

DUT Emulator shall support the processing of GNSS raw observable messages provided by the On-Board
GNSS receiver.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 I
Notes
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Requirement ID Title

SR-OPE-LAB-0001 Generation of GNSS Signals

Justifications

Description

GNSS Simulator shall be capable of generating the GNSS signals corresponding to a specific trajectory

and epoch.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-02 T
Hv-ur-09
Notes
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5.7 Physical Requirements

Physical requirements specify the hardware characteristics and environmental constraints applicable
to HyVICE components, such as reference stations, DUT emulator, and laboratory equipment. They
include specifications for multi-frequency GNSS receivers, antennas, and supporting infrastructure to
guarantee robustness and compliance with railway standards.

Requirement ID Title

SR-PHY-AUG-0001 Reference Station Specifications

Justifications

Multi-frequency and multi-constellation tracking is required to support high-integrity positioning in railway
applications.

Description

The Reference Stations shall be able to track at least GPS L1, L2, L2C and Galileo E1, E5a, E5b and E6
and to take as input an oscillator signal from an external Atomic Clock.

Link to Other System Requirements Involved User Requirements Validation Method
SR-DES-AUG-0001 Hv-ur-06 T
Hv-ur-12
Notes
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Requirement ID Title

SR-PHY-DUT-0001 DUT GNSS Receiver

Justifications

Current COTS receivers can perform multi-constellation and multi-frequency signal processing.

Description

DUT Emulator shall include a Multi-Frequency and Multi-Constellation COTS based GNSS receiver.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-04 T
Hv-ur-06

Notes

Requirement ID Title

SR-PHY-DUT-0002 DUT Emulator Components

Justifications

Proper hardware setup is necessary to ensure reliable reception of augmentation signals and accurate

data acquisition.

Description

DUT Emulator shall include the GNSS MF Antenna and the RF cables.

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-A&C-R&L-0010 T
Notes
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Requirement ID Title

SR-PHY-DUT-0003 DUT Emulator data recording

Justifications

Long-duration data logging is essential for post-processing, validation of augmentation performance, and

fault analysis.

Description

DUT Emulator shall be able to record PVT data and raw measurements in a mass memory large enough
to contain at least 4 hours of continuous acquisitions.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-03 T
Hv-ur-09

Notes

Requirement ID Title

SR-PHY-LAB-0001 GNSS Simulator connection

Justifications

Description

GNSS simulator shall have a RF connector output.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-08 T
Notes
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5.8 Verification Requirements

Verification requirements outline the processes and methods to confirm that the system meets its
defined specifications. They include multi-tier validation strategies combining simulation, laboratory
testing, and field trials, ensuring traceability and compliance with [3] and [4].

Requirement ID Title

SR-VER-AUG-0001 Multi-tier Verification

Justifications

Multi-tier verification ensures reliability and compliance across different operational scenarios.

Description

The Augmentation System shall be validated through multi-tier methods including simulation, field testing,
and documentation review.

Link to Other System Requirements Involved User Requirements Validation Method
SR-FUN-AUG-0004
SR-OPE-AUG-0001 Hv-ur-03 T
Notes
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Requirement ID Title

SR-VER-DUT-0001 DUT Performance Verification in Degraded Environments

Justifications

Verification in degraded environments is required to ensure reliability in real-world rail scenarios, as
highlighted in [1].

Description

DUT shall be validated in simulated degraded environments (e.g. urban canyons, tunnels, foliage) to
ensure robustness of positioning and integrity monitoring.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-01
Hv-ur-03
Hv-ur-04 T
Hv-ur-06
Hv-ur-12

Notes

5.9 Configuration Requirements

Configuration requirements govern the setup and management of system parameters, including
mountpoint definitions, security credentials, and fallback logic for augmentation services. These
requirements ensure flexibility, maintainability, and secure operation of the HyVICE platform across
different testing scenarios.

Requirement ID Title

SR-CON-AUG-0001 Automatic Configuration

Justifications

Automatic configuration improves usability and reduces setup time.

Description

The Augmentation System shall support automatic configuration based on available network and service
parameters.

Link to Other System Requirements Involved User Requirements Validation Method
SR-CON-AUG-0002 Hv-ur-01 D
Hv-ur-10
Notes
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Requirement ID Title

SR-CON-AUG-0002 Mountpoint Configuration

Justifications

Supports seamless service continuity and switching.

Description

The system shall allow configuration of multiple mountpoints with priority rules and fallback logic.

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-INT-AUG-0002 Hv-ur-05 T
Hv-ur-10
Notes
Requirement ID Title
SR-CON-AUG-0003 RTCM Security Parameters

Justifications

Security configuration is essential to ensure message authenticity.

Description

The system shall allow configuration of authentication parameters for RTCM message validation.

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-SEC-AUG-0001 Hv-ur-03 T
Notes
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Requirement ID Title

SR-CON-AUG-0004 Multi-Network Augmentation Configuration

Justifications

Multi-network support ensures service continuity and flexibility in hybrid GNSS augmentation
environments.

Description

The Augmentation System shall support configuration for simultaneous access to multiple augmentation
networks (e.g., EGNOS, RTK, Galileo HAS) with prioritization and fallback logic.

Link to Other System Requirements Involved User Requirements Validation Method
SR-DES-AUG-0002 Hv-ur-05 A
SR-INT-COM-0003 Hv-ur-10

Notes
Requirement ID Title
SR-CON-DUT-0001 GNSS DUT receiver and Reference Receiver

Justifications

Shared antenna configuration ensures consistency in signal reception and facilitates comparative analysis
of augmentation performance.

Description

The reference receiver shall be connected to the same antenna the OBU receiver is working with, in the
case the reference receiver is different from the OBU receiver.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 T
Notes
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Requirement ID Title

SR-CON-LAB-0001 GNSS local error simulation

Justifications

Description

The GNSS signal simulator shall be configured in order to simulate both global and local errors, and with
synchronies date and time of setup if comparison must be done with experimentations.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-02 T
Hv-ur-04
Notes

The GNSS simulation at the lab will rely on the standard functionality of the Skydel simulator. The current
configuration provides the following GNSS local error features: multipath and basic jamming.

Requirement ID Title

SR-CON-R&L-0001 Configuration of the Local and global Effects

Justifications

Description

Real Testing Platform shall be able to configure the GNSS Signal simulator to include Local and Global
Effects during DUT Emulator test.

Link to Other System Requirements Involved User Requirements Validation Method

Hv-ur-02
Hv-ur-04
Hv-ur-11
Hv-ur-12

Notes
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5.10 Security Requirements

Security requirements ensure compliance with [5] and [19], supporting a co-engineering approach
between safety and cybersecurity for the HyVICE platform.

Requirement ID Title

SR-SEC-AUG-0001 Augmentation System Communication Security Standard compliance

Justifications

Security rules are defined into [19]. The final Operational Release shall be compliant with [19], following
the roadmap for the certification to be defined within the project.

Description

Augmentation System Services should be provided in compliance with security rules valid for the Rail
domain. The compliance to the Communication Standard shall be guaranteed in the final Operational
Release of the system.

Link to Other System Requirements Involved User Requirements Validation Method
SR-INT-COM-0002

SR-CON-AUG-0003 Hv-ur-03 R
Notes
Requirement ID Title
SR-SEC-AUG-0002 Access Control and Auditability

Justifications

Security and traceability are essential for compliance with [19] and cybersecurity standards.

Description

The Augmentation System shall implement secure access control and maintain audit logs for all service
interactions.

Link to Other System Requirements Involved User Requirements Validation Method
SR-SEC-AUG-0001 Hv-ur-03 |
Notes
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5.11 Design Requirements

Design requirements provide architectural and implementation constraints to guide the development
of HyVICE components. They include specifications for redundancy, communication delays, and
integration of augmentation services, ensuring that the system design aligns with performance, safety,
and interoperability objectives.

Requirement ID Title

SR-DES-AUG-0001 Reference Stations to Augmentation System Communication
Requirements

Justifications

The Reference Station to Augmentation System connection must minimise the delay and guarantee
transmission, reliability and secure communication.

Description

The connection shall be able to provide an Availability of 99.99%, an average delay less or equal than 500
ms, have a redundant line and apply ICT security rules.

Link to Other System Requirements Involved User Requirements Validation Method
SR-INT-COM-0001 Hv-ur-06 T
Hv-ur-12
Notes
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Requirement ID Title

SR-DES-AUG-0002 Augmentation System solutions

Justifications

Description

The Augmentation System shall implement DGNSS, RTK, EGNOS broadcasting, Galileo HAS
broadcasting solutions.

Link to Other System Requirements Involved User Requirements Validation Method
SR-INT-COM-0003 Hv-ur-05 T
SR-CON-AUG-0004 Hv-ur-10

Notes
Requirement ID Title
SR-DES-AUG-0003 National specific Coordinate Systems and Framework

Justifications

The Reference Framework for the performed survey through the Augmentation System is ETRF2000, with
relevant transformations derived by the EUREF Technical Note. Single national realisations (e.g. local
ETRF2000 densifications) are under the responsibility of NMCA, that provides relevant transformation
parameters.

Description

The Transformation of the results from Augmentation System ETRF2000 to National Coordinates systems
and realisations shall be carried out by the user through parameters and tools made available by relevant
National Agencies.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-04 A
Notes
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Requirement ID Title

SR-DES-AUG-0004 Augmentation Message Data Rate

Justifications

Rail needs 1 Hz repetition rate, according to latest European studies and User Groups analysis.

Description

The Augmentation System shall provide Augmentation messages at 1 Hz data rate.

Link to Other System Requirements Involved User Requirements Validation Method
SR-FUN-AUG-0002 Hy-Ur-06 T
SR-INT-AUG-0001

Notes
Requirement ID Title
SR-DES-AUG-0005 Galileo HAS Integration

Justifications

Galileo HAS provided high-precision corrections that complement RTK/DGNSS services, improving
accuracy and redundancy in rail applications.

Description

The Augmentation System shall be capable of relaying Galileo High Accuracy Service (HAS) messages to
DUT for enhanced positioning performance.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-06 T
Notes
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5.12 Assessment & Certification Requirements

The HyVICE Assessment & Certification requirements define the processes, evidence, and supporting
capabilities necessary to ensure that the HyVICE platform can provide a robust framework for validation
and certification activities. Unlike functional or performance requirements, this section focuses on
compliance with European railway safety and interoperability standards, including [2], [3], [4], [17] and
[20]. These requirements address traceability from system specifications to test cases, calibration and
measurement uncertainty management, cybersecurity and safety co-engineering, and documentation
practices aligned with future certification needs. By implementing these provisions, HyVICE ensures
that all testing activities produce reliable, auditable results suitable for acceptance by Notified and
Assessment Bodies.

To ensure full traceability and consistency, the System Requirement SR-A&C-R&L-0010 states that any
System Requirement not directly originating from a User Requirement shall identify the related
standards on which it is based. This ensures that all System Requirements have a clearly documented
root—either a User Requirement or a standard—supporting transparency, auditability, and future
certification activities.

Requirement ID Title

SR-A&C-R&L-0001 Systematic failure elimination / mitigation

Justifications

Defined in [1].

Description

The future ASTP certification process must include evidence that systematic failures have been eliminated
through appropriate design and development techniques. HyVICE platform shall be designed in order to
provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
Hv-ur-11 R
Notes

Project proof of concept
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Requirement ID Title

SR-A&C-R&L-0002 GNSS-specific errors elimination / mitigation

Justifications

Defined in [1].

Description

The future ASTP certification process must address GNSS-specific errors: interference, multipath effects,
etc. through proper detection and mitigation measures. HyVICE platform shall be designed in order to
provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
SR-FUN-AUG-0004 Hv-ur-01
SR-FUN-LAB-0001 Hv-ur-02 R
SR-FUN-3DM-0001 Hv-ur-04
SR-CON-LAB-0001 Hv-ur-06
Notes

The HyVICE Laboratory Testing Platform will ensure the simulation of, at least, some of the
aforementioned GNSS'’s specific errors.

Requirement ID Title

SR-A&C-R&L-0003 Evaluation of simulation models

Justifications

Defined in [1].

Description

HyVICE environment for future ASTP certification process must demonstrate equivalence to real-world
testing through appropriate evaluation of general simulation models

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
SR-VER-AUG-0001 Hv-ur-03 R
SR-VER-DUT-0001 Hv-ur-04
Hv-ur-06
Notes

Project proof of concept
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Requirement ID Title

SR-A&C-R&L-0004 Validation of physical rail environment

Justifications

Defined in [1].

Description

The future ASTP certification process must evaluate ASTP performance across all relevant physical rail
environments (urban areas, tunnels, deep valleys, forests) and infrastructure types (metallic bridges, slab
tracks, etc.). HyVICE platform shall be designed in order to provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
SR-FUN-3DM-0001 :V-ur-gg .
SR-FUN-3DM-0002 v-ur-
Hv-ur-06
Hv-ur-07

Notes

The HyVICE Laboratory Testing Platform will ensure the simulation of, at least, some of the
aforementioned physical rail environments and some of the infrastructure types.

Requirement ID Title

SR-A&C-R&L-0005 Assessment of degraded conditions

Justifications

Defined in [1].

Description

The future ASTP certification must validate ASTP behaviour under degraded conditions, including partial
or complete GNSS signal loss. HyVICE platform shall be designed in order to provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
SR-FUN-AUG-0004 :V-Ur-gg .
SR-VER-DUT-0001 v-ur-
Hv-ur-06
Hv-ur-12

Notes

The HyVICE Laboratory Testing Platform will ensure the simulation of, at least, some of the
aforementioned degraded conditions.
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Requirement ID Title

SR-A&C-R&L-0006 Traceability from requirements to test cases and results

Justifications

Defined in [1].

Description

The future ASTP certification process must include a structured Validation and Verification (V&V) process,
documenting all testing activities and ensuring traceability from requirements to test cases and results, in
compliance with [3] and [4]. HyVICE platform shall be designed in order to provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
SR-VER-AUG-0001 Hv-ur-01 R
SR-VER-DUT-0001 Hv-ur-03

Notes

Project proof of concept

Requirement ID Title

SR-A&C-R&L-0007 Cyber-security measures

Justifications

Defined in [1].

Description

The future ASTP certification process must include a co-engineering approach for cybersecurity and
safety, ensuring that cybersecurity measures (e.g., spoofing and jamming mitigation) do not negatively
impact the functional safety requirements of the ASTP, in compliance with [3] and [5]. HyVICE platform
shall be designed in order to provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
SR-SEC-AUG-0001 Hv-ur-01 R
SR-SEC-AUG-0002 Hv-ur-11

Notes

The HyVICE Laboratory Testing Platform will ensure the simulation of, at least, some of the
aforementioned GNSS-specific errors.
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Requirement ID Title

SR-A&C-R&L-0008 Management of software updates and patches

Justifications

Defined in [1].

Description

The future ASTP certification process must support modular certification and allow for software updates
and patches while ensuring continued compliance with safety and interoperability requirements, in
accordance with [3] and [4]. HyVICE platform shall be designed in order to provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-01
Hv-ur-10 R
Notes

Project proof of concept

Requirement ID Title

SR-A&C-R&L-0009 Validation of performances through robustness and stress testing

Justifications

Defined in [1].

Description

The future ASTP certification process must include robustness and stress testing to validate the ASTP's
performance under extreme operational conditions, including electromagnetic interference, temperature
extremes, and power supply variations, ensuring compliance with RAMS requirements defined in [2].
HyVICE platform shall be designed in order to provide those capabilities.

Link to Other System Requirements Involved User Requirements Validation Method
SR'FUN‘AUG‘OOO4 Hv_ur_01
SR-VER-AUG-0001 Hv-ur-03 R
SR-VER-DUT-0001 Hv-ur-12
Notes

The HyVICE Laboratory Testing Platform will ensure the simulation of, at least, some of the
aforementioned extreme operational conditions.
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Requirement ID Title
SR-A&C-R&L-0010 Reference to applicable standards for System Requirements without
direct User Requirement linkage

Justifications

System Requirements may not always originate from a direct User Requirement. In such cases, their
derivation is based on applicable technical standards adopted in the project, as established in 5.1.
This requirement ensures that all System Requirements, even when not linked to User Requirements,
have clearly documented origins and maintain full traceability to recognized reference standards.

Description

This requirement establishes the set of applicable reference standards to be used as the root justification
for all System Requirements that do not have a direct link to a User Requirement.

System Requirements with an empty “Involved User Requirements” field shall implicitly derive from the
applicable standards listed below and shall reference this requirement as their origin.

The applicable standards include, but are not limited to:

e CENELEC EN 50126

e CENELEC EN 50129

e CENELEC EN 50716

o the applicable UNISIG Subset

o the relevant ISO/IEC standards adopted within the project

¢ RTCM data format

e NTRIP communication protocol
This requirement ensures that every System Requirement has a clearly identified and auditable origin,
even in the absence of a linked User Requirement.

Link to Other System Requirements Involved User Requirements Validation Method

SR-A&C-R&L-0006
SR-A&C-R&L-0013
SR-A&C-R&L-0022
SR-A&C-R&L-0023

Notes

This requirement provides the set of applicable standards to be used as the justification source for all
System Requirements that do not originate from a direct User Requirement. Such System Requirements
shall leave the “Involved User Requirements” field empty (NA) and shall reference SR-A&C-R&L-0010 as
their origin.
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6 Guideline Requirements for the HyVICE platform and
the GNSS-based localization system

The following tables collect the System Requirements that originate from the applicable standards
referenced in this project, including CENELEC standards [2], [3], [4], UNISIG Subset [18] and ISO/IEC
standards [17]. Starting from requirement SR-A&C R&L 0010 onward, most items in the Assessment &
Certification class do not have a direct link to the User Requirements defined in [1], since they address
process related, safety related or certification-oriented aspects rather than functional user needs. Their
root requirement is therefore the corresponding standard from which they are derived.

Although the certification of the HyVICE platform and the DUT as a GNSS based localisation system are
not within the scope of VICE4RAIL, these standard derived requirements provide general guidelines for
future verification activities. Adherence to these guidelines, as far as reasonably applicable, can
support future validation, assessment and certification initiatives in the same domain.

Requirement ID Title
SR-A&C-R&L-0011 Functional and interface analysis

Justifications

Defined in [2] (phase: System definition and operational context).

Description

To describe the essential characteristics and functions and to clarify the interfaces to other external
systems including inputs to be provided and outputs that can be expected

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-08 R
Notes
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Requirement ID Title

SR-A&C-R&L-0012 Hazard and Risks evaluation and management

Justifications

Defined in [2] (phase: Risk analysis and evaluation).

Description

To identify possible hazards associated with the various modules/components and to identify events
leading to hazards, determine risk associated with hazards, establish process for on-going risk
management and, finally, decide if the risk is tolerable or not.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0013 Management of phase: Specification of system requirements

Justifications

Defined in [2] (phase: Specification of system requirements).

Description

To detail requirements (including the ones derived from risk assessment) and to specify the overall
demonstration of compliance, in order to ensure the capability of testing all the functional, technical and
performance requirements; the following shall be defined:

« techniques and measures used for testing and validation

« test and/or analyses used and how their test/analyses results will be reported

* management of deviations between expected and actual test results

* management of non-compliances and safety constraints arising from deviations

Link to Other System Requirements Involved User Requirements Validation Method
SR-VER-AUG-0001 H 03 R
SR-VER-DUT-0001 v-ur-

Notes

. L L, . 102
TR This project is funded by European Union’s Horizon Europe US> Am
T programme under grant agreement No 101180124 o



VICE4RAIL
D3.3 System Requirements FRISS- e
Requirement ID Title
SR-A&C-R&L-0014 Management of phase: Architecture and apportionment of system
requirements
Justifications
Defined in [2] (phase: Architecture and apportionment of system requirements).
Description
To allocate all the high-level requirements to the various lower-level modules/components.
Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0015 Management of phase: Design and implementation
Justifications
Defined in [2] (phase: Design and implementation).
Description
To design and implement all modules/components according to the allocated requirements.
Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0016 Management of phase: Integration

Justifications

Defined in [2] (phase: Integration).

Description

To install and assemble all the modules/components to form the complete system.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-08 R
Notes
Requirement ID Title
SR-A&C-R&L-0017 Management of phase: System validation

Justifications

Defined in [2] (phase: System validation)

Description

To verify that the system complies with all the expected requirements, confirming that it is suitable for its

specific intended use.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-03 R
Notes
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Requirement ID Title

SR-A&C-R&L-0018 Supply of technical information

Justifications

Defined in [3].

Description

An adequate set of information shall be made available and documented for each module/component,
such as functionalities, interfaces, constraints, conditions of use, etc.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-08 R
Notes
Requirement ID Title
SR-A&C-R&L-0019 Configuration Control Management

Justifications

Defined in [3].

Description

Each module/component shall be identified and put under configuration control.

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0020 Failure Mode Analysis and Mitigation

Justifications

Defined in [3].

Description

For each module/component, any possible hazardous failure mode should be identified by documented
Hazard Analysis and then mitigated at the maximum possible extent.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-11 R
Notes
Requirement ID Title
SR-A&C-R&L-0021 Cooperative interfaces between HyVICE modules and components

Justifications

Defined in [3].

Description

All the modules/components should be able to cooperate, meaning that outputs from one
module/component should have suitable contents for automatic input to a subsequent module/component,
thus minimizing the possibility of introducing human errors in the reworking of intermediate results.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-08 R
Notes
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Requirement ID Title

SR-A&C-R&L-0022 Strategy for Test Case definition

Justifications

Defined in [3].

Description

In order to verify the outputs of all the modules/components, those outputs should be subjected to a
combination of tests, analyses and checks (including reading and visual inspection), which can ensure the
correctness of the output. In particular, the following should be applied to all tests, analyses and checks,
whenever necessary and technically feasible:

* Testing has a high coverage of the functions and of their domains

 Test and analyses are shown to be capable of detecting the types of errors which might result from
operations of the various modules/components.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03
Hv-ur-12 R
Notes
Requirement ID Title
SR-A&C-R&L-0023 Strategy for Test execution and reporting

Justifications

Defined in [3].

Description

In order to prove each module/component by analysis and testing, results should be documented by
addressing:

« the version of the module/component and the specification/manual being used

« functions of each module/component being analysed and tested

« test cases and their results for subsequent analysis

» discrepancies between expected and actual results

+ conditions under which the module/component can be used (if any)

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
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Requirement ID Title

SR-A&C-R&L-0024 SW ‘Basic Integrity’ requirements

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

At least the ‘Basic Integrity’ requirements shall be fulfilled for the SW modules/components that have a
safety impact < SIL 1; for ‘non-safety related’ functions a ‘SW Quality Assurance process’ shall be used.
This may be achieved by applying the ‘Basic Integrity’ requirements.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0025 Compliance with EN50716 subclauses

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

Compliance with the requirements of applicable [4] subclauses, and their respective techniques and
measures detailed in the associated tables, shall be verified by the inspection of documents. Where
appropriate, other objective evidence, auditing and the witnessing of tests shall also be considered.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title
SR-A&C-R&L-0026 Organization requirements for SW design & development

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, throughout the respective SW lifecycle, the assignment of roles to
persons shall be in accordance with [4] clauses 5.1.2.10 t0 5.1.2.12

Link to Other System Requirements

Involved User Requirements

Validation Method

SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0027 Test documentation for SW modules

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

Testing of the SW modules/components shall be documented by a ‘Test Specification’ and a ‘Test Report’.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-03 R
Notes
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Requirement ID Title

SR-A&C-R&L-0028 Requirements for Test Specification

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

Each 'Test Specification' shall document the following:

* test cases

» expected results

« test environment, tools, configuration and programs

« degree of test coverage

* requirements which are covered by the test specification

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
Requirement ID Title
SR-A&C-R&L-0029 Requirements for Test Report

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each 'Test Specification' a 'Test Report' shall be produced as follows:

« test results (preferably recorded in a machine-readable form)

« statement whether objectives of the Test Specification have been met

« tests shall be performed, if practicable, by automatic means

« test scripts for automatic test shall be verified against the Test Specification

« any deviation observed during Test execution will be noted

« the identity and configuration of all items involved (HW, SW, calibration tools, etc.) shall be documented

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
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Requirement ID Title

SR-A&C-R&L-0030 SW Support Tools classification

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

To provide evidence that potential failures of any used ‘SW Tool’ do not adversely affect the integrated
toolset output in a safety-related manner that is undetected by organization outside the tool. ‘SW tools’ are
categorized into 3 classes namely, T1, T2 and T3 respectively (see definitions at § 3.1 ‘Terms and
definitions’ of [4]).

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0031 Requirements for 'Software Requirements Specification’

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, a ‘Software Requirements Specification’ shall express the required
properties of the SW being developed.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0032 Requirements for ‘Overall Software Test Specification’

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, an ‘Overall Software Test Specification’ shall be written based on the
‘Software Requirements Specification’.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
Requirement ID Title
SR-A&C-R&L-0033 Requirements for ‘Software Architecture Specification’

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, a ‘Software Architecture Specification’ shall be written based on the
‘Software Requirements Specification’; it shall identify all SW components and, for these components,
identify whether these components are new or existing.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-10 R
Notes
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Requirement ID Title

SR-A&C-R&L-0034 Requirements for ‘Software Design Specification’

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, a ‘Software Design Specification’ shall be written on the basis of the
‘Software Requirements Specification’ and the ‘Software Architecture Specification’; it shall address SW
components (traced back to SW architecture), interfaces between the SW components and with the
external environment, data structures, main algorithms and sequencing, error reporting mechanisms, etc.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0035 Requirements for selection of suitable programming language

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, a suitable programming language shall be selected regarding the
criteria in Table A.15 of [4] (programming language is not limited to textual languages but also includes
diagrammatical or modelling languages).

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0036 Requirements for SW 'coding standards'

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

When designing and developing SW modules/components, 'coding standards' shall be developed and
shall specify:

a) good programming practice, as defined by Table A.12 of [4],

b) measures to avoid or detect errors which can be made during application of the language,

c) procedures for source code documentation.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0037 Requirements for 'SW Source Code'

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

The SW Source Code shall be readable, understandable and testable; it shall be placed under
configuration control before commencement of documented testing.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0038 Requirements for ‘Overall Software Test Report’

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, an ‘Overall Software Test Report’ shall be written in line with the generic
requirements established for a ‘Test Report’ (see § 6.1.4.5 of [4]); the SW shall be exercised either by
connection to ‘real items’ of HW or actual systems with which it would interface in operation or by
simulation of input signals and loads driven by outputs.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03
Hv-ur-12 R
Notes
Requirement ID Title
SR-A&C-R&L-0039 Requirements for ‘Software Deployment Manual’

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, before delivering a SW release, the SW baseline shall be recorded and
kept traceable under configuration management control, including pre-existing and previously developed
SW; a ‘Software Deployment Manual’ shall be written based on the input documents from § 9.1.2 of [4].

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0040 SW Change and Maintenance Management

Justifications

Defined in [4] (applicable to SW modules/components only).

Description

For each SW module/component, the SW supplier shall, before starting any change, decide whether the
modifications are to be considered as major or minor, in order to decide if the existing maintenance
methods for the system are adequate; the decision shall be justified and recorded by the supplier.
Maintainability shall be designed as an inherent aspect of the SW.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0041 Test Case definition strategy and management

Justifications

Defined in [18].

Description

Tests are to be carried out in comparable, uniform and comprehensible test environments and uniform test
architectures; in order to make interoperability tests effective, formal rules should be considered for the
creation of Test Case descriptions; such a formalisation is a prerequisite for:

« uniform and comparable results in the distribution of works for test case creation,

» automated processes of test execution,

* equivalent preconditions for evaluation by NoBo and other licensing authorities.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Hv-ur-09
Notes
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Requirement ID Title

SR-A&C-R&L-0042 Backwards traceability from test results to requirements

Justifications

Defined in [18].

Description

Completeness and traceability towards system requirements must be ensured for the proving activities in
order to successfully pass the NoBo certification and verification procedures; for these tasks, an
appropriate procedure must be established to ensure that all system requirements can be effectively
managed, handled and traced.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
Requirement ID Title
SR-A&C-R&L-0043 Testing 'sequences' criteria

Justifications

Defined in [18].

Description

Test Cases can be combined to form ‘testing sequences’; the complete set of test sequences shall contain
all the test cases defined, at least once.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
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Requirement ID Title

SR-A&C-R&L-0044 Testing 'pass' criteria

Justifications

Defined in [18].

Description

In order to make sure that all the ‘testable’ system requirements are tested, it is enough to pass all the

Test Cases at least once.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-03 R
Notes
Requirement ID Title
SR-A&C-R&L-0045 Testing 'description’ criteria

Justifications

Defined in [18].

Description

In order to describe the test cases clearly and comprehensibly, and to ensure completeness and
traceability towards the system requirements, in [21] v1.0.2 “Test Sequences Generation: Methodology

and Rules” an appropriate procedure is proposed for the management of test cases.

Link to Other System Requirements

Involved User Requirements

Validation Method

Hv-ur-03 R
Notes
. L L, . 118
TR This project is funded by European Union’s Horizon Europe “UsPAm
& programme under grant agreement No 101180124 e




VICE4RAIL

EGNSS - ERTMS

D3.3 System Requirements

Requirement ID Title

SR-A&C-R&L-0046 Calibration programme

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

The Laboratory shall establish a calibration programme, which shall be reviewed and adjusted as
necessary in order to maintain confidence in the status of calibration; any Maintenance actions (tuning
acting or repairing) must be described in order to well define the status before and after the intervention.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0047 Availability of valid and updated technical information to personnel

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

All methods, procedures and supporting documentation, such as instructions, standards, manuals and
reference data relevant to the Laboratory activities, shall be kept up to date and shall be made readily
available to personnel.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0048 Requirements for "Technical Records'

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

The Laboratory shall ensure that technical records for each laboratory activity contain the results, report
and sufficient information. The technical records shall include the date and the identity of personnel
responsible for each laboratory activity and for checking data and results.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
Requirement ID Title
SR-A&C-R&L-0049 Measurement ‘uncertainty’ evaluation and management

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

A Laboratory performing testing shall evaluate measurement ‘uncertainty’. Where the test method
precludes rigorous evaluation of measurement uncertainty, an estimation shall be made based on an
understanding of the theoretical principles or practical experience of the performance of the method.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
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Requirement ID Title

SR-A&C-R&L-0050 'Test Report' template

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

The test results shall be provided accurately, clearly, unambiguously and objectively, usually in a ‘Test
Report’. All issued reports shall be retained as technical records of the Laboratory.

Link to Other System Requirements Involved User Requirements Validation Method
Hv-ur-03 R
Notes
Requirement ID Title
SR-A&C-R&L-0051 Non-conformity Management

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

The Laboratory shall have a procedure that shall be implemented when any aspect of its laboratory
activities or results of this work do not conform to its own procedures or the agreed requirements of the
customer. The laboratory shall retain records of honconforming work and actions.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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Requirement ID Title

SR-A&C-R&L-0052 Data/Information management

Justifications

Defined in [17] (Laboratory includes both Bologna San Donato Test Track and CEDEX Laboratory).

Description

The Data/Information management system for the Laboratory shall be:
* Maintained in order to guarantee Data-Integrity;
* Protected from non-authorized accesses, available to authorized users.

Link to Other System Requirements Involved User Requirements Validation Method
SR-A&C-R&L-0010 R
Notes
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7 Conclusions and next steps

The definition of system requirements presented in this document represents a key milestone in the
VICE4RAIL project, establishing the foundation for the design and implementation of the HyVICE
platform. Through a structured approach based on ECSS principles and supported by functional
analysis, the requirements ensure methodological rigor, traceability, and alignment with European
standards for safety and interoperability. The inclusion of functional, performance, safety, and
certification-related requirements reflect the complexity of the objectives, which aim to enable a
virtualized certification framework for GNSS-based train positioning solutions.

These requirements address both technical and procedural aspects, covering augmentation services,
communication infrastructure, testing platforms, and the Device Under Test emulator, while
introducing the HyVICE Assessment & Certification class to support future compliance with [2], [3], [4],
[17] and [18]. This comprehensive specification provides the basis for subsequent deliverables:

e D3.1-Overall Architecture Design, which will describe the high-level architecture of each
component;

o D3.2-Detailed Architecture Design, which will define subsystem interfaces and
implementation details;

e D3.4-Verification and Validation Plan, which will outline the testing strategy and traceability
from requirements to test cases.

The next steps will focus on translating these requirements into detailed design specifications, ensuring
consistency with the roadmap defined in WP1 and WP2, and preparing the HyVICE platform for
integration and validation activities. These efforts will contribute to the long-term goal of supporting the
certification of Advanced Safe Train Positioning systems within the CCS-OB architecture, in line with
the evolution of Technical Specifications for Interoperability and the strategic objectives of Europe’s
Rail Joint Undertaking.

* ¥ This project is funded by European Union’s Horizon Europe
programme under grant agreement No 101180124
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