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EXECUTIVE SUMMARY 
This document presents the high‑level architecture design of the HyVICE platform developed within the 
VICE4RAIL project. It provides a comprehensive overview of the system structure, its functional blocks, 
and the architectural principles guiding the development of a modular, scalable, and interoperable 
solution for GNSS‑based train positioning, testing, and validation. 

The purpose of this deliverable, D3.1 – Overall Architecture Design Document, is to introduce the logical 
and physical architecture of the HyVICE platform at a high level. It establishes the foundational 
framework upon which all subsequent subsystem designs, interfaces, and implementation activities 
will be built. More detailed specifications will be provided in the related deliverables: 

• D3.2 – Detailed Architecture Design Document [1], which elaborates subsystem‑level design, 
interfaces, and data flows. 

• D3.3 – System Requirements Document [2], which formalizes the functional and non‑functional 
requirements governing the system. 

By establishing a clear architectural baseline, this deliverable provides the consortium with a shared 
reference framework, ensuring coherence across all subsequent design, development, and integration 
activities. The high‑level architecture described here forms the cornerstone for the detailed engineering 
phases that follow and contributes directly to the project’s objective of enhancing reliability and 
performance in satellite‑based train positioning for future rail applications. 
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Acronyms and definitions 
Acronym Meaning 

AB Advisory Board 
ADAS Automated Driving Assistance System 
ADS Automated Driving System 
AI Artificial Intelligence 
AIMN Augmentation and Integrity Monitoring Network 
ARAIM Advanced Receiver Autonomous Integrity Monitoring 
AsBo Assessment Body 
ASTP Advanced Safe Train Positioning 
AV Autonomous Vehicle 
CA Consortium Agreement 
CCAM Cooperative Connected and Autonomous Mobility 
CCS-OB Control-Command and Signalling – On-Board 
CENELEC Comité Européen de Normalisation Électrotechnique 
CMC Code Minus Carrier 
DGNSS Differential GNSS 
DoA Description of Action 
DoF Degree of Freedom 
DUT Device Under Test 
E/E Electric/Electronic (system) 
EC European Commission 
EGNOS European Geostationary Navigation Overlay Service 
EMI Electromagnetic Interference 
ERA The European Union Agency for Railways 
ERTMS European Railway Traffic Management System 
ETCS European Train Control System 
EUCI EU Classified Information 
EUSPA European Union Agency for the Space Programme 
FDE Fault Detection and Exclusion 
FMEA Failure Mode Effect Analysis 
FTA Fault Tree Analysis 
FuSa Functional Safety 
GA Grant Agreement 
GDPR General Data Protection Regulation 
GeA General Assembly 
GNSS Global Navigation Satellite System 
GRDNet GNSS R&D Network 
GT Ground Truth 
HE Horizon Europe 
HiL Hardware-in-the-Loop 
HW Hardware 
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IMU Inertial Measurement Unit 
IPR Intellectual Property Rights 
ISA Independent Safety Assessor (CENELEC) 
KPIs Key Performance Indicators 
MFMC Multi-Frequency Multi-Constellation 
MiL Model-in-the-Loop 
ML Machine Learning 
MO Management Operator 
MoM Minutes of Meetings 
MPTCP Multipath TCP 
Mxx Month 
NDA Non-Disclosure Agreement 
NRTK Network RTK 
NSA National Safety Authority (railway) 
ODD Operational Design Domain 
OSR Observation Space Representation 
PC Project Coordinator 
PPP Precise Point Positioning 
PPP-RTK Precise Point Positioning - Real-Time Kinematics 
PSO Project Security Officer 
RAMS Reliability, Availability, Maintainability, Safety 
RIM Rail Infrastructure Manager 
PU Public (deliverable) 
QA Quality Assurance 
QAS Quality Assurance System 
QoS Quality of Service 
R&I Research & Innovation 
RAIM Receiver Autonomous Integrity Monitoring 
RFI Radio Frequency Interference 
RTCM Radio Technical Commission for Maritime Services 
RTK Real-Time Kinematics 
SAB Security Advisory Board 
SADT Structured Analysis and Design Technique 
SBAS Satellite-based Augmentation Systems 
SCG Security Classification Guide 
SEN Sensitive (deliverable) 
SiL Software-in-the-Loop 
SIL Safety Integrity Level 
SIS Signal In Space 
SNR Signal to Noise Ratio 
SOTIF Safety of The Intended Functionality 
SPC Sistema Pubblico di Connettività 
SRACs Safety-related Application Conditions 
SSR State Space Representation 
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STIP Standardization and TSI Input Plan 
SW Software 
T/I/A/R/D Test/Inspection/Analysis/Review/Demonstration 
T2IVB Time to Intercept the Virtual Balise 
TFFR Tolerable Functional Failure Rate 
THR Tolerable Hazard Rate 
TL Task Leader 
TMT Technical Management Team 
Txx Task 
V&V Verification and Validation 
VB Virtual Balise 
VBD Virtual Balise Detection 
WP Work Package 
WPL Work Package Leader 
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1 Introduction 

The VICE4RAIL project aims to develop the Hybrid Virtualized Certification Environment (HyVICE) to 
support the validation and certification of GNSS-based train positioning systems in compliance with 
European railway standards. Current certification processes for train localization rely heavily on       
physical testing, which is costly, time-consuming, and difficult to reproduce under degraded                    
conditions. HyVICE addresses these challenges by providing a modular and scalable platform that 
combines real-world testing with advanced simulation capabilities. 

The architecture proposed in this document is designed to ensure interoperability with ERTMS/ETCS 
and adherence to ECSS principles for system engineering. It integrates multiple subsystems, including 
GNSS augmentation services, communication infrastructure, real and laboratory testing platforms, 
and a DUT emulator, enabling comprehensive validation across different operational scenarios. 

This document serves as a reference for partners and stakeholders involved in the design and                       
implementation of HyVICE, providing a high-level view of the system architecture and its components. 
It establishes the foundation for detailed design activities documented in D3.2 [1] and ensures align-
ment with system requirements defined in D3.3 [2]. 

1.1 Scope of the document 

The scope of this document is to describe the overall architecture of the HyVICE platform, providing a 
high-level view of its components and their interactions. It serves as a reference for partners involved 
in the development and integration of subsystems, ensuring consistency and interoperability. 

1.2 Structure of the document 
The document is structured as follows: 

• Chapter 1 introduces the scope and structure of the document. 
• Chapter 2 reviews system requirements and provides justifications for architectural choices. 
• Chapter 3 presents the high-level architecture design, including logical and physical views of 

the main subsystems. 
• Chapter 4 describes the Sensor Error Simulator pipeline as a parallel activity. 
• Chapter 5 maps system requirements to subsystem-level requirements. 
• Chapter 6 outlines constraints and technology capability gaps. 
• Chapter 7 summarizes conclusions and next steps. 
• Chapter 8 includes the references cited throughout the document. 
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2 Review of System Requirements 
This chapter provides an overview of the system requirements defined in D3.3 [2] and explains how they 
influence the architectural design choices presented in this document. The review ensures that the 
proposed architecture aligns with functional and non-functional requirements (e.g., operational, 
interface, security, etc.), supporting the objectives of the VICE4RAIL project and compliance with 
European standards. 

The HyVICE platform must enable validation and certification of GNSS-based train positioning systems 
under both nominal and degraded conditions. Key requirements include: 

• High accuracy and integrity through GNSS augmentation services (DGNSS, RTK). 
• Support for future ASTP SIL4 safety integrity level, as defined by ASTP specifications. 
• Modularity and scalability to accommodate future ASTP evolutions. 
• Capability for real and laboratory testing, ensuring repeatability and traceability. 
• Integration with communication networks for real-time data exchange. 
• Compliance with ECSS principles for requirement traceability and system engineering rigor. 

2.1 Proposed System Requirements review and justifications 

The HyVICE architecture is shaped by several critical requirements derived from D3.3 [2]: 

• Accuracy and Integrity: The system must achieve high positioning accuracy under nominal 
conditions, leveraging GNSS augmentation services (DGNSS, RTK) and implementing integrity 
monitoring algorithms to ensure consistency and reliability of corrections. 

• Hybrid Testing Capability: Requirements for repeatability and cost-effectiveness necessitate 
a dual approach: real-world testing (San Donato circuit) and laboratory simulation (CEDEX 
lab). This ensures validation under nominal and degraded conditions. 

• Modularity and Scalability: To support future ASTP evolutions, the architecture is modular, 
allowing independent upgrades of subsystems (e.g., Augmentation, DUT emulator). 

• Communication Reliability: Low-latency, high-availability communication links are required 
for real-time data exchange between Augmentation services and DUT, influencing the choice 
of SPC backbone and NTRIP protocol. 

• Safety and Certification Alignment: Compliance with CENELEC standards and ECSS princi-
ples requires traceability from requirements to design and test cases, influencing the inclu-
sion of mapping tables and structured documentation. 

• Parallel Activities: The Sensor Error Simulator is treated as a separate activity to support 
advanced error modelling without impacting the main certification workflow. 
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2.2 Summary of System Requirements 
The main system requirements influencing the architecture can be summarized as follows: 

• Functional Requirements: Provision of GNSS augmentation, communication interfaces, DUT 
emulation, and platform testing capabilities. 

• Security Requirements: Compliance with CENELEC standard EN 50159 and implementation 
of secure communication measures between subsystems, including authentication, access 
control, and audit logging. 

• Safety Requirements: No safety requirements are defined for HyVICE, as the platform is not 
intended to be a safety-critical system. Safety aspects apply exclusively to the ASTP component 
under evaluation. 

• Interface Requirements: Standardized protocols (RTCM, NTRIP) for interoperability. 
• Operational Requirements: Support for degraded mode testing and dynamic service 

switching. 
• Certification Requirements: Traceability from requirements to test cases and results, 

enabling future NoBo/AsBo assessments. 

The complete list of system requirements can be found in D3.3 System Requirements Document [2]. 
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3 High-Level Overall Architecture Design 
This chapter provides an overview of HyVICE architecture at a high level, describing its main 
components and their interactions. The architecture has been designed to meet the system 
requirements defined in D3.3 [2], ensuring compliance with European railway standards and 
interoperability principles. It represents the logical and physical organization of the platform, 
supporting both real-world and laboratory testing environments. 

The HyVICE architecture is based on a modular approach, where each subsystem performs a specific 
role while maintaining standardized interfaces for integration. This modularity ensures scalability, 
flexibility for future upgrades, and clear traceability between requirements and design elements. 

The architecture includes the following key subsystems: 

• Augmentation and Integrity Monitoring Network (AIMN) – Provides GNSS augmentation 
services and integrity monitoring to achieve high positioning accuracy and reliability. 

• Communication Subsystem – Ensures secure, low-latency data exchange between 
augmentation services, DUT emulator, and testing platforms. 

• DUT Emulator – Emulates the behaviour of onboard units to validate integration and 
performance under various scenarios. 

• HyVICE Real Testing Platform – Enables on-track validation of GNSS-based positioning 
solutions under realistic railway conditions. 

• HyVICE Laboratory Testing Platform – Provides a controlled environment for GNSS signal 
simulation and fault injection, supporting repeatability and cost-effective testing. 

• Sensor Error Simulator Pipeline – Operates as a parallel activity to model and simulate 
sensor errors, supporting robustness analysis without impacting the main certification 
workflow. 

The following sections describe each subsystem, outlining its role, main functionalities, and 
interactions within the overall architecture. 
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3.1 AIMN High-Level Architecture Design 
The high-level architecture for the Augmentation and Integrity Monitoring Network (AIMN) is depicted in 
Figure 1. 

 

Figure 1 – AIMN high-level design 

The Augmentation System supporting the implementation of the HyVICE Platform is built upon the 
operational infrastructure of Sogei GRDNet, ensuring full compliance with RTCM SC‑104 for high-
accuracy augmentation message formatting and the current draft of RTCM SC‑134 for integrity 
parameter transmission. This architecture is designed to deliver DGNSS and RTK services with high 
accuracy and integrity, while maintaining flexibility for future enhancements aligned with VICE4RAIL 
requirements. 

Inputs data to the AIMN are: 

• International Organisations data: International Organisation Reference Stations raw data (e.g. 
EUREF of EDAS RIMS) are used as reference for the implementation of the first tier of the 2-tiers 
FDE algorithm  

• Reference Stations Raw Data: GNSS raw data are gathered from Reference Stations through a 
secure connection (SPC) and are used for the implementation of the second tier of the 2-tiers 
algorithm  

At the core of the system lies the Control Centre, developed by Sogei, which integrates advanced 
processing capabilities and can accommodate new functionalities as project needs evolve. At least 
three Reference Stations, showed in  

Figure 2 and strategically positioned around the San Donato facility, feed raw GNSS data into the 
augmentation pipeline, enabling real-time correction computation and integrity monitoring. Additional 
stations from other projects in the area may be integrated to enhance coverage and robustness.  
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Each station is installed following strict monumentation guidelines to ensure stability and compliance 
with geodetic standards. 

 

Figure 2  – GNSS Reference Stations 

The architecture comprises a Front-End, deployed in a Demilitarized Zone (DMZ), which handles user 
service requests via the standard RTCM NTRIP protocol. These requests are routed to the Central 
Processing Facility (CPF) in the backend. The CPF aggregates GNSS raw data through a Reference 
Station Gateway and forwards them to the Network Processing Facility, where augmentation message 
generation occurs. This processing includes DGNSS and RTK corrections (formatted according to RTCM 
SC‑104) and integrity computations based on a Two-Tier algorithm: 

• Tier 1: Signal-in-Space (SIS) monitoring for constellation-level integrity. 
• Tier 2: Fault Detection and Exclusion (FDE) at the reference station level. 

 
Both correction data and integrity indicators are passed to the Augmentation Message Generator, 
which publishes them through the Front-End for user consumption. The system supports 
rebroadcasting SBAS messages to complement GNSS augmentation, enabling hybrid integrity 
strategies that combine SBAS, DGNSS, and RTK. 

For the HyVICE platform, the Augmentation System delivers: 

• DGNSS and RTK augmentation messages (RTCM SC‑104), including MSM observables. 
• Minimum Integrity Messages (RTCM SC‑134), containing constellation, satellite, and 

frequency integrity flags. 
• EGNOS data rebroadcasting. 

These outputs are distributed primarily via NTRIP mountpoints, with a clear source table describing 
message sets, update rates, and coverage. The architecture ensures low latency (<1s for RTK streams), 
high availability (>99.9%), and geo-redundant processing for resilience. 

The Generalized Augmentation System design remains unaffected by the new approach proposed in 
Technical Note Document [3], preserving modularity and scalability. Interfaces with the DUT Emulator 
and HyVICE testing platforms are defined in D3.2 [1]. 
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3.2 Communication High-Level Architecture Design 
The Communication subsystem is a core element of the HyVICE architecture, enabling secure, reliable, 
and low-latency data exchange between all components involved in augmentation generation, 
distribution, and consumption. Its primary function is to transport GNSS raw data from the Reference 
Stations to the Augmentation Control Center (ACC), deliver augmentation and integrity products from 
the ACC to the Front-End, and expose these services to the DUT and the Real Testing Platform via the 
NTRIP protocol during field operations. The subsystem also supports interoperability with external 
augmentation networks when required. 

Figure 3 provides a high-level architectural view of the Communication subsystem. It illustrates how 
the Reference Stations Network (RSN) connects to the ACC through a dedicated high-quality 
communication network (Sistema Pubblico di Connettività, SPC), how the processed augmentation 
streams are transferred through a secure internal interface toward the Communication Front-End, and 
how augmentation services are finally exposed to external consumers such as the DUT using NTRIP 
over 4G/5G. The figure also highlights the optional connection to external augmentation networks, 
which can supply additional streams through NTRIP (http/https) to support relay or multi-network 
configurations. 

 

Figure 3 – Communication subsystem high-level design 
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At a high level, the Communication subsystem comprises three main segments: 

• Reference Station Backhaul: This segment transports raw GNSS observations from the RSN to 
the ACC. It relies on a high-quality communication path to ensure reliable and timely delivery of 
the data needed to generate DGNSS, RTK, and integrity messages. 

• Front-End and Back-End Connectivity: The Back-End (located in the ACC) produces 
augmentation and integrity messages, which are forwarded over a secure internal link to the 
Communication Front-End. The Front-End, typically deployed in a Demilitarized Zone (DMZ), 
acts as the NTRIP caster responsible for publishing mountpoints and exposing augmentation 
services to external consumers. 

External Network Integration: The subsystem may optionally retrieve augmentation streams from 
external networks—such as EGNOS or other augmentation services—using NTRIP over http/https. 
These streams can be relayed through the Front-End to enrich the available service set and to support 
multi-network configurations. 

Overall, the Communication subsystem is designed to ensure that augmentation services remain 
available, consistent, and accessible under both nominal and degraded conditions. Its architecture 
supports session continuity during service switching and provides the necessary interfaces for 
real-world testing, guaranteeing seamless distribution of augmentation data to the DUT and to the Real 
Testing Platform. 

3.3 DUT Emulator High-Level Architecture Design 
The DUT emulator (VIRGILIO) that will be made available for testing on the San Donato platform and on 
the CEDEX Laboratory is a high-fidelity emulator of the train localization determination component, 
based on the fusion of GNSS receiver, IMU sensor data and railway digital map. The DUT emulator will 
periodically (based on configuration setup) output information on train position, both in 1D and 3D 
formats, as well as speed, timing, and related confidence intervals. In addition, the notification of the 
passages over groups of Virtual Balises could be implemented for which the geo-referenced location 
has been uploaded in advance. There is no interface with the ERTMS/ETCS at this stage of 
experimentation focused on Interoperability Constituency solution. The necessary inputs for the DUT 
emulator are: 

• GNSS receiver Raw data (i.e., code, carrier phases, SNR, Doppler, …) 

• IMU raw data (accelerations and angular rates) 

• Digital map of the line  

• Augmentation and Integrity Monitoring data, transmitted through a 4G/5G Mobile 
Communication System 

In addition, it supports online performance evaluation whenever a Dynamic Ground Truth is made 
available. Functional architecture of the DUT Emulator is provided in Figure 4. 
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Figure 4 – DUT Emulator high-level architecture 

The DUT Emulator architecture depicted in Figure 4 follows a modular data processing pipeline, starting 
from raw sensor input and culminating in the generation of Virtual Balise trigger events. Raw 
measurement data from the GNSS receiver and the Inertial Measurement Unit (IMU) are initially 
temporally aligned to ensure synchronization across all input sources. The aligned data are then 
processed by Fault Detection and Exclusion (FDE) Stage A, which operates in the raw measurement 
domain with the aim of detecting and excluding from computation those SISs affected by local feared 
events, like multipath, shadowing, interferences, before they can influence downstream computations. 
The FDE Stage A is based on a bank of detectors using a set of statistics specifically derived from the 
GNSS and IMU raw data (e.g., CMC). Those SISs of satellites tagged with the “do not use” flags by the 
Augmentation network are automatically excluded from PVT computation.  

Data validated by FDE Stage A is forwarded to the 1 Degrees of Freedom (1 DoF) Position, Velocity, and 
Time (PVT) Engine, which estimates the train complete kinematic state by exploiting the track 
constraint. This module employs a forward-backward estimation scheme, enhancing solution 
robustness and accuracy. The PVT Engine is tightly integrated with a Railway Digital Map, which 
provides topological and geographical constraints to improve positioning fidelity. An external subject 
can use a digital map or not. The system must certify localization unit providing both 1D and 3D 
positioning function. Georeferentiation of the railway tracks is necessary for this scope.  

To further enhance system integrity, the Multi-Sensor FDE (Stage B) module operates in parallel with 
the PVT Engine. Unlike Stage A, which assesses raw data, Stage B operates in the system state domain, 
identifying and excluding faulty measurements by evaluating fault tolerant solutions and verifying their 
internal consistency (Multiple Hypotheses Solution Separation approach). More specifically, Stage B 
performs fault detection and exclusion in the position domain, using solution-separation and statistical 
consistency tests to detect faults at the fused-solution level. 
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The DUT emulator also interfaces with the Augmentation Network via a Communication Subsystem. 
The augmentation data fulfils two primary functions: 

• Integrity Monitoring, which flags and excludes satellites, identified as unhealthy or unreliable. 

• Measurement Correction, that performs Network processing and computes augmentation 
messages based on Reference Station code and phase observables for DGNSS processing. 

This augmented and filtered dataset is periodically (based on measurement update rate) monitored by 
the Integrity Monitoring block. This module computes confidence intervals associated with the PVT 
solution, integrating both sensor fusion results and fault detection outcomes. 

Finally, the Virtual Balise Detection (VBD) function compares the current 1D position estimate with pre-
configured Virtual Balise locations encoded in the digital map. When the train estimated position falls 
within a defined neighbor of a Virtual Balise, a Time to Intercept the Virtual Balise (T2IVB) is computed, 
and its value is used to start a VB Reader Trigger. The estimated VB Passage Time, given by the sum of 
the PVT Validity Time and the Time to Intercept the Virtual Balise, is annotated into the log file. In 
addition, since the scope of the DUT is to test the capabilities of VICE4RAIL, its outputs can be injected 
with faults and errors. 

3.4 HyVICE Real Testing Platform High-Level Architecture Design 
The HyVICE Real Testing Platform constitutes a real-time mixed-reality testing infrastructure 
specifically conceived to support the verification and performance assessment of GNSS-based train 
positioning systems. Its architectural design enables the controlled reproduction of operational and 
degraded GNSS scenarios by combining real sensor measurements obtained onboard a running train 
with synthetic GNSS signals generated in real time. This hybrid configuration ensures that the physical 
kinematic behaviour of the train is faithfully preserved, while the electromagnetic signal environment 
can be systematically manipulated to investigate system robustness, integrity and functional 
compliance. 

The platform fills a methodological gap between laboratory-based simulations and on-track field 
testing by offering a controlled, repeatable, and traceable environment capable of emulating diverse 
railway scenarios. It serves as a critical tool for evaluating the performance of Device Under Test (DUT) 
implementations, hybrid GNSS/IMU navigation strategies, and integrity monitoring algorithms in 
conditions aligned with operational and safety-related requirements. 

Objectives and Functional Scope 

The HyVICE platform is designed to fulfil a broad set of objectives that reflect both scientific and 
operational needs of the VICE4RAIL validation methodology: 

• Generation of the GNSS RF signal by the RF Signal Generator, including its electromagnetic 
characteristics and propagation effects. This will support the generation of nominal, perturbed, 
and hazardous signal environments with full operator control and repeatability. 
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• Systematic injection of fault scenarios—including interference, multipath, masking, atmos-
pheric disturbances, and constellation-level degradations—to assess susceptibility, resilience, 
mitigation strategies, and integrity performance. 

• Assessment of data-fusion algorithms, enabling evaluation of the consistency between inertial 
measurements, GNSS observations, and hybrid navigation solutions, where the GNSS receiver 
is exposed to real, synthetic, or hybrid signals, while the IMU remains directly coupled to the 
true dynamics of the train. 

• Support to certification-oriented testing, by ensuring reproducible conditions and complete 
traceability of input stimuli and DUT outputs. 

These functionalities collectively ensure that the platform provides a representative yet fully 
controllable environment for testing ASTP-like systems and advanced fusion architectures developed 
within VICE4RAIL. 

High level System Architecture Overview 

Figure 5 depicts the high-level architecture of the HyVICE Real Testing Platform, highlighting the 
interaction among real-world train motion, synthetic GNSS generation, Ground Truth (GT) acquisition, 
augmentation data, and monitoring modules. 

 

Figure 5 – High-level architecture of the HyVICE Real Testing Platform 

The overall architecture includes: 

• A real-time GT acquisition component based on optoelectronic technologies and an onboard 
GNSS+IMU package, providing reference trajectories for assessing the performance of ASTP-
like DUTs under controlled, repeatable conditions. 
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• A real-time motion profile module, responsible for predicting short-term train dynamics and en-
suring that the GNSS Signal Generator receives motion states (position, velocity, acceleration, 
timing) that remain coherent with the actual movement of the train and the georeferenced track 
geometry. 
 

• A Temporal Alignment Monitor, periodically (based on real-time processing capabilities de-
pending on configuration setup) supervising latency, jitter, and timing offsets between the GT 
component and the GNSS Signal Generator, guaranteeing precise synchronization of all signals 
and measurements within the platform. 
 

• A Reference Time module, periodically (based on real-time processing capabilities depending 
on configuration setup) distributing a stable and authoritative timing signal to all connected 
components and therefore ensuring precise synchronization across the entire HyVICE Real 
Testing Platform. This timing coherence is essential for aligning measurements, mitigating la-
tency effects, and guaranteeing repeatability and traceability of all test scenarios. 
 

• A GNSS RF Signal Generator, able to reproduce nominal satellite constellations, degraded      
conditions, and complex hazardous events with high temporal resolution. 

• A high-grade IMU capturing real angular rates and accelerations and maintaining full physical 
consistency with the vehicle's motion. 

• Local and Global Effects modules, responsible for implementing hazard profiles and supplying 
them to the RF generator. 

• A HyVICE Communication Network, integrated as a core component within HyVICE, that              
enables the DUT to receive GNSS augmentation and integrity information generated by the AIMN 
through an NTRIP based communication protocol. Its primary function is to provide operational 
communication links (e.g.  LTE/5G/4G, V2X) inside the real testing platform offering controllable 
communication conditions and highly reliable time alignment.  

A DUT Emulator module, connected to the HyVICE Real Testing Platform, is installed on a vehicle 
operating along the San Donato Test Circuit, enabling the reproduction of representative railway 
environmental conditions. This module processes the synthetic RF signals generated within HyVICE 
Real Testing Platform while simultaneously experiencing the real mechanical dynamics of railway’s 
vehicles. It implements the navigation, multi‑sensor fusion, and integrity algorithms under evaluation, 
ensuring that DUT performance is assessed under fully coherent mixed‑reality conditions. Likewise, an 
Augmentation Data module, also interfaced with the HyVICE Real Testing Platform, provides GNSS 
corrections and integrity information distributed through the HyVICE Communication Network. The low 
latency of the HyVICE communication network ensures that augmentation messages are temporally 
consistent with what is observed by the DUT. 

This architecture provides full coherence between the physical movement of the vehicle and the 
simulated GNSS environment, enabling the reconstruction of complex railway operational conditions 
without compromising the representativeness of the underlying dynamics. 
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Ground Truth (GT) component 

The Ground Truth (GT) component provides the authoritative reference trajectory required for the 
rigorous assessment of GNSS-based railway positioning algorithms within the HyVICE Real Testing 
Platform. It integrates high-precision optoelectronic measurement devices, a high-grade Inertial 
Measurement Unit (IMU), and a GNSS receiver to deliver a temporally coherent and kinematically 
accurate estimate of the train’s motion.  

The optoelectronic subsystem supplies dense spatial observations with high update rates, while the 
onboard IMU ensures continuity during short GNSS outages and captures high-frequency dynamic 
behaviour, providing essential information on accelerations and angular rates. The GNSS receiver 
provides absolute positioning and long-term temporal stability, maintaining global time alignment 
across the platform. 

As depicted in the system architecture, the GT output is distributed to multiple downstream modules. 
It serves as a primary input to the Real-Time Motion Profile, which relies on the GT trajectory and 
kinematic states to generate short-term predictions of train behaviour and to compute the dynamic 
profiles (PVT, velocity, acceleration, motion states) needed to drive the GNSS Signal Generator. In 
parallel, the GT stream is fed into the Temporal Alignment Monitor, which periodically evaluates delay, 
latency, and timing offsets between GT, the motion profile, and the GNSS RF generation chain. This 
supervision ensures that all signals injected into the DUT—real, synthetic, or mixed—are kept in strict 
time alignment with the actual train dynamics. 

Through tightly integrated multi-sensor processing and its central role in providing reference data to 
both dynamic prediction and timing-alignment modules, the GT component ensures that the entire 
HyVICE mixed-reality environment remains physically consistent, temporally synchronized, and 
analytically traceable. The resulting GT solution also constitutes the benchmark against which all 
Device Under Test (DUT) outputs are evaluated. 

Synchronization and Temporal Alignment component 

The ability to maintain precise temporal alignment between IMU observations, GT data, and synthetic 
GNSS signals is essential for obtaining meaningful and reliable results. To guarantee temporal 
consistency, the HyVICE Real testing platform incorporates: 

• A Reference Time Distribution module, distributing high-stability timing to all critical compo-
nents and ensuring synchronization at the short-term scale. 

• A GNSS receiver serving as long-term timing anchor, maintaining global time alignment and pre-
venting long-term drift. 

• A Temporal Alignment Monitor, periodically assessing delays, latency, jitter, and time shifts 
across the GT and RF branches. 
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When inconsistencies are detected, they are corrected by the Real-Time Motion Profile module, which: 

• Computes short-term predictions of train dynamics, 

• Integrates real-time GT measurements, IMU data, and track-geometry information, 

• Periodically updates the GNSS Signal Generator with coherent motion states (position, velocity, 
acceleration, timing). 

This ensures that the synthetic GNSS signals remain fully consistent with the physical motion of the 
train throughout the experiment, which is essential for evaluating hybrid GNSS/IMU algorithms and 
integrity monitoring strategies. 

Fault Injection and GNSS Hazard Modelling component 

The HyVICE Real testing platform provides a comprehensive and flexible mechanism for modelling 
GNSS faults in line with HyVICE requirements for robustness and integrity testing. The hazard modelling 
framework supports: 

• Localized effects, such as multipath reflections, partial masking, RF interference. 

• Global degradations, including constellation anomalies, ionospheric disturbances, signal out-
ages. 

These hazards are specified via the Local and Global Effects modules and are supplied to the GNSS RF 
Signal Generator, enabling: 

• Repeatable modelling of complex spatiotemporal events, 

• Controlled degradation of navigation solutions, 

• Benchmarking of detection, exclusion, and recovery strategies. 

This end-to-end fault-injection workflow allows to analyse the resilience of both the signal processing 
chain and the overall navigation architecture. 

The Railway Digital Map component 

The Railway Digital Map constitutes a core component of the HyVICE Real Testing Platform, providing 
the structured, georeferenced representation of the San Donato Test Circuit needed to guarantee 
infrastructure-coherent simulation, real-time processing, and post-test analysis. Its design follows a 
modular approach and integrates multiple data layers to support both GNSS simulation and the 
evaluation of ASTP-like onboard functions. The Railway Digital Map includes: 

• Digital Track Database, composed of a high-resolution sequence of geo-referenced waypoints 
that accurately model the San Donato track. 

• Dynamic Ground Truth (DGT) data, containing the time-aligned reference motion states—posi-
tion, velocity, time, and acceleration—associated with each recorded point.  
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• Optional Data Elements, enabling enhanced testing capabilities: 

o Virtual Balise (VB) positions, to support the configuration and evaluation of Virtual 
Balise Detection (VBD) functions. 

o Track Environment Information, describing the physical environment surrounding the 
track (e.g., buildings, vegetation, bridges) to support accurate simulation of GNSS 
propagation conditions, including multipath and masking. 

By combining high-fidelity static and dynamic data with optional environment and VBD layers, the 
Railway Digital Map provides a robust and extensible foundation for both real-time HyVICE operations 
and offline analysis. Its modular structure ensures compatibility with evolving experimental needs and 
supports the reproducibility, accuracy, and infrastructure-coherence required for advanced railway 
localization research. 

In conclusion, the HyVICE Real testing platform has been designed to guarantee: 

• Repeatability, enabling consistent reproduction of scenarios for algorithmic comparison and 
regression testing. 

• Traceability, through comprehensive logging of GT data, IMU measurements, RF signal                 
conditions, fault injections, and DUT outputs. 

• Robustness assessment, enabling systematic exploration of performance envelopes, sensitiv-
ity to faults, and the behaviour of hybrid GNSS/IMU fusion strategies. 

• Realism of sensor stimulation, through the capability to stimulate the IMU with dynamic       
profiles that accurately reflect the train’s behaviour on the San Donato test circuit. 

3.5 HyVICE Laboratory Testing Platform High-Level Architecture Design 
As described in D3.3 [2], the HyVICE Laboratory Testing Platform is based in the CEDEX ETCS/ERTMS 
Laboratory, and its Test Benches for the scope of this project include the ERTMS/ETCS functionality and 
the GNSS Simulation capabilities.  

The emulated GNSS DUT provided by Radiolabs will be tested at the Laboratory Testing Platform in three 
different phases or modes, from component to subsystem level.  In a first phase (MODE 1), the DUT 
shall be exclusively tested using the available GNSS simulator. In a second phase (MODE 2), the ETCS 
simulation environment available at CEDEX ETCS/ERTMS Laboratory is added to compare the 
performance of traditional ETCS odometry system vs. the emulated GNSS DUT. Finally, in the last phase 
(MODE 3), a modified ETCS OBU Simulator, where the internal odometry function is to be removed, 
would be connected directly to the GNSS DUT. In this last phase, the relevant topics under investigation 
shall be the impact of this new odometry model into the ETCS functionalities with a strong dependence 
on the confidence interval values (braking curves calculation, speed supervision, etc). 

The high-level architecture designs for each functioning mode are described below. 
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3.5.1 MODE 1 Functional architecture 
In this mode, the laboratory architecture is strictly focused on the evaluation of the DUT, in order to get 
an idea of its functional and performance behaviour under different circumstances, completely 
independent of the signalling. This is the most basic architecture in order to characterize not only the 
DUT, but also the track and its environment. 

 
Figure 6 – MODE 1 Laboratory Testing Platform Functional Architecture 
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3.5.2 MODE 2 Functional architecture 
In this mode, a complete simulated ETCS environment is included and synchronized with the DUT. The 
goal is to compare the traditional ETCS odometry (Balise ID’s, distance from balise, orientation and 
confidence intervals, i.e. LRBG, D_LRBG, Q_DIRLRBG, L_DOUBTOVER, L_DOUBTUNDER) with the DUT 
modern odometry. 

 

Figure 7 – MODE 2 Laboratory Testing Platform Functional Architecture 
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3.5.3 MODE 3 Functional architecture 
Finally, for the last architecture, the use of a modified ETCS OBU Simulator is proposed. The 
modification shall consist in replacing the current odometry function, where the confidence interval is 
calculated internally, by a communication agent receiving in real time (soft) the odometry information 
(1 dimensional PVT + confidence interval). The remaining ETCS OBU functions shall be performed as 
usual. In this way, it will be possible to assess the impact of the DUT calculations in the ETCS normal 
functioning.  

 

Figure 8 – MODE 3 Laboratory Testing Platform Functional Architecture 

It is important to notice the differences with regards to the MODE 2 Functional Architecture around the 
Modified ETCS OBU Simulator. 
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4 Sensor Error Simulator Pipeline 
The Sensor Error Simulator pipeline is a parallel component of the HyVICE architecture designed to 
support scenario analysis and GNSS error modelling. Within the scope of the VICE4RAIL project, this 
pipeline is implemented through two complementary activities: 

1. GNSS/EGNOS signal generation and fault injection using the Skydel simulator, operated by 
CEDEX as part of the Laboratory Testing Platform. 

2. Development of a high-fidelity 3D model of the San Donato test environment, produced by 
Université Gustave Eiffel, to serve as a digital twin of the test area and as a foundation for 
enhanced extensions of the HyVICE simulation capabilities with the use of ray-tracing based 
simulation. 

These activities run in parallel but at different levels of integration: 

1. Skydel-based GNSS simulation is fully integrated in the current HyVICE workflow and supports 
the CEDEX laboratory testing modes for the purposes of the VICE4RAIL project (MODE1-3). 

2. The 3D-based simulation activity is not connected to the current Skydel simulation chain but 
provides assets and recommendations for a possible evolution of the system, especially for 
improving the representativeness of local GNSS impairments. 

The remainder of this section describes the components developed within the project and the 
complementary aspects being investigated. 

4.1 HyVICE GNSS error simulation pipeline 
The GNSS error simulation pipeline currently implemented in HyVICE is entirely based on the Skydel 
GNSS signal simulator operated within the CEDEX Laboratory Testing Platform. Skydel provides the 
capability to generate GNSS and EGNOS RF signals that are fully synthetic and scenario-specific, 
allowing the platform to emulate the constellation geometry, atmospheric effects, and signal 
conditions required for laboratory testing. 

Within the project, Skydel is used to reproduce a variety of GNSS error sources coherent with the 
functional needs of VICE4RAIL. Global error components such as satellite clock and ephemeris 
deviations, nominal atmospheric models, relativistic corrections and receiver noise are incorporated 
directly into the simulation environment. In addition, the simulator allows the introduction of feared 
events such as signal unavailability, pseudorange ramps and controlled biases, which support the 
assessment of the robustness of the DUT and the validation of fault-detection mechanisms. Local 
effects, including multipath, masking and non-line-of-sight (NLOS) conditions, can also be configured, 
although their representation requires manual definition of each reflected or obstructed path. This 
constraint limits the realism achievable when dealing with geometrically complex environments, yet 
the resulting configurations remain adequate for the experimental scope foreseen in the VICE4RAIL 
laboratory stages. 
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The Skydel-based simulation pipeline provides the RF signals used in all laboratory modes (MODE 1, 
MODE 2 and MODE 3), ensuring controlled, repeatable and traceable conditions for DUT evaluation. It 
is fully integrated within the HyVICE testing workflow: GNSS and EGNOS signals stimulate the DUT 
under different operational scenarios; degraded conditions are reproduced for robustness 
assessment; and specific configurations are used to support scenario replay when NMEA-based 
recorded trajectories are employed. In this setup, the consistency between the simulated GNSS 
environment and the Track Database, the Track Environment information and the trajectories provided 
by the Real Testing Platform ensures a coherent link between laboratory testing and real-world 
reference data. 

Overall, the Skydel simulator constitutes the core GNSS signal generation engine adopted in the 
VICE4RAIL project. Its capabilities allow HyVICE to execute controlled and repeatable laboratory tests, 
introduce configurable impairments and faults, and generate EGNOS signals synthetically, providing 
the necessary flexibility to support DUT validation within the scope defined for the current phase of the 
project. 

 

Figure 9 – Example of Skydel settings preparation 

4.2 Evolution of the GNSS error simulation pipeline 
The representativity of the local errors is however difficult to reproduce with the Skydel configuration. 
In order to characterize the environment accurately, the use of a 3D model with Ray-Tracing capacity is 
studied as a complementary task in VICE4RAIL. The output of the VICE4RAIL project on this topic will 
consist in providing recommendations about the interest to use such a tool in the HyVICE chain. The 
difference between the two pipelines is illustrated in Figure 10. 
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Figure 10 – GNSS error simulator pipeline and its evolution 

The development of a high-fidelity 3D digital representation of the San Donato test area, produced by 
Université Gustave Eiffel, does not interact with the Skydel simulation chain used in HyVICE laboratory 
testing, but provides a detailed environmental description intended to support the understanding of 
how local GNSS propagation effects emerge along the test track and form a foundation for 
simulation-oriented analyses that may later benefit from geometry-based modelling approaches. 

The 3D model consists of a geometrically reconstruction of the test circuit and its surroundings, 
including terrain morphology, built structures, vegetation and relevant trackside elements. It is 
generated using geospatial datasets aligned to Ground Truth references to preserve geometric 
coherence with the real-world environment. This digital twin enables a systematic characterization of 
environmental conditions that can influence GNSS performance, such as the presence of reflective 
surfaces, occlusions, cuttings or elevated structures. Although the model is not used to drive GNSS 
error simulation within the current HyVICE configuration, it provides valuable insight into the spatial 
distribution of potential multipath and shadowing sources along the test track. 

The modelling activity therefore serves as a complementary analytical tool that enriches the overall 
understanding of GNSS behavior in the San Donato environment. Furthermore, the 3D digital twin 
highlights the potential advantages of integrating geometry-based propagation modelling, particularly 
for the representation of local effects that are difficult to reproduce through manually configured 
parameters in Skydel. As part of this work, the project documents recommendations concerning the 
possible use of physics-based ray-interaction techniques in expanded simulation toolchains, in case 
the platform should evolve to incorporate simulators capable of leveraging detailed environmental 
models. 

Within the scope of the current VICE4RAIL project, the 3D model therefore has an analytical and 
preparatory function: it provides an accurate environmental reference linked to the Ground Truth and 
associated track databases, it contributes to evaluating how local propagation phenomena may 
manifest along the real test circuit, and it forms a technically validated asset that can be used to 
support subsequent architectural evolutions whenever geometry-based modelling becomes relevant 
to HyVICE system development or to assessment methodologies. 
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Figure 11 – Simulated GNSS rays in a 3D urban model by using Spirent simulator (source: Spirent brochure) 

 

5 Conversion of System Requirements to Subsystem 
Level 

This chapter provides the mapping between system-level requirements defined in D3.3 [2] and the cor-
responding subsystem-level requirements for each component of the HyVICE architecture. The pur-
pose of these tables is to ensure traceability and to clarify how high-level requirements are allocated 
across subsystems, supporting the design of interfaces and interactions. 

The mapping is essential for two reasons: 

• Traceability and Compliance: It guarantees that all system requirements are properly ad-
dressed by one or more subsystems, in line with ECSS principles and certification needs. 

• Preparation for Detailed Design: D3.2 document [1], related to the detailed architecture de-
sign, will describe the architecture at a lower level of detail, including the definition of inter-
faces between subsystems. The tables in this chapter provide the foundation for that work, by 
identifying which subsystem requirements are linked to each system requirement. 

Each table includes: 

• The subsystems involved in fulfilling the requirement. 
• The system requirement code (as defined in D3.3 [2]). 
• The related subsystem requirement codes for each component analysed, followed by the 

planned validation method in parentheses (T/I/A/R/D), as defined in D3.3 [2], in order to antici-
pate the structure of D3.4 document (Test Plan) [4] by making explicit how compliance will be 
assessed (e.g., by test, inspection, analysis, review, or demonstration).  

• Explanatory notes describing the rationale for the mapping and any constraints or dependen-
cies. 
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By explicitly indicating the validation method at allocation time, this mapping acts as a handover arti-
fact for both D3.2 (to shape measurable, interface-ready specifications) and D3.4 (to connect each 
allocated requirement with the appropriate test or analysis activity). 

5.1 AIMN Subsystem Requirements 
The Augmentation and Integrity Monitoring Network (AIMN) provides the DGNSS/RTK corrections, 
integrity messages and monitoring functions required to achieve high accuracy and integrity for 
GNSS‑based train positioning within the HyVICE platform. As detailed in 3.1, the AIMN architecture 
integrates Reference Stations, a Front‑End/Back‑End communication chain, and a Central Processing 
Facility delivering RTCM SC‑104 and SC‑134 augmentation products. 

This section allocates the system‑level requirements involving augmentation and integrity monitoring 
services to the corresponding AIMN subsystem requirements defined in D3.3 [2]. For each AIMN 
requirement, the planned validation method (T/I/A/R/D) is included, anticipating the verification 
activities to be detailed in the D3.4 Test Plan [4]. 

The mapping ensures that AIMN functionalities—such as DGNSS/RTK service provision, integrity 
monitoring, fault injection support, and cybersecurity compliance—are properly linked to the overall 
system objectives and to the high‑level architecture. It also highlights dependencies on other 
subsystems (e.g., Communication), which will be further detailed in D3.2 [1] when defining interfaces 
and integration strategies, and establishes a clear verification pathway supporting subsequent detailed 
design and V&V planning. 

Subsystems 
System 

Requirement code 

Augmentation 

Requirement code 
Notes 

COM               
AUG 

SR-INT-COM-0001 

SR-DES-AUG-001 (T) 
SR-DES-AUG-004 (T) 
SR-INT-AUG-001 (T) 
SR-INT-AUG-002 (T) 
SR-PHY-AUG-001 (T) 
SR-FUN-AUG-002 (T) 

 

The requirement for a maximum delay of 
500 ms between Reference Stations and the 
Augmentation Control Center (ACC) affects 
the interface between Augmentation and 
Communication subsystems. It also 
requires support for RTCM SC-104 and 
RTCM SC-134 formats and a 1Hz update 
rate, as well as hardware and clock 
capabilities at the reference stations. 
Integrity message generation in RTCM 
SC-134 format is part of the augmentation 
functional and interface requirements. 
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COM               
AUG 

SR-INT-COM-0002 
SR-SEC-AUG-001 (R) 
SR-CON-AUG-003 (T) 

 

The secure connection between the 
front-end and back-end of the 
Augmentation system demands compliance 
with railway cybersecurity standards and 
proper authentication parameters for RTCM 
message validation. 

COM               
AUG 

SR-INT-COM-0003 

SR-DES-AUG-002 (T) 
SR-DES-AUG-005 (T) 
SR-CON-AUG-001 (D) 
SR-CON-AUG-002 (T) 
SR-CON-AUG-004 (A) 
SR-OPE-AUG-002 (D) 

 

The ability to connect to external 
augmentation networks such as EGNOS 
and Galileo HAS and to provide DGNSS/RTK 
services enables the implementation of 
multiple augmentation solutions. This 
includes managing multi-network 
configurations with prioritization and 
fallback logic, mountpoint definitions, 
automatic configuration, and dynamic 
service switching based on signal quality. 

R&L                 
AUG                  

SR-FUN-R&L-0001 
SR-FUN-AUG-003 (T) 
SR-FUN-AUG-004 (T) 

 

The generation of test scenarios that 
include global and local GNSS error sources 
requires the Augmentation system to 
support fault injection capabilities and 
multi-tier integrity monitoring during testing. 

LAB                 
AUG                 

SR-FUN-LAB-0002 
SR-FUN-AUG-004 (T) 
SR-OPE-AUG-003 (D) 

 

The laboratory must generate GNSS signals 
with realistic error models to validate the 
Augmentation system’s ability to handle 
fault conditions. Recording and 
rebroadcasting augmentation data is also 
required for future simulation 
environments, although the current 
simulator does not support direct injection 
of recorded augmentation data. 

LAB                 
AUG 

SR-FUN-LAB-0003 
SR-FUN-AUG-001 (T) 
SR-DES-AUG-002 (T) 

 

The laboratory must be able to generate 
EGNOS augmentation data for injection into 
the DUT. This requires the augmentation 
system to provide DGNSS, RTK, and EGNOS 
services. 

R&L                 
AUG                  

SR-A&C-R&L-0002 SR-FUN-AUG-004 (T) 
 

Certification requirements for eliminating or 
mitigating GNSS-specific errors depend on 
the Augmentation system’s ability to 
simulate faults and support integrity 
monitoring. 

R&L                 
AUG 

SR-A&C-R&L-0005 
SR-FUN-AUG-004 (T) 
SR-OPE-AUG-001 (T) 

 

Validation under degraded conditions 
requires the augmentation system to inject 
GNSS faults and manage service continuity 
through hot-backup mechanisms, switching 
between DGNSS, RTK, and EGNOS as 
needed. 
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R&L                 
AUG 

 
SR‑A&C‑R&L‑0006 SR-VER-AUG-001 (T) 

 

Traceability from requirements to test cases 
and results is essential for certification, and 
the augmentation system must provide 
evidence through structured verification 
processes. 

R&L                 
AUG 

SR-A&C-R&L-0007 
SR-SEC-AUG-001 (R) 
SR-SEC-AUG-002 (I) 
SR-CON-AUG-003 (T) 

 

Cybersecurity and safety co‑engineering 
require the augmentation system to comply 
with CENELEC standard EN 50159, 
implement secure access control, and 
maintain audit logs for all service 
interactions. 

None — SR-DES-AUG-003 (A) 
 

This requirement ensures that the 
Augmentation System adopts a consistent 
and standard georeferencing framework, 
aligned with official national or international 
reference systems. 

R&L                 
AUG                 
DUT 

SR-PER-R&L-0001 

SR-FUN-AUG-001 (T) 
SR-FUN-AUG-002 (T) 
SR-FUN-AUG-003 (T) 
SR-INT-AUG-001 (T) 
SR-VER-AUG-001 (T) 

 

Performance evaluation of the DUT depends 
on augmentation services such as DGNSS 
and EGNOS, integrity messages in SC-134 
format, standard interfaces, and multi-tier 
verification of augmentation capabilities. 

DUT                 
AUG               
COM 

SR-OPE-DUT-0001 
SR-OPE-AUG-001 (T) 
SR-OPE-AUG-002 (D) 
SR-CON-AUG-002 (T) 

 

The DUT’s hot-backup mode relies on the 
augmentation system’s ability to manage 
service switching and mountpoint 
configurations to maintain continuity 
without degradation. 

DUT                 
AUG 

SR-OPE-DUT-0002 
SR-FUN-AUG-001 (T) 
SR-INT-AUG-001 (T) 

 

 
The DUT must process raw GNSS 
observations and apply corrections and 
integrity information provided by the 
Augmentation system in RTCM format. 

LAB                 
AUG 

SR-FUN-LAB-0001 SR-FUN-AUG-004 (T) 
 

 
A representative error model ensures that 
fault simulation capabilities of the 
Augmentation system can be properly 
validated. 

LAB                 
AUG 

SR-CON-LAB-0001 
SR-FUN-AUG-004 (T) 
SR-OPE-AUG-003 (D) 

 

 
The laboratory’s ability to configure local 
and global error models supports the 
validation of augmentation fault-injection 
capabilities and future use of recorded 
augmentation data in simulation 
environment. 
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5.2 AIMN Communication Subsystem Requirements 
The Communication subsystem provides secure, low‑latency and reliable transport of GNSS raw data, 
augmentation messages and DUT telemetry across the HyVICE platform, as described in the high‑level 
architecture of 3.2. This section allocates the system‑level requirements impacting communication 
services to the corresponding Communication subsystem requirements defined in D3.3 [2]. For each 
requirement, the planned validation method (T/I/A/R/D) is indicated in parentheses, anticipating the 
verification activities that will be detailed in the D3.4 Test Plan [4]. 

The mapping clarifies how key communication functionalities — including reference‑station backhaul 
connectivity, secure front‑end/back‑end links, redundancy management, NTRIP transport and 
multi‑network integration — support overall system objectives. It also highlights dependencies with 
other subsystems (e.g., AIMN for augmentation data generation, DUT for consumption of correction 
streams), which will be further detailed in D3.2 [1] when defining interfaces and integration strategies. 

Subsystems 
System 

Requirement code 

Communication 

Requirement code 
Notes 

COM               
AUG 

SR-DES-AUG-0001 
SR-INT-COM-001 (T) 
SR-INT-COM-002 (T) 

 

The requirement for a maximum latency of 
500 milliseconds and redundant 
connectivity between Reference Stations 
and the Augmentation Control Center 
directly influences the transport of RTCM 
streams. A secure connection between the 
front-end and back-end is essential to 
ensure service delivery without bottlenecks 
or cybersecurity risks. 

COM               
AUG 

SR-INT-AUG-0001 
SR-INT-COM-001 (T) 
SR-INT-COM-002 (T) 

 

Publishing RTCM SC-104 and RTCM SC-134 
messages requires an end-to-end 
communication channel that includes a 
backhaul between Reference Stations and 
the Augmentation Control Center with 
controlled latency, as well as a secure front-
end to back-end link for NTRIP caster 
distribution. 

COM               
AUG 

SR-INT-AUG-0002 SR-INT-COM-003 (T) 
 

The definition of mountpoints depends on 
connectivity to external Augmentation 
Networks and consistent management of 
the source table. The Communication 
subsystem ensures the relay and ingestion 
of external streams needed to populate and 
maintain mountpoints. 

AUG                 
COM 

SR-DES-AUG-0004 SR-INT-COM-001 (T) 
 

The 1Hz update rate for augmentation 
messages requires a communication chain 
with a delay budget compatible with the 500 
milliseconds limit in the backhaul between 
Reference Stations and the Augmentation 
Control Center to avoid degradation of 
correction timeliness. 
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R&L                 
COM             

SR-INT-R&L-0001 
SR-INT-COM-001 (T) 
SR-INT-COM-002 (T) 

 

Interfaces for real testing must guarantee 
data exchange with external systems. The 
backhaul between Reference Stations and 
the Augmentation Control Center, as well as 
the front-end to back-end segment, are 
critical for feeding on-track tests with real-
time corrections. 

COM                 
AUG 

SR-SEC-AUG-0001 SR-INT-COM-002 (T) 
 

Compliance with EN 50159 and the security 
measures applied to augmentation services 
require a secure front-end to back-end 
connection, including segmentation, 
access control, and auditing within the 
communication chain. 

AUG                 
COM 

SR-OPE-AUG-0001 SR-INT-COM-001 (T) 
 

Service continuity in hot-backup mode 
depends on a reliable backhaul between 
Reference Stations and the Augmentation 
Control Center with redundant paths and 
controlled delay to avoid noticeable outages 
during service switching. 

COM                 
AUG 

SR-CON-AUG-0004 SR-INT-COM-003 (T) 
 

Multi-network configuration, including 
EGNOS, Galileo HAS, and RTK, requires the 
communication subsystem to connect to 
external casters for ingest and relay, 
maintaining session consistency and 
protocol compatibility through NTRIP. 

COM                 
AUG 

SR‑OPE‑AUG‑0003 SR-INT-COM-003 (T) 
 

 
Recording and redistribution of 
augmentation data require communication 
connectivity to external networks. Currently, 
the laboratory cannot inject recorded 
augmentation data into simulated 
scenarios, so this functionality remains 
limited to operational and relay contexts. 

R&L              
COM 

SR-PER-R&L-0001 SR-INT-COM-001 (T) 
 

Performance evaluation of the DUT under 
real conditions depends on the timely 
availability of correction streams. The 
communication backhaul between 
Reference Stations and the Augmentation 
Control Center contributes to ensuring 
repeatable and traceable measurements. 
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5.3 DUT Emulator Subsystem Requirements 
The DUT Emulator reproduces the behaviour of a GNSS/IMU‑based onboard localization unit, providing 
1D and 3D PVT solutions, confidence intervals, Virtual Balise detection information and logging 
capabilities, as described in the high‑level architecture of 3.3. 

This section allocates the system‑level requirements related to DUT functionalities—such as 
augmentation data processing, sensor fusion, odometry generation, interface support and data 
logging—to the corresponding DUT subsystem requirements defined in D3.3 [2]. For each subsystem 
requirement, the planned validation method (T/I/A/R/D) is indicated in parentheses, anticipating the 
verification activities to be detailed in the D3.4 Test Plan [4]. This mapping ensures a clear and traceable 
link between DUT capabilities and higher‑level system objectives, supporting consistent evaluation, 
repeatability of performance assessments and transparent traceability across all interacting 
subsystems (AIMN, Communication, Real Testing Platform and Laboratory Testing Platform). 
Requirements and validation strategies are systematically associated to facilitate complete coverage 
and compliance with ECSS‑aligned system engineering practices. 

Subsystems 
System 

Requirement code 
DUT Requirement code Notes 

R&L              
LAB 

SR-PER-R&L-0001 
SR-FUN-LAB-0012 

SR-FUN-DUT-001 (T) 
SR-VER-DUT-001 (T) 

 

3D and 1D PVT solution and relevant 
confidence intervals are necessary 
information for the evaluation of DUT 
performance in both the Real testing and 
Laboratory platforms.  

COM               
AUG 

SR-FUN-AUG-0001 
SR-DES-AUG-0002 
SR-INT-COM-001  
SR-INT-COM-002  
SR-INT-COM-003 

SR-FUN-DUT-002 (T) 
SR-FUN-DUT-005 (T) 

 

The ability to connect to the augmentation 
subsystem and process the augmentation 
data enables DUT to integrate augmentation 
data in the processing chain and compute 
the navigation solution. DUT receives 
augmentation data via the Communication 
subsystem (NTRIP/RTCM), which 
guarantees latency, secure transport, and 
mountpoint configuration. 

R&L              
LAB 

SR-PER-R&L-0002 
SR-FUN-LAB-0009 

SR-FUN-DUT-003 (I) 
SR-PHY-DUT-003 (T) 

 

The Real testing and Laboratory platforms 
use the DUT logging data to assess DUT 
performance during tests. 

AUG                 
COM 

SR-FUN-AUG-0001 
SR-FUN-AUG-0002 
SR-INT-AUG-0001 
SR-INT-COM-001  
SR-INT-COM-002  
SR-INT-COM-003 

SR-FUN-DUT-004 (T) 
 

Augmentation Network provides to the DUT 
augmentation data in RTCM SC-104 and SC-
134 formats ensuring interoperability with 
standard GNSS augmentation services. DUT 
relies on the Communication subsystem to 
receive RTCM messages under required 
latency and security constraints. 

R&L              
LAB         

SR-FUN-R&L-0002 
SR-FUN-LAB-0005 

SR-FUN-DUT-006 (T) 
 

The Track Database must be consistent with 
one used in the Real testing Platform and in 
the tests carried out on the Laboratory 
Testing Platform. 
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LAB SR-FUN-LAB-0011 SR-FUN-DUT-007 (T) 
 

DUT will use information contained in the 
digital map to compute VB Passage Time. 
This information will be used in the 
Laboratory Testing Platform to enable GNSS 
simulation + ETCS Simulation with 
traditional odometry. 

None — SR-INT-DUT-002 (I) 
 

Use and communication of external devise 
(e.g. laptop, servers, switch) is inside the 
DUT. It does not depend on other 
subsystems. 

COM                 
AUG 

SR-OPE-AUG-001 
SR-OPE-AUG-002 

SR-CON-AUG-002 
SR-INT-COM-001 
SR-INT-COM-002  
SR-INT-COM-003 

 

SR-OPE-DUT-001 (I) 
 

The DUT’s hot backup mode relies on the 
Augmentation system’s ability to manage 
service switching and mountpoint 
configurations to maintain continuity 
without degradation. Hot backup continuity 
depends also on the Communication 
subsystem managing mountpoint switching 
and network fallback. 

R&L 
SR-FUN-R&L-0003 
SR-A&C-R&L-0005 
SR-A&C-R&L-0006 

SR-INT-DUT-001 (I) 
SR-OPE-DUT-002 (I) 
SR-PHY-DUT-001 (T) 
SR-PHY-DUT-002 (T) 
SR-PHY-DUT-003 (T) 
SR-CON-DUT-001 (T) 
SR-VER-DUT-001 (T) 

 

DUT emulator is connected to an On-Board 
MFMC receiver. The Real testing platform 
provides the RF signals to be injected into 
the DUT receiver. DUT acquires and 
processes the raw messages coming from 
the receiver. This interface provides 
essential evidence for Assessment & 
Certification, including traceability and 
degraded-mode behaviour. 

R&L                 
LAB 

SR-PER-R&L-0001 
SR-FUN-R&L-0001 
SR-FUN-LAB-0002 
SR-FUN-LAB-0008 
SR-OPE-LAB-0001 
SR-A&C-R&L-0005 
SR-A&C-R&L-0006 

SR-VER-DUT-001 (T) 
 

Tests generated by Real and Laboratory 
Testing Platform should assess DUT 
performance for various rail settings and 
GNSS vulnerabilities. Outputs of DUT are 
used as certification evidence. 

5.4 HyVICE Real Testing Platform Subsystem Requirements 
The HyVICE Real Testing Platform provides a mixed‑reality environment that combines real on‑track 
dynamics with synthetic GNSS signal generation, as described in the high‑level architecture of 3.4. It 
enables the assessment of DUT performance under nominal, perturbed and degraded GNSS conditions 
while preserving the physical coherence of train motion and infrastructure‑dependent constraints.This 
section allocates the system‑level requirements involving Ground Truth generation, RF signal injection, 
environmental effects, temporal alignment and augmentation data handling to the corresponding Real 
Testing Platform subsystem requirements defined in D3.3 [2]. For each requirement, the planned 
validation method (Test, Inspection, Analysis, Review or Demonstration) is indicated in parentheses, 
anticipating the verification activities to be formalised in the D3.4 Test Plan [4]. 
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The mapping clarifies how the Real Testing Platform interacts with other subsystems (e.g., AIMN for 
augmentation data, DUT for RF injection and logging, Communication for augmentation transport) and 
ensures full traceability between high‑level system objectives and subsystem‑level design. By providing 
detailed notes on dependencies and rationale, this section supports coherent architectural integration 
and ECSS‑aligned V&V planning. 

Subsystems 
System 

Requirement code 

Real Testing Platform 

Requirement code 
Notes 

None — SR-FUN-R&L-001 (T) 
 

Test scenario generation is internal to the 
R&L subsystem: it drives the GNSS Signal 
Generator and Motion Profile; it does not 
require interaction with other subsystems. 
 

DUT               
LAB 

SR-FUN-DUT-0006 
SR-FUN-DUT-0007 
SR-FUN-LAB-0005 

SR-FUN-R&L-002 (T) 
 

The Track Database must be consistent with 
the digital map used in the DUT and in the 
tests carried out on the Laboratory Testing 
Platform. 
 

DUT 
SR-PHY-DUT-0001 
SR-PHY-DUT-0002 

SR-FUN-R&L-003 (T) 
 

The RF signal generated by R&L is 
consumed directly by the DUT; consistency 
in power, frequency and conditions is 
essential. 
 

DUT                  
SR-FUN-DUT-0003 
SR-PHY-DUT-0003 

SR-FUN-R&L-004 (T) 
 

Test Register contains GT and DUT data, 
including DUT Emulator PVT solutions, 
confidence intervals, Virtual Balise triggers, 
Ground Truth trajectories, RF scenario 
descriptors, augmentation/integrity 
messages. 
 

None — SR-FUN-R&L-005 (T) 
 

Ground Truth is generated by Real Time GT 
and aligned temporally with RF via Temporal 
Alignment Monitor; it does not depend on 
other subsystems. 
 

LAB SR-FUN-LAB-0011 SR-FUN-DUT-007 (T) 
 

DUT will use information contained in the 
digital map to compute VB Passage Time. 
This information will be used in the 
Laboratory Testing Platform to enable GNSS 
simulation + ETCS Simulation with 
traditional odometry. 
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DUT 

SR-VER-DUT-0001 
SR-FUN-DUT-0001 
SR-FUN-DUT-0002 
SR-A&C-R&L-0005 
SR-A&C-R&L-0006 

SR-PER-R&L-001 (A) 
 

The assessment of DUT performance 
requires reliable Ground Truth, repeatable 
RF conditions, and correct interpretation of 
augmentation and integrity information. The 
DUT must provide 3D and 1D PVT solutions 
with confidence intervals, under a variety of 
railway operational scenarios and GNSS 
vulnerabilities. Compliance with the 
Assessment & Certification requirements is 
ensured by DUT behaviour in degraded 
conditions and by the availability of 
complete and traceable test evidence. 

DUT              
SR-FUN-DUT-0003 
SR-PHY-DUT-0003 
SR-FUN-DUT-0003 

 

SR-PER-R&L-002 (A) 
 

To carry out the performance evaluation, it 
is necessary to have the DUT and GT data 
logging available. 

AUG 
COM 
DUT 

SR-INT-AUG-0001 
SR-INT-AUG-0002 
SR-INT-COM-0002 
SR-INT-COM-0003 
SR-PHY-DUT-0001 
SR-PHY-DUT-0002 

SR-INT-R&L-001 (I) 
 

The R&L interfaces can receive 
augmentation data and transmit RF signals; 
AUG provides corrections, COM transmits 
them, and DUT integrates them into 
processing. R&L transmits RF signals to 
DUT. 

None — SR-CON-R&L-001 (A) 
 

Local/global effects (multipath, 
interference, NLOS) are generated internally 
within the R&L subsystem and drive the 
GNSS Signal Generator. 

 

5.5 HyVICE Laboratory Testing Platform Subsystem Requirements 
The HyVICE Laboratory Testing Platform provides a controlled and configurable environment for 
simulating GNSS conditions, fault scenarios and ETCS interactions, as described in the high‑level 
architecture of 3.5. It supports multiple operational modes (MODE 1, MODE 2 and MODE 3), enabling 
GNSS‑only testing, comparison with traditional ETCS odometry and real‑time interaction with a 
modified ETCS OBU Simulator. 

This section allocates the system‑level requirements related to laboratory simulation, GNSS signal 
generation, scenario replay, degraded‑mode testing, ETCS integration and DUT interfacing to the 
corresponding Laboratory subsystem requirements defined in D3.3 [2]. For each requirement, the 
planned validation method (T/I/A/R/D) is indicated in parentheses, anticipating the verification 
activities that will be formalised in the D3.4 Test Plan [4]. 

The mapping highlights dependencies with other subsystems, such as the Real Testing Platform (Track 
Database, Track Environment, trajectory and Ground Truth), the DUT Emulator (RF injection, PVT/CI 
evaluation and logging), and the Augmentation system. These dependencies will be detailed in D3.2 [1] 
when defining subsystem interfaces and integration strategies, ensuring full traceability and 
architectural consistency. 
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Subsystems 
System 

Requirement code 

Laboratory Testing 

Platform Requirement 

code 

Notes 

R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-FUN-R&L-0005 

SR-FUN-LAB-001 (A) 
SR-FUN-LAB-002 (T) 
SR-FUN-LAB-003 (T) 
SR-FUN-LAB-007 (T) 
SR-OPE-LAB-001 (T) 

 

The Laboratory Testing Platform shall 
generate GNSS and EGNOS augmentation 
signals, including global and local error 
sources (multipath, interference, NLOS), 
based on the Track Database, trajectory and 
Track Environment information supplied by 
the Real Testing Platform. GNSS and 
augmentation signals are regenerated 
independently by the simulator according to 
MODE 1 architecture. 

R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 

SR-FUN-LAB-004 (T) 
SR-FUN-LAB-009 (T) 

 

The Laboratory Testing Platform generates 
Dynamic Ground Truth (1D/3D position, 
speed, acceleration) using Track Database, 
Track Environment and trajectory 
information provided by the Real Testing 
Platform. It also records the test registers 
required to support the performance 
evaluation of the DUT. 

DUT 
SR-INT-DUT-0002 
SR-PHY-DUT-0002 

SR-INT-LAB-001 (T) 
SR-INT-LAB-002 (T) 
SR-PHY-LAB-001 (T) 

 

The GNSS Simulator generates RF GNSS and 
EGNOS signals (MODE 1–3) to be injected into 
the DUT through the LAB RF interfaces. 
In MODE 3, the DUT provides PVT + CI to the 
ETCS OBU Modified Simulator through a 
dedicated LAB interface. 

DUT                  SR-PHY-DUT-0002 SR-PHY-LAB-001 (T) 
 

DUT Emulator Components DUT Emulator 
shall include the RF cables, and the 
laboratory shall have an RF connector 
output.   

R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-A&C-R&L-0002 

SR-FUN-LAB-001 (A) 
SR-FUN-LAB-002 (T) 
SR-CON-LAB-001 (T) 

 

The Laboratory Testing Platform shall 
simulate GNSS-specific errors (multipath, 
interference, NLOS, global/local error 
sources). GNSS signal generation and error 
modelling use Track Database and Track 
Environment information provided by the 
Real Testing Platform. The LAB configures 
global/local error models and the GNSS 
simulator configuration to reproduce 
realistic rail environments. 
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R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-A&C-R&L-0004 

SR-FUN-LAB-002 (T) 
SR-FUN-LAB-007 (T) 
SR-FUN-LAB-008 (T) 

 

The Laboratory Testing Platform shall 
simulate the different physical railway 
environments (urban areas, tunnels, deep 
valleys, forests), using the Track Database 
and Track Environment information 
provided by the Real Testing Platform. 
These simulations shall support the future 
evaluation of ASTP performance across 
diverse physical rail conditions required for 
certification. 

R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-A&C-R&L-0005 

SR-FUN-LAB-002 (T) 
SR-FUN-LAB-006 (T) 
SR-FUN-LAB-007 (T) 
SR-FUN-LAB-008 (T) 

 

The Laboratory Testing Platform shall 
simulate degraded GNSS conditions 
required for certification, including partial 
and complete GNSS signal loss, masking, 
severe multipath, and other degraded 
scenarios. These degraded-mode 
simulations rely on Track Database and 
Track Environment information provided by 
the Real Testing Platform and are 
implemented through LAB scenario 
generation and Local Effects configuration. 

R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 

 

SR-FUN-LAB-002 (T) 
SR-FUN-LAB-007 (T) 
SR-FUN-LAB-010 (T) 

 

The Laboratory Testing Platform shall replay 
recorded or synthetic scenarios, including 
simple intentional interferences. Scenario 
replay relies on Track Database and Track 
Environment information provided by the 
Real Testing Platform and is implemented 
using the GNSS signal generation capability 
and Local Effects configuration. Replay is 
limited to NMEA files and basic interference 
patterns, as specified in D3.3 [2]. 

R&L 
DUT 

SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-FUN-DUT-0003 

SR-FUN-LAB-002 (T) 
SR-FUN-LAB-007 (T) 
SR-FUN-LAB-009 (T) 
SR-FUN-LAB-011 (T) 

 

The Laboratory Testing Platform shall 
support MODE 2 operation, where the ETCS 
OBU Simulator provides 1D PVT and 
confidence intervals using traditional 
odometry. These data are compared with 
the DUT logs to evaluate differences 
between traditional and modern odometry. 
Scenario replay and GNSS simulation rely 
on Track Database and Track Environment 
information from the Real Testing Platform 
and use the LAB GNSS generation and Local 
Effects configuration capabilities. The 
Laboratory Testing Platform records all 
necessary registers for post-processing. 
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R&L 
DUT 

SR‑FUN‑DUT‑0001 
SR‑INT‑DUT‑0002 
SR‑FUN‑R&L‑0001 
SR‑FUN‑R&L‑0002 

SR-FUN-LAB-002 (T) 
SR-FUN-LAB-009 (T) 
SR-FUN-LAB-012 (T) 
SR-INT-LAB-002 (T) 

 

In MODE 3, the Laboratory Testing Platform 
enables the Modified ETCS OBU Simulator 
to receive in soft real-time the 1D PVT 
solution and confidence intervals computed 
by the DUT. The interface between DUT and 
OBU modified simulator is provided by the 
LAB, while GNSS simulation and scenario 
consistency rely on Track Database and 
Track Environment information supplied by 
the Real Testing Platform. The LAB records 
all relevant registers for performance 
evaluation. 

 

5.6 Sensor Error Simulator Subsystem Requirements 
The Sensor Error Simulator subsystem (3DM) provides the 3D modelling and ray-tracing capabilities 
required to support GNSS propagation analysis, multipath modelling and the simulation of local effects 
that cannot be reliably reproduced in field tests. As described in 4, the 3DM component generates a 
detailed 3D reconstruction of the San Donato test track and surrounding environment, exports it in 
simulation‑compatible formats, and aligns it spatially with Ground Truth references. These capabilities 
are required for enabling realistic GNSS error simulation and for supporting advanced scenario 
analysis. This section maps the system‑level requirements related to physical‑environment modelling, 
ray‑tracing support, coordinate reference consistency and GNSS‑specific error representation to the 
corresponding 3DM subsystem requirements defined in D3.3 [2]. For each requirement, the planned 
validation method (T/I/A/R/D) is indicated in parentheses, anticipating the verification activities to be 
formalised in the D3.4 Test Plan [4]. The mapping also highlights dependencies with other subsystems, 
such as the Real Testing Platform (Track Database, Track Environment, Ground Truth), and the 
Laboratory Testing Platform (configuration of local and global error models), which will be further 
detailed in D3.2 [1] when specifying interfaces and integration workflows. By establishing clear 
allocation and traceability links, this section ensures architectural consistency and supports 
ECSS‑aligned V&V planning. 

Subsystems 
System 

Requirement code 

Sensor Error Simulator 

Requirement code 
Notes 

R&L 
SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-A&C-R&L-0004 

SR-FUN-3DM-001 (I) 
 

The 3D Modelling subsystem shall build a 
detailed 3D representation of the San 
Donato track and surrounding obstacles, 
using Track Database and Track 
Environment information provided by the 
Real Testing Platform. The 3D model is 
required as input for validating the physical 
rail environments in the future ASTP 
certification process. 
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R&L 
SR-FUN-R&L-0002 
SR-A&C-R&L-0010 

SR-INT-3DM-001 (T) 
 

The 3D model shall be exported in a 
Spirent‑compatible format, enabling the 
GNSS simulator within the Laboratory 
Testing Platform to import the model for ray-
tracing or propagation modelling for future 
developments. The requirement derives 
from applicable standards and uses 
geometry from the Real Testing Platform. 

R&L 
SR-FUN-R&L-0005 
SR-A&C-R&L-0010 

SR-INT-3DM-002 (T) 
 

The 3D model shall be georeferenced to the 
Ground Truth positions, ensuring 
consistency between simulated and real-
world geometry. The Real Testing Platform 
provides the needed GT reference, and 
coordinate reference systems are defined 
by the applicable standards. 

LAB 
R&L                  

SR-FUN-R&L-0001 
SR-CON-LAB-0001 
SR-A&C-R&L-0002 

SR-FUN-3DM-001 (A) 
 

The 3D Modelling subsystem supports 
GNSS-specific error simulation by providing 
a realistic representation of obstacles for 
multipath, NLOS and interference 
conditions. These models feed the 
Laboratory Testing Platform, which uses 
Local/Global error configuration for future 
ASTP certification. 

R&L 
LAB 

SR-FUN-R&L-0001 
SR-FUN-R&L-0002 
SR-A&C-R&L-0004 

SR-FUN-3DM-001 (I) 
SR-INT-3DM-002 (T) 

 

The 3D model supports the future 
ASTP-relevant evaluation across real railway 
environments (urban, tunnels, deep valleys, 
forests). The LAB shall use the 3D model in 
the future to replicate physical rail 
conditions in simulation, built using Track 
DB and environment data. 
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6 Constraints and Limitations 
The HyVICE platform has been designed to provide a flexible, scalable and mixed‑reality environment 
for the validation of GNSS‑based train positioning solutions. Despite its advanced architecture, several 
intrinsic constraints and limitations must be acknowledged when interpreting the results obtained from 
both laboratory and real‑world testing. These constraints arise from technical, environmental, 
methodological and regulatory factors, and reflect the current maturity of GNSS‑based positioning 
technologies and the boundaries of the underlying safety and certification framework. 

From a technical perspective, HyVICE relies on a specific physical test environment (the San Donato 
test circuit), a finite set of augmentation streams, configurable but ultimately simplified GNSS error 
models, and strict requirements for time synchronisation and data coherence. While these elements 
allow controlled, repeatable and traceable testing, they inevitably limit the representativeness of the 
entire spectrum of operational and environmental conditions encountered across the European rail 
network. Laboratory simulations, although highly configurable, cannot fully reproduce the geometric, 
electromagnetic and environmental variability of real railway environments. Furthermore, the 
integration of external augmentation sources introduces heterogeneity in message formats, update 
rates and service continuity, which may impact system comparability. From an architectural and 
operational viewpoint, several HyVICE components—including the 3D Modelling tool, the Real Testing 
Platform, the Laboratory Testing Platform and the DUT Emulator—are designed for research and 
pre‑certification purposes. As such, they do not yet embody the full set of interfaces, operational 
constraints or safety characteristics expected in a future industrial ASTP‑compliant system. Limitations 
also stem from the reuse of data and infrastructure specific to the San Donato environment, which 
cannot be directly extrapolated to all railway infrastructures without supplemental modelling or 
data‑collection efforts. 

From a methodological and regulatory standpoint, the current CENELEC safety framework (EN 
50126/50129/50716) based on functional safety (IEC 61508) has been historically tailored to 
deterministic systems operating in controlled environments. When adopting GNSS and other advanced 
sensors with stochastic behaviour, the classical “closed environment” assumptions no longer fully 
apply. Such technologies inherently introduce uncertainty and environment‑dependent performance 
degradation (e.g., multipath, atmospheric disturbances, masking), which are not comprehensively 
captured by traditional functional safety analyses based solely on HW random failures and SW 
systematic faults. This gap requires complementary approaches—such as the SOTIF methodology 
(ISO/PAS 21448)—to address unknown unsafe scenarios through massive simulations and 
probabilistic evaluation. Consequently, part of the limitations observed in HyVICE stem directly from 
possible issues related to the way in which the normative framework itself is used, which is still evolving 
to accommodate stochastic sensor-based systems. 

Taken together, these constraints highlight the importance of interpreting HyVICE test results within the 
boundaries of the experimental environment, available models, and current regulatory guidance. They 
also reinforce the rationale for using hybrid and simulation‑based testing to complement real‑world 
trials, and for progressively integrating advanced error‑modelling, digital‑twin and SOTIF‑oriented 
methodologies. The following subsections detail the main constraints and limitations that affect the 
representativeness, completeness and generalisability of the results produced by the HyVICE platform. 
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6.1 Limited representativeness of the San Donato test environment 
The San Donato test circuit provides a well‑instrumented and controlled environment, but it represents 
only a subset of the operational conditions encountered across the European rail network. Its 
geographical, structural and environmental characteristics cannot fully reproduce the diversity of 
terrain types (tunnels, deep cuttings, viaducts, forests, urban canyons), traffic conditions, 
electromagnetic environments or infrastructure layouts found in real‑world lines. As a result, findings 
obtained on this track may not generalise to all operational scenarios, requiring simulation‑based 
extensions or additional field testing to ensure full representativeness.  

6.2 Natural variability in augmentation stream availability 
Although the AIMN provides high‑availability augmentation streams through redundant architectures, 
variations in network load, atmospheric conditions, reference‑station visibility, or backend 
maintenance activities may lead to occasional fluctuations in message update rates or temporary 
degradation of service continuity. These events are not failures but intrinsic characteristics of 
distributed augmentation networks. They introduce variability that must be accounted for when 
analysing DUT performance, particularly for applications requiring strict latency or continuity 
guarantees. 

6.3 Simplifications in GNSS and sensor error modelling 
The laboratory simulation of global and local GNSS effects relies on simplified or parametric models of 
multipath, masking, atmospheric disturbances and interference. While suitable for reproducible 
testing, these models cannot capture the full spatial and temporal complexity of real‑world propagation 
phenomena, especially in geometrically intricate environments such as stations, viaducts or dense 
urban areas. As a result, laboratory‑generated error scenarios may underestimate or overestimate 
certain effects, requiring careful interpretation of test outcomes. 

6.4 High dependence on time‑synchronization quality 

The hybrid nature of HyVICE requires strict temporal alignment among Ground Truth sensors, IMU data, 
motion‑profile predictions and GNSS RF signal generation. Minor timing jitter, drift or 
measurement‑synchronisation errors can propagate through the processing chain, affecting the 
reconstruction of motion states, the consistency between real and synthetic data streams and the 
repeatability of the entire test scenario. The performance of the platform is therefore tightly linked to 
the stability and accuracy of the reference‑time distribution.  

6.5 Limited configurability of external augmentation sources 
When external augmentation networks (e.g., EGNOS, third‑party NTRIP casters) are used for relay or 
comparison, heterogeneity in update rates, message formats, mountpoint naming conventions or 
service‑level agreements may limit the ability to maintain homogeneous configurations across all test 
conditions. This poses challenges when performing fair comparisons or benchmarking multi‑network 
switching mechanisms.  
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6.6 Digital Map validity limited to the San Donato infrastructure 
The Railway Digital Map used within HyVICE is tailored to the San Donato circuit and cannot be directly 
reused for other lines without a dedicated surveying campaign. Its geometry, waypoint resolution and 
optional environment layers (e.g., virtual balises, trackside structures) reflect the characteristics of this 
specific line only, limiting the scope of tests that rely on map‑dependent functions. Its structure, 
waypoint resolution and environment layers are specific to this line and not directly transferable to 
other networks without re‑surveying. 

6.7 DUT Emulator not representing a full ASTP‑compliant industrial product 
The DUT Emulator provides high‑fidelity behaviour for research and prototyping purposes, but it does 
not implement the complete set of interfaces and operational functions expected in a future 
ASTP‑compliant onboard unit. Certain behaviours or reactions may therefore differ from those of an 
industrial system undergoing real‑world certification. 

6.8 Sensor Error Simulator treated as a parallel, still‑maturing activity 
The Sensor Error Simulator operates outside the real‑time loop and is still under development. Its 
outputs support scenario analysis and safety studies, but the lack of real‑time integration limits its 
contribution to dynamic hybrid testing. 

6.9 Standard-compliant but non‑certified integrity messages 
RTCM SC‑134 integrity streams implemented in the platform follow the latest draft specification of the 
standard. While suitable for research and validation, these messages may evolve as the standard 
progresses toward a finalised version, requiring future adaptation in industrial deployments. 

6.10 Applicability of current CENELEC framework for GNSS‑based systems 
Current CENELEC railway safety standards (EN 50126/50129/50716) are historically designed for 
deterministic systems operating in a controlled and predictable environment. When advanced sensors 
with stochastic behaviour—such as GNSS, cameras, or radars—are used for high‑integrity train 
positioning (SIL3/SIL4), the classical “closed environment” assumptions no longer hold. Environmental 
variability, multipath, atmospheric disturbances and intrinsic sensor limitations cannot be fully 
addressed through traditional functional‑safety approaches based solely on hardware random failures 
and software systematic faults. This raises possible questions about how the current CENELEC safety 
integrity concept can be used for future ASTP-like systems. 

To ensure the safety of GNSS‑based positioning under open or partially‑open operating conditions, the 
automotive SOTIF standard (ISO/PAS 21448) provides complementary methods that specifically target 
“unknown unsafe” scenarios through extensive scenario‑based simulations and statistical evaluation. 
Integrating SOTIF with the CENELEC RAMS framework enables a virtual closing of the open 
environment, supporting the derivation of Safety‑Related Application Conditions (SRACs), the 
extension of hazard logs, the quantification of environmental contributions to the total Total Hazard 
Rate (THR), and the identification of critical test scenarios. 
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This combined approach, already anticipated in D2.4 [5], provides the methodological foundation to 
demonstrate safety of the intended functionality for systems whose performance is influenced by 
stochastic environmental effects. It also justifies the need for extensive GNSS‑based simulation 
campaigns and hybrid testing infrastructures—such as HyVICE—that can generate controlled, 
repeatable and statistically meaningful scenario variations. 

6.10.1 Integration of CENELEC and SOTIF standards for train positioning using GNSS 

The set of basic railway standards CENELEC EN 50126/50129/50716 ( [6], [7], [8], [9]) focuses on 
dependability and safety management (RAMS). These standards are intended primarily for classical 
deterministic systems in a "closed" operating environment where external influences and conditions 
can be predicted and controlled. Examples of such devices are track circuits, axle counters or balises, 
which are based on functional safety principles. The system knows exactly what inputs to expect, and 
the infrastructure is adjusted to provide these inputs. 

However, the introduction of advanced sensors such as GNSS, cameras, radars etc. with stochastic 
characteristics for the purpose of safe train positioning is changing the railway environment from 
"closed" to "open", which brings a fundamental change in the concept of railway safety.  

The original EN 50128 standard [10] for SW of safety-related systems is no longer sufficient, as it was 
primarily intended for deterministic systems. Even the latest standard EN 50716:2023 [9], which 
replaces standards EN 50128 and EN 50657 [11], is not sufficient for these systems with stochastic 
properties, due to its focus on deterministic systems.  EN 50716 is based on functional safety principles 
(like IEC 61508 [12]), which assume that a system either functions according to specification or fails – 
a failure occurs, e.g., due to environmental effects. However, the stochastic behaviour of sensors (e.g., 
noise in GNSS data or uncertainty in object detection by a camera) is not a "failure" in the classical 
sense, but a property or limitation of the technology. Although EN 50716 mentions AI/ML (in Annex C), 
it encourages caution and does not yet consider these technologies to be fully verifiable for high 
integrity levels (SIL) exactly because of their statistical nature.  

Currently (2026), there is no CENELEC set of standards for railway safety that fully covers the safety of 
systems with stochastic characteristics and that could be used for future certification of these 
systems, e.g., ASTP. However, a solution may be to use the automotive standard ISO/PAS 21448, called 
SOTIF (Safety of the Intended Functionality) [13], which covers together with ISO 26262 (functional 
safety) [14] the safety of the latest automotive ADAS/ADS systems in complex environments. While EN 
50716 addresses the issue of software "not making an error in the code" , SOTIF addresses situations 
where the hardware and software runs faultlessly, but the system still responds dangerously mainly 
due to: (a) technological limitations of sensors -  e.g., GNSS performance is affected by  multipath 
propagation or radar cannot see pedestrians in heavy rain, and (b) statistical uncertainty -  SOTIF 
directly requires validation based on (often massive) simulations and probabilistic analyses to cover 
"unknown unsafe scenarios." SOTIF principles are used as guidelines in automotive and they are 
recognized as a reference for the automotive market that is much bigger than the railways one.  
However, differently from the CENELEC norms, SOTIF is not mandatory for the car makers, and then, 
there is not a mandatory assessment scheme for functional safety in automotive domain.  
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In the P-CAR project1, managed by Radiolabs, the approach is to establish a general Safety Assessment 
methodology concerning the evaluation of CCAM and ADS functionalities, which will enable the P-CAR 
laboratory to test the ADS functionalities in accordance with the applicable regulations and technical 
standards identified. The main goal of the project is to make the laboratory able to carry out test 
campaigns for assessing safety compliance of the different functionalities under test that complies 
with regulations and standards, covering all required test scenarios. The safety assessment 
methodology to be used inside the P-CAR laboratory is based on the SOTIF activity flow described. The 
final objective is to demonstrate that the residual risk of the caused hazardous scenarios is sufficiently 
low, meaning equal to or lower than the acceptance criteria.  

The ISO 21448 regards the analysis of the Safety Of The Intended Functionality (SOTIF) under Safety 
aspect to minimize the residual risk considering the results from Verification and Validation (V&V), 
including Model-in-the-Loop (MiL), Software-in-the-Loop (SiL), Hardware-in-the-Loop (HiL) or other 
approaches similar to the ones under development in the Vice4Rail project. 

In this section, we propose a methodology according to which EN 50716 ensures the integrity of 
software development (process framework) and SOTIF is necessary to validate that, e.g., stochastic 
errors in GNSS and sensors will not lead to a dangerous underestimation of position error (known as 
Protection Level). EN 50716 proves that the "product was created correctly" (SW without internal 
defects), and SOTIF additionally proves that the "correct product was created" – suitable for the real 
world, which is unpredictable and stochastic.  

Shortly, this proposed approach is about the integration of safety concepts according to CENELEC and 
SOTIF. It is an extension of the existing safety integrity concept according to CENELEC standards for 
railway systems based on advanced sensors with stochastic characteristics operating in a demanding 
environment with difficult-to-predict external influences. This extension virtually closes the "open" 
unpredictable physical operating environment and enables to achieve and demonstrate the required 
safety of the intended functionality (under failure-free status, i.e. no HW/SW failures) using massive 
simulations of "unknown unsafe" operational scenarios and their statistical evaluations – i.e. THR 
determination.The subsections below provide more detailed information, evidence, and other facts 
justifying the integration of CENELEC and SOTIF standards and the related extension of the CENELEC 
safety integrity concept for advanced sensor systems.  

This description builds on the analysis started in section 3 of D2.4 [5]. 

6.10.1.1 Railway and automotive safety in operating environment   

6.10.1.1.1 Railway CENELEC standards 

The CENELEC safety standard EN 50129 (system safety) and the related standards of the EN 50126 
(RAMS) / EN 50716 (SW) series primarily focus on functional safety (FuSa) in the railway operating 
environment, i.e. the prevention of hazards caused by technical system failures due to random 
hardware failures or systematic software/design faults. The prediction of environmental effects is a key 
part of the safety and dependability management process (RAMS) according to CENELEC standards. 

 
1 ESA - ESA-backed autonomous driving lab set for Italy 

https://www.esa.int/Applications/Satellite_navigation/ESA-backed_autonomous_driving_lab_set_for_Italy
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The standards require that climate and environmental risks shall be considered throughout the 
product's lifetime, and not doing so may result in products being unable to fulfil their intended use. 

In the railway environment, it has always been possible to assume that if the system is functioning 
correctly (without dangerous failure), it is safe, thanks to controlled application conditions. Dangerous 
events caused by environment, external influences and other application conditions are addressed 
through the definition of Safety Related Application Conditions (SRACs), which precisely define the 
conditions under which the system is safe. In the railway world, it has long been the case that almost 
all relevant environmental conditions and external influences and scenarios were "known, controllable 
and predictable." Railway FuSa is based on the knowledge of possible hazards and on measures to 
mitigate the related risks.  

However, this basic safety concept based on FuSa (CENELEC) may be not complete when 
implementing advanced sensors (e.g. GNSS receivers, cameras, radars) into rolling stock for signalling 
and autonomous train control, similarly as automotive  FuSa (ISO 26262) has failed to ensure the 
required safety in the automotive industry in the area of advanced driver assistance systems (ADAS) 
and automated driving systems (ADS). Therefore, new safety techniques and standards had to be 
developed for ADAS/ADS.  

This document therefore discusses the railway application of safety methods, techniques and 
standards that have recently been developed to achieve the required safety in the area of ADAS/ADS, in 
particular those using GNSS-based vehicle positioning. 

6.10.1.1.2 Automotive ISO 26262 and SOTIF standards 

A safe ADS means that all hazards associated with ADS operation are fully under control using safety 
functions with the required safety integrity. The automotive standard ISO 26262 covers functional safety 
of electrical/electronic (E/E) vehicle equipment in the event of HW failures and SW faults throughout 
the life-cycle equipment under well predictable operating conditions including extreme effects. 
According to ISO 26262, and similarly to the railway standards EN 5012x/ EN 50716, a system is 
functioning safely if it has no dangerous failure. 

However, ISO 26262 does not apply to vehicle safety in the absence of E/E equipment failure, e.g., in 
the event of ADS malfunction due to unforeseen changes in a complex operating environment or human 
driver error. This has led the automotive industry to start addressing hazardous behaviour of systems 
caused by insufficiencies in the system design and limitations in system performance. Thus the 
ISO/PAS 21448 standard was developed and is referred to as SOTIF (Safety Of The Intended 
Functionality). Unlike traditional functional safety (ISO 26262), SOTIF focuses on hazards that can 
occur even when the system is functioning as designed (i.e. no technical failure in the sense of FuSa), 
but the design itself is not robust enough for all operational situations. 
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Figure 12 – Visualisation of the SOTIF known/unknown and safe/unsafe operational scenario categories 

SOTIF is the implementation of safety measures to prevent or mitigate hazardous events at the vehicle 
level caused by functional insufficiencies, insufficiencies in requirements specifications, unexpected 
operating conditions within the Operational Design Domain (ODD) with an impact on, e.g., sensor 
malfunction (GNSS jamming, camera glare from the sun) and incorrect user behaviour. This standard 
focuses mainly on design guidelines of the intended functions and procedures for their verification and 
validation (V&V) – often achieved through extensive simulations. According to ISO/PAS 21448, four 
basic operational scenarios of are considered [13] – see Figure 12. The goals of the SOTIF process with 
respect to Area 1, Area 2, and Area 3 and relevant scenarios are: 

• Area 1: Maximize or maintain area, while minimizing Areas 2 & 3. This retains or improves safe 
functionality. 

• Area 2: Minimize area with technical measures to an acceptably small level, with statistical sig-
nificance of that level appropriate to the relative impact of the technical measure; evaluate the 
potential risk and, if necessary, move hazardous scenarios into Area 1 by improving the function 
or by restricting the use/performance of the function. 

• Area 3: Minimize area (the risk of the unknown) as much as possible with an acceptable level of 
effort (every detected hazardous scenario is moved into Area 2). 

SOTIF is mainly aimed at reducing risks in cases referred to as unknown/unsafe (SOTIF Area 3) using 
massive simulations of the related operational scenarios. Unknown means a hardly anticipated 
operational situation and unsafe means the presence of hazards in the system due to limitations of the 
intended functionality under fault-free conditions. 

The SOTIF methodology is based on a phased and iterative approach: 

• Phase 1: Identify the applicable use cases considering specific operational situation,  
• Phase 2: Identify the related hazards (risk) for each use case,  
• Phase 3: Identify the root causes (or trigger events of the hazards),  
• Phase 4: Identify possible mitigation to reduce the risks,  
• Phase 5: Create a test strategy to cover all the aspects detected during the hazard analysis and 

to implement mitigation for the risk reduction,  
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• Phase 6: Design test cases to cover all the relevant scenarios.  
• Phase 7: Review all phases of the assessment to evaluate whether the activities of the method-

ology have been carried out completely and correctly.  

This iteration allows moving between phases based on specific needs. The outcomes of each phase 
serve as input for the next phase. 

6.10.1.2  Safety terminology related to operational environment 

The integrity of individual safety functions and entire systems must be ensured in the environments in 
which they operate. These are often demanding environmental conditions and external influences that 
must be coped with throughout the entire life cycle – this is also the case with the safe train positioning 
(SIL 4) based on GNSS. 

Before we address the identification of synergies  in the development of railway and automotive safety 
systems, particularly those based on GNSS and the possible use of the automotive safety concept 
SOTIF in railways, it is first necessary to explain (in accordance with the relevant standards),  relevant 
terms and abbreviations used and the differences between them, such as environmental conditions, 
external influences, railway SRACs, automotive ODD, open and closed environments, etc. 

6.10.1.2.1 Environmental conditions and external influences 

According to the CENELEC EN 50125-1 standard (environmental conditions for equipment), 
environmental conditions are physical, chemical or biological conditions, external to a product to 
which it is subjected at a certain time. It also states that the defined environmental conditions are 
considered as normal in service; occasionally more severe conditions may be specified. 

On the other hand, the term external influences is often used for events, phenomena, or conditions 
that are outside the standard, predictable operating range, or that represent random or unlikely threats 
that the system must be able to either withstand or respond safely when they occur.  

In EN 50129 it is stated that the Safety Case is therefore valid only within the specified range of external 
influences, as defined in the system requirements specification. Safety is not assured outside these 
limits, unless additional special measures are provided. However, so far as reasonably practicable, 
safety-related systems should be designed to remain safe even if subjected to external influences 
outside the specified limits. This further tightening of the conditions for required safety in the railway 
environment has so far been possible thanks to controllable operating conditions, provided that if the 
system functions technically correctly (i.e. without hazardous failure), it is safe. This was true until the 
introduction of advanced sensors such as GNSS, cameras, radar, etc., whose performance in difficult 
operating environments is measured and expressed using statistical and probabilistic metrics. 

In CENELEC standards, terms environmental conditions and external influences are not strictly 
separated into two different categories of hazard causes but rather complement each other. The 
difference in CENELEC is therefore that environmental conditions are "what we expect", while 
external influences are "what we must be prepared to cope with", even if they occur rarely or outside 
normal operating conditions.  
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Intentional GNSS jamming and spoofing are typical external causes of a hazard (threat) according to 
CENELEC, which need to be considered in safety analysis - often in conjunction with cybersecurity and 
railway safety aspects. While mild multipath phenomena are part of the "normal environment," defined 
by environmental conditions, extreme events that threaten signal integrity are considered external 
influences.  

6.10.1.2.2 Systematic fault or random failure due to operating environment 

According to EN 50126-1, large fractions of failures, due to environmental conditions (e.g. temperature, 
moisture, GNSS multipath effect, humidity, etc.) and external influences (EMI, vibration, GNSS spoofing 
and jamming), can be considered both systematic or random.   

The EN 50129 standard requires safety engineers to perform a rigorous Hazard Analysis and take into 
account all reasonably foreseeable operating conditions, external influences, and even misuse: 

▪ If an experienced and careful engineer should be able to predict a given influence (e.g., normal 
weather phenomena, standard EMI levels, normal voltage fluctuations in the power grid) and yet 
did not take it into account in the design, this is clearly a systematic fault in the design. It is an 
error in engineering judgment or insufficient specification. 

▪ If an event resulting from an (extreme) external influence falls into the "unpredictable" category 
(i.e., beyond the limits of reasonably predictable engineering judgment and specifications), the 
CENELEC system of standards does not usually consider it a design error. A failure event due to 
an external influence that cannot be predicted or systematically prevented within the normal de-
sign process is typically considered a random failure or an event outside the scope of normal 
safety assessment. Random failures are failures that occur at random times and are the result of 
one or more degradation mechanisms (e.g., wear, natural aging, extreme but statistically unpre-
dictable fluctuations). In other words, in the case of random failures, we do not have sufficient 
knowledge to describe the mechanisms that lead to them and prevent them. 

The above opinion on the classification of the predictability of operating conditions and external 
influences by CENELEC was mainly related to the technologies used to date (track circuits, axle 
counters, track balises), which made the railway environment reasonably controllable and reasonably 
foreseeable. This is no longer the case with the use of GNSS, cameras, radars, and other new 
technologies for effective railway signalling and autonomous train control. For this reason, we are 
trying, for example, to analyse the automotive safety concept SOTIF, which could help to “fully” ensure 
the required safety even when using these new technologies. 

6.10.1.2.3 Railway SRACs and automotive ODD 

SRACs 

Railway Safety-Related Application Conditions (SRACs) [8] specify the conditions under which a 
product or system must be used, installed, and maintained throughout its life cycle. SRACs are used to 
precisely define the scope within which safety assessments/certifications apply to a given railway 
system - e.g., according to SIL 4. They allow system suppliers to limit the complexity of their designs 
and focus on ensuring safety in a defined, constrained environment.  
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The main uses of SRACs are for: (a) defining responsibilities – they clearly define what the supplier is 
responsible for and what the operator is responsible for, (b) basis for approval – they are a critical 
document in the approval process at the Railway Authority, and (c) operating manuals – they form the 
basis for operating and maintenance procedures on the railway. SRACs naturally also include 
environmental conditions and other external influences.  

SRACs do not cover only a narrow range of external influences but comprehensively define all safety-
relevant constraints and conditions that go beyond the technical characteristics of the product itself 
and require compliance by the user, operator, or entity responsible for maintenance. SRACs are 
therefore closely related to the term of "exported risks". SRACs are essentially a formalized way of 
transferring risk from the supplier to the operator or user of the system. The supplier says: "I have 
designed a system that is safe (e.g., SIL 4) if you comply with these conditions (SRACs)." The risk that 
the conditions will not be met is exported to the railway operator. If the operator violates SRAC (e.g., 
fails to perform maintenance on time or operates the system outside the defined track sections), the 
potentially dangerous event is no longer primarily the fault of the system supplier, but the fault of the 
operator who failed to comply with the safety-relevant conditions of the application. SRACs are 
therefore a key tool for managing and defining responsibility for exported risks within the entire railway 
system. 

ODD 

The Operational Design Domain (ODD) defines the specific operating conditions and parameters under 
which a given autonomous driving system or assistance function (e.g., automatic lane keeping) is 
designed to function correctly and safely. ODDs serve as a fundamental framework for developers, 
regulators, and users. 

Typical parameters specified by ODD include: (a) geographical area - specific mapped roads, highways, 
or geographical positions, (b) road type and conditions - road type (highway, urban, rural), quality of 
signage, presence of narrowing or construction work, (c) weather conditions - rain, snow, fog, dry 
conditions. (d) lighting/time - daylight, night, dusk, (e) speed range - minimum and maximum speeds at 
which the system operates, and (f) traffic conditions - traffic density, presence of pedestrians, cyclists, 
or animals.  

From the perspective of using GNSS for safe vehicle positioning, ODDs will include additional 
parameters for multipath effect, EMI, spoofing, jamming, extreme environmental phenomena (strong 
ionospheric or atmospheric interference), rare and unforeseeable failures in constellation 
(simultaneous failure of multiple satellites), and others. 

ODD versus SRACs 

ODD in the automotive industry is essentially equivalent to SRAC in the railway sector. Both concepts 
serve essentially the same purpose, although they differ in detail and context of use - they define the 
precise boundaries and conditions under which a system is considered safe and functional. Both terms 
define a "safe playground" for a given system. This includes: 

▪ Definition of the scope of safety: The manufacturer or supplier declares that the system is safe 
and certified only if the ODD/SRACs conditions are met. 

▪ Transfer of responsibility: Violation of these conditions typically transfers responsibility for any 
accident or incident from the supplier to the operator, driver, or end user (exported risks). 
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▪ Basis for approval: They are a key part of the safety documentation (Safety Case for railways, 
Safety Assessment for automotive) submitted to the approval authorities. 

6.10.1.2.4 Railway closed operational environment and deterministic safety concept 

In terms of operation and the method of detecting the train position, it can be considered that traditional 
railway safety systems operate in a closed environment, which is characterized by predictability and 
high-risk control. Track circuits, axle counters and balises are compliant with CENELEC. A railway 
system is designed according to specific engineering design rules, and it must normally be able to cope 
with random events such as the failure of a balise, the theft of a balise, a very noisy track circuit signal, 
abnormal odometer errors, etc. Thus, the system knows exactly what inputs to expect from the nominal 
design point of view, but it must be robust and safe with respect to deviations from these nominal 
expected inputs. The magnitudes and the effects of the deviations would be reported in the system 
safety case. In this closed environment, the operator has full control over the physical parameters that 
affect safety. Risks due to EMI and other external influences of the operating environment are minimized 
to an acceptable level by technical standards for rolling stock and tracks. 

Specifically, ETCS with balises and odometry (based also on IMU and radar) is a reasonably predictable 
environment. It was developed according to CENELEC standards and certified according to SIL 4.  This 
configuration, combining absolute train positioning using physical balises and relative positioning 
between balises using odometry, works on the principle of firmly defined positioning marks (balises) on 
the infrastructure, which reset the accumulated odometry error when the train passes. Although there 
is a certain deviation in odometry, e.g. due to wheel slip, the system accounts for it using the so-called 
confidence interval (safety tolerance), which is clearly defined by the ETCS standards. The deterministic 
behaviour of the system in a closed environment is supported by the fact that the signal from the balise 
is transmitted over a very short distance (approx. 1 m) by inductive coupling, which is an environment 
resistant to external interference and atmospheric influences. 

CENELEC standards (in particular EN 50126-1) require the systematic identification and analysis of 
external influences as part of the overall risk management and RAMS process. In the railway sector, 
external influences (environment, power supply, human factors) are analysed primarily in terms of their 
ability to cause a system failure. External influences are viewed as causes of a hazardous failure. If the 
environment causes, e.g., an excessive GNSS position error of train, this is considered a data integrity 
failure2.  

6.10.1.2.5 Automotive open and virtually closed operational environment 

Unlike rail transport, road transport is characterised by an open environment: cars move in a chaotic, 
shared space with pedestrians, cyclists, different types of roads, non-standard objects, and the 
unpredictable behaviour of other road users.  Today, ADSs can prevent many commonly occurring 
accidents, because the ADS is not tired, sleepy, distracted, tipsy, etc. However, there may also happen 

 
2 In the context of using GNSS for train safety, it is necessary to talk about an open environment, not an open system. 
An open environment is characterized by environmental influences such as GNSS multipath, atmospheric effects, etc. 
The term open system is used in railway terminology (according to the EN 50159 standard) to describe the communica-
tion chain, not the environmental influences. A railway with a classic signalling system is not actually a fully closed en-
vironment, as the track passes through the landscape, there are level crossings and the human factor enters the system. 
However, this fact has no impact from the viewpoint of SOTIF application on railway. 
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so-called "edge cases" (rare dangerous events) that ADS cannot handle. This can be caused, e.g., by 
sudden changes in the operating environment, human misuse of the ADS (incorrect takeover of driving), 
limited sensor performance under fault-free conditions (e.g., strong GNSS multipath effect, camera 
glare, radar jamming), etc. 

 
 

Figure 13 – Relation between railway and automotive safety notions from the CENELEC and SOTIF 
perspective 

All these triggering events, which can cause a dangerous operational situation at vehicle level (not a 
failure), must therefore be kept under control. It is covered by SOTIF. It addresses so-called functional 
insufficiencies (the system does not perform the functions for which it was designed) in the absence of 
an E/E system failure. In other words, the system works as it has been designed (thus, there is no failure) 
but the design is wrong or not appropriate due to poor specification. The main objective of SOTIF is to 
minimize the number of unsafe operating scenarios using verification for the SOTIF Area 2 (known 
unsafe scenario) and validation for the SOTIF Area 3 (unknown unsafe scenario) that employ extensive 
simulations of operational situations – see Figure 12. 

SOTIF verification examines the correctness of the design/measures according to the requirements. 
The aim here is to minimize the number of known unsafe scenarios (SOTIF Area 2). On the other hand, 
SOTIF validation demonstrates that the risk of dangerous errors within unknown unsafe scenarios in 
real operation (SOTIF Area 3) is acceptably low – see Figure 13. 
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These unsafe scenarios arise as a result of the stochastic nature of triggering events and can be 
eliminated by removing functional insufficiencies in the system requirements specification or system 
design. The SOTIF concept thus helps to transform an open environment into a virtually closed 
environment to achieve the required safety of the intended functionality. 

6.10.1.3  Shift in railway safety methodology: from closed & deterministic environment to a 
virtually closed & stochastic environment 

Safety assessment is a fundamental task for the development of autonomous driving systems (ADSs), 
and decision making plays a key role in ADSs. ADS validation is one of the most important tasks for the 
safety assurance of Autonomous Vehicle (AV) system based on the integration and processing of multi-
modal sensors (GNSS, camera, LiDAR). 

In the railway domain, the introduction of the above sensors with stochastic characteristics for the 
purpose of safe train positioning is changing the railway environment from "closed" to "open" or 
"partially open", which brings a fundamental change in the concept of railway safety. It means: (a) loss 
of full control – e.g. GNSS depends on external factors beyond the control of the railway (atmospheric 
disturbances, signal reflections from buildings, jamming/ spoofing), and (b) stochastic nature of safety 
evidence – e.g. unlike the binary state of a track circuit (occupied/free), GNSS  and cameras provide 
data with a certain degree of probability and uncertainty. From a purely technical point of view, the 
environment is no longer fully controllable in the original sense of the word. Instead, we can talk about 
a transition to environmental perception. 

For these new railway systems based on sensors with stochastic characteristics to be approved for live 
operation, a shift in safety methodology is required. GNSS alone is not sufficient for safety; it must be 
combined with a high-resolution digital map and other sensors (e.g. odometry, radars, etc.) to make the 
environment "virtually closed" again. Railway safety concept is shifting from the level of "environmental 
control" to the level of "intelligent management of environmental uncertainty." In terms of 
environmental impact, this is a transition from a closed & deterministic environment to a virtually 
closed & stochastic environment. 

In recent years, the automotive industry has made significant progress in the use of modern sensors 
(GNSS, camera, radar, etc.) for ADAS / ADS. For these purposes, new safety standards have been 
created for the automotive industry, including the SOTIF standard, whose purpose is, among other 
things, to control the adverse effects of unpredictable operating environments in order to achieve and 
maintain the required safety of the intended functionality under fault-free conditions3. 

 

 
3 ADS safety in the event of system failure and predictable environmental influences is addressed by the ISO 26262 
standard (functional safety). The following chapters will show how SOTIF can be used in conjunction with the railway 
standardization and regulatory framework and how railways can benefit from this automotive standard, particularly in 
relation to the extensive use of simulations for safety verification and validation purposes. 
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6.10.1.4 Automotive SOTIF for railway safety 

The application of ISO/PAS 21448 (SOTIF) to railways, especially for critical systems such as safe train 
positioning (GNSS), faces several major obstacles in the form of existing legislation, methodology and 
technical requirements. Although SOTIF is revolutionary in the automotive industry, it cannot be used 
as a stand-alone standard for management of railway system safety. 

6.10.1.4.1 Potential "disharmony" between SOTIF and CENELEC standards  

The main obstacle to the direct application of SOTIF in rail transport is the obligation of the European 
rail system to comply with several standards, in particular EN 50126, EN 50716, and EN 50129, which 
address the RAMS management process for this system. SOTIF cannot therefore be used independently 
as the main standard. 

Traditionally, railway systems require a very high level of safety integrity (SIL 4), which relies on 
deterministic demonstration that the system will fail to a safe state under all defined conditions.  
Railway signalling systems according to CENELEC standards are designed to always associate hazards 
with some form of failure. Unlike SOTIF, which introduces the concept of "hazard without failure", 
CENELEC EN 50129 views any system failure (also due to environmental effects) through two 
categories of failures: random HW failures and systematic failures.  These two kinds of failures are 
associated with the notions of random failure integrity and systematic failure integrity, which define 
overall safety integrity as a basic measure of system functional safety.   

However, the automotive SOTIF works with "acceptable residual risk" based on statistical simulations 
for operational scenarios (not for component failures), which might be difficult for current railway 
approval bodies to accept it as a proof of safety. On the other hand, the applicability of SOTIF can be 
justified by the consideration that a safe system always exhibits a certain level of acceptable risk, 
because 100% safety does not exist. This is the basis for the concept of safety integrity with tolerable 
residual risk and a finite number of failure modes. We do not want systems with a huge number of failure 
modes due to operational environment for which it would be difficult to demonstrate and approve 
safety. 

Any change in train positioning (switching from balises to GNSS) must meet strict interoperability 
specifications. SOTIF is a "process" standard, not a "product" standard, and is currently not listed in the 
Standardization and TSI Input Plan (STIP) as an allowed methodology for demonstrating conformity for 
critical train control elements. The National Safety Authority (NSA) and the European Union Agency for 
Railways (ERA) require a so-called Safety Case based on EN 50129. The SOTIF methodology could then 
serve as a complementary analysis and evidence to CENELEC standards for understanding external 
influences, such as multipath propagation of GNSS signals. The CENELEC standards always remain the 
basis for the safety management process. 
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6.10.1.4.2 SOTIF as a complement to CENELEC standards 

The use of ISO/PAS 21448 (SOTIF) as a complement to the EN 5012x/EN 50716 (CENELEC) railway 
standards is not only possible but is essentially a necessity for advanced GNSS-based systems with a 
high degree of autonomy. While CENELEC standards focus on functional safety (prevention of HW 
failures and software errors), SOTIF addresses safety in a fault-free state, where the system fails due to 
not foreseen external influences or not foreseen sensor performance limitations. SOTIF can be used as 
a complement to EN 5012x/ EN 50716 for the following activities: 

▪ Extension of risk analysis (complement to EN 50126) 

The EN 50126 standard requires hazard identification and risk assessment. The SOTIF approach 
complements this phase with a systematic search for triggering conditions, which are often 
missing in the classic RAMS process. 

Example: EN 50126 identifies the risk of "hazardous train position error". SOTIF adds specific 
scenarios to this: "position error caused by specific building geometry at the platform causing 
extreme GNSS multipath". 

▪ Use of SOTIF verification for complex sensors (complement to EN 50129) 

EN 50129 focuses on the safety case of electronic systems. SOTIF verification provides e.g. a 
methodology to test data fusion algorithms and situations where sensors (GNSS) are "confused" 
by the environment. 

Use: SOTIF verification methods (such as SIL/HIL simulations with RF generators) can serve as 
evidence for EN 50129 that the positioning system is resistant to specific environmental 
influences defined in the SRACs. 

▪ Statistical validation for unknown scenarios (complement to EN 50716) 

Railway software standard EN 50716 and its predecessor EN 50128 are strongly deterministic, 
because these standards are based on functional safety (IEC 61508). SOTIF validation brings a 
statistical and scenario approach that helps to demonstrate that even in unpredictable 
environments the risk of positioning error is acceptably low. 

Use: Extensive simulations in digital twins (typical of SOTIF) complement classic software testing 
by demonstrating robustness in billions of environment variants, which is not required by the EN 
50716 standard. 

SOTIF does not replace SIL assessment/certification according to CENELEC but serves as a 
methodological framework for the analysis and validation of external environmental influences that are 
critical for GNSS positioning and which are only marginally covered by classic railway standards. 
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6.10.1.4.3 Benefits of using SOTIF for safe GNSS-based train positioning   

The main advantage of probabilistic assessment in SOTIF (ISO/PAS 21448) over the traditional SIL (EN 
50126 / EN 50716 / EN 50129) approach is its focus on simulation of the causes of hazards and 
hazardous scenarios in open operational environment. While SIL primarily addresses hardware 
reliability/dependability and the elimination of systematic design errors (also those due to 
environmental effects in a closed railway environment), SOTIF focuses on performance limitations and 
unexpected system responses in a complex environment. Here are the key differences and benefits of 
the probabilistic approach in SOTIF: 

▪ Quantification of unknown unsafe scenarios (SOTIF Area 3): CENELEC standards (SIL) work with 
the assumption that if a system is designed without errors and the HW has a tolerable low failure 
rate (THR/TFFR), it is safe. SOTIF uses simulations and probabilities to quantify the risk arising 
from "unknown unsafe scenarios" (SOTIF Area 3) that the system cannot recognize immediately, 
even if it is functioning technically faultlessly. No diagnostic warnings occur, yet the system may 
be unsafe. 

▪ Acceptance of statistical sensor performance: Probabilistic assessment in SOTIF allows working 
with statistical error rates (e.g. false negative detection) that SIL cannot effectively capture. The 
advantage is that SOTIF defines what level of probability (rate) of a dangerous situation occurring 
due to a sensor "imperfection" is still acceptable for operation. 

▪ Transition from CENELEC failures to SOTIF functional limitations: In SIL, the hazard rate 
(THR/TFFR) is linked to a component/system failure. In SOTIF, the hazard rate is tied to an opera-
tional scenario. The advantage is the ability to simulate millions of kilometres in different environ-
ments and statistically prove that the rate of a malfunction (functional insufficiency) due to the 
environment (e.g. camera blinded by the sun) is below a specified limit. 

6.10.1.5  Extension of CENELEC safety integrity concept for systems with stochastic 
characteristic 

First, we need to assess how CENELEC and SOTIF standards address the safety of stochastic systems 
as opposed to deterministic systems. This will help us identify the common elements of both concepts. 
Subsequently, it will be possible to determine the specific advantages of SOTIF and how to integrate it 
into the CENELEC standards framework. 

6.10.1.5.1 EN 50716 perspective (Software Process Integrity) 

Within the scope of this standard, we are interested in whether the software is built according to the 
rules for critical systems and whether it reliably executes the instructions in the code: 

▪ Purpose of Verification: To confirm that the code implementing e.g. the fusion algorithm (Kal-
man filter) exactly corresponds to the mathematical model in the design. Verification checks 
whether the software has been developed correctly (i.e., implemented correctly). Simply said, 
verification ensures that the code conforms to a (known) specification. It is the process of check-
ing whether the outputs of a specific phase of the life cycle correspond to the (known) inputs of 
that phase. It answers the question: "Have we created this part of the system correctly (according 
to the design)?" 
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▪ Purpose of Validation: To confirm that the software performs its function in accordance with the 
technical specification of the system. It checks whether the SW does the right thing - i.e., meets 
(known) functional safety requirements including the SIL. It is the process of confirming that the 
resulting SW fulfils its specific objectives and safety requirements (including the assigned SIL 
level) in the specified (i.e. known) environment. It answers the question: "Have we created the 
right system (one that is safe)?" (in accordance with Article 7.7 of [9]).  

The SIL level refers to the overall ability of the software to mitigate risks. While verification checks the 
details of the code and modules, only validation assesses whether the system achieves a safe state in 
accordance with the (known) Software Safety Requirements.  

6.10.1.5.2 SOTIF / ISO 21448 perspective (Safety of Intended Function)  

Here, we are not interested in faults in the code, because SOTIF as a complement of CENELEC 
standards inherently consider fault-free cases, but rather whether the "positioning function" itself is 
powerful enough to handle physical causes of hazards by the environment (cuttings): 

▪ Purpose of Verification: It focuses on checking how the perception algorithm (function) responds 
to known physical limits, i.e. "known hazardous operational scenarios (SOTIF Area 2)". Methods 
such as testing edge cases of sensors and perception algorithms are often used for this purpose. An 
example is testing the accuracy of positioning in a deep cutting or tunnel (multipath effect), where 
the GNSS signal is reflected by the surrounding walls. It verifies whether the algorithm can identify 
and discard such distorted data. 

▪ Purpose of Validation:  It focuses on reducing the risk from "unknown hazardous scenarios (SOTIF 
Area 3)" to an acceptable level. The purpose is to demonstrate that in the real world (with all varia-
tions in weather, rock moisture, train tilt), the risk of incorrect positioning is acceptably low. The val-
idation methods are massive scenario-based simulations and statistical evaluation of residual risk. 
An example of this activity is the following statistical evaluation. A train passes through a cutting 
1,000,000 times at different times (different satellite constellations). Validation collects data and 
mathematically proves that even if multipath occurs, the rate that the system will report a position 
with an error > 5 meters and at the same time claim to be "highly reliable" is less than, for example, 
10−7per hour. 

6.10.1.5.3 Consistency: SOTIF verification vs. V&V according to EN 50716 

Verification in SOTIF focuses on known unsafe scenarios (Area 2: Known Unsafe).  Within EN 50716 (and 
SIL), we try to eliminate errors in software design and implementation so that the system does exactly 
what it is supposed to do and no failures occur. If unsafe scenarios are known and specified, verification 
and validation according to EN 50716 ensure that the software responds to them correctly according to 
(known) requirements. At this point, the two approaches overlap – both address risks that we know 
about. 
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6.10.1.5.4 Difference: SOTIF validation as "something extra" compared to CENELEC 

Validation in SOTIF focuses on unknown unsafe scenarios (Area 3: Unknown Unsafe). The problem with 
EN 50716 is described in the following. This standard assumes that if the specification is correct and 
the software is created (and verified and validated) without errors according to it, the system is safe. 
However, it does not address situations where the software works faultlessly (no safety integrity 
violation), but its intended function is insufficient for reality (e.g., the sensor "sees" correctly, but the 
algorithm does not recognize the object in unusual lighting).  

This can be solved by SOTIF, which focuses on unknown hazardous scenarios (SOTIF Area 3). Using 
simulations, statistical methods, and fleet testing, SOTIF attempts to discover these "unknown" 
situations and move them into the "known" area (SOTIF Area 2), where they can then be resolved by 
modifying the design. 

6.10.1.5.5 Extension of CENELEC safety integrity concept for stochastic sensors (GNSS, camera, radar, 
etc.)  

Safety integrity relates to the ability of a safety-related system to achieve its required safety functions 
under all the stated conditions within a stated operational environment and within a stated duration [8]. 
The higher the safety integrity, the lower the likelihood that it will fail to carry out the required safety 
functions. It comprises two parts: (a) systematic failure integrity, and (b) random failure integrity – 
measured by THR or TFFR per 1 hour. 

The benefit of SOTIF in terms of extending the concept of safety integrity according to CENELEC lies in 
the fact that SOTIF validation using massive simulations and related statistical calculations of the 
probabilities of hazardous scenarios per 1 hour primarily affects the quantitative random failure 
integrity component. This overall integrity component can be expressed for a classic deterministic 
system in a closed environment as: 

𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶
𝑇𝑜𝑡𝑎𝑙 = 𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶

𝐻𝑊 + 𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶
𝐸𝑥𝑡𝑒𝑟𝑛𝑎𝑙 𝑖𝑛𝑓𝑙𝑢𝑒𝑛𝑐𝑒𝑠                                           (1) 

where 𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶
𝐻𝑊  is the tolerable hazard rate associated with the overall system HW and   

𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶
𝐸𝑥𝑡𝑒𝑟𝑛𝑎𝑙 𝑖𝑛𝑓𝑙𝑢𝑒𝑛𝑐𝑒𝑠 is the total THR corresponding to the random part of external influences.  

Now let us consider that instead of deterministic elements (e.g., track circuits, axle counters, balises, 
etc.), sensors with stochastic characteristics are used. This changes the operating environment from a 
closed environment to an open one. In order to virtually close the open environment and manage the 
associated risks to an acceptable level, SOTIF validation will be used through massive simulations of 
unknown operating scenarios (SOTIF Area 3). In addition, experience with possible hazards arising 
during live operation (Fleet) of the system will be used.  
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Then (1) can be extended as: 

𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶+𝑆𝑂𝑇𝐼𝐹
𝑇𝑜𝑡𝑎𝑙 = 𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶

𝐻𝑊 + 𝑇𝐻𝑅𝐶𝐸𝑁𝐸𝐿𝐸𝐶
𝐸𝑥𝑡𝑒𝑟𝑛𝑎𝑙 𝑖𝑛𝑓𝑙𝑢𝑒𝑛𝑐𝑒𝑠 

+ ∑ 𝑇𝐻𝑅𝑆𝑂𝑇𝐼𝐹
𝐴𝑟𝑒𝑎 3

𝐴𝑙𝑙 + ∑ 𝑇𝐻𝑅𝑆𝑂𝑇𝐼𝐹
𝐹𝑙𝑒𝑒𝑡

𝐴𝑙𝑙           (2) 

 

where 
∑ 𝑇𝐻𝑅𝑆𝑂𝑇𝐼𝐹

𝐴𝑟𝑒𝑎 3
𝐴𝑙𝑙  expresses the  total THR value determined on the basis of statistical calculations for all 

possible simulations of operational scenarios (e.g., position determination) and  ∑ 𝑇𝐻𝑅𝑆𝑂𝑇𝐼𝐹
𝐹𝑙𝑒𝑒𝑡

𝐴𝑙𝑙   is the 
total THR determined using fleet during live system operations.   

In a highly variable environment (e.g., an open track with unpredictable objects), it is impossible to write 
a 100% complete specification of requirements. Without the SOTIF methodology, one would have 
software that complies with SIL 4 (i.e., software that almost never fails due to internal errors), but this 
software could make bad decisions due to a lack of understanding of the surrounding world.   SOTIF 
validation for "unknown unsafe" is truly a necessary enhancement for systems that must respond 
to complex environments. While EN 50716 ensures that "the machine is not broken," SOTIF ensures 
that "the machine is not confused" by reality – because the Safety of the intended functionality is also 
ensured. In the context of EN 50716 / EN 50126 / EN 50129 and sensors with stochastic characteristics, 
SOTIF helps the CENELEC validator answer the question of whether the designed function is safe even 
in the unpredictable real world, thus complementing traditional verification and validation, which 
focuses on the correct implementation of code without errors. 

The proposed integration of railway CENELEC standards and automotive SOTIF standard enables the 
extension of the CENELEC safety integrity concept for systems (high SIL) based on advanced sensors 
(GNSS, camera, radar, etc.) with stochastic characteristics operating in variable and diverse 
operational environment.     

The above-mentioned extension of the CENELEC safety integrity concept leads to a reduction in the 
number of failure modes (as defined by CENELEC) and thus to a more efficient system design and 
certification process. To further reduce the residual risk to a tolerable level, i.e., to eliminate "functional 
insufficiencies" in the design (i.e., not faults in the sense of CENELEC), the SOTIF methodology is then 
used, based in particular on massive simulations of operating scenarios referred to as "unknown 
unsafe" (SOTIF Area 3). Using statistical evaluation of the rate of occurrence of these operational 
scenarios (SOTIF Area 3), they can be converted to scenarios referred to as "known unsafe" (SOTIF Area 
2), which can then be converted to the final "known safe" scenarios (SOTIF Area 1) based on changes in 
the system design – see Figure 12. 

Without extending the existing safety integrity concept (CENELEC) as described in this section, it would 
not be possible to demonstrate a high level of safety integrity (SIL3/SIL 4) for ASTP in a highly 
unpredictable operating environment.    

 

Faulty cases linked to safety integrity (SIL) Fault-free cases – functional insufficiencies 
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6.10.1.6  Practical applicability of the SOTIF methodology as a complement to CENELEC  

The practical utilization of SOTIF results (i.e. frequencies/probabilities/THRs of hazardous scenarios) in 
the context of safety demonstration according to CENELEC standards consists in an integrated 
approach to risk analysis, where SOTIF complements functional safety where the traditional SIL 
concept (focused on failures) ends. In the process of integrating SOTIF and CENELEC for GNSS-based 
train positioning, the goal is to convert statistical data on real-world GNSS signal behaviour into rigorous 
evidence that is accepted by the railway safety assessors (ISA, AsBo) within the future Safety Case 
according to EN 50129. Here are listed concrete examples of how to "translate" the results of SOTIF 
simulations (SOTIF Area 3) into CENELEC language: 

▪ Hazard Log Extension (in accordance with EN 50126) 

CENELEC requires the identification of all hazards regardless of their origin. The results of the 
SOTIF (e.g. the rate that a GNSS position in a railway cutting is 10 meters off due to multipath) are 
recorded in the Hazard Log. 

Application: Instead of simply "sensor failure" (SIL), you define a hazard as "position error due to 
external influences". The hazard rate determined by the SOTIF simulations then serves as a basis 
for a quantitative assessment of this risk. 

▪ Contribution to the total hazard rate (THR) 

CENELEC standard EN 50129 defines the Tolerable Hazard Rate (THR) as the total permissible 
hazard rate for a given function. 

Connection: The total risk of a safety function (e.g. train positioning) consists of the risk arising 
from HW/SW failures (for HW quantified by THR/TFFR) and the risk arising from functional 
limitations (quantified by SOTIF) – see mathematical expressions (1) and (2). 

Practice: The result of the SOTIF simulation (e.g. 10−10  incidents/h) is added to the hazard rate 
of HW failures. The sum must not exceed the specified THR value for the given SIL. 

▪ Definition of "Safety related Application Conditions" (SRACs) in safety rules 

CENELEC requires that the conditions under which a system is safe are defined. SOTIF 
simulations allow these conditions to be quantified exactly. 

Practical use: Based on SOTIF simulations, we determine that in urban canyons the probability/ 
rate of a dangerous position error due to multipath is e.g.  10−6 ℎ⁄ . If the target for the function 
(THR) is 10−9 ℎ⁄ , the SOTIF result serves as the basis for the SRACs: "In the XY section, GNSS 
positioning must be combined with another sensor (e.g. odometry), or the system must be 
switched to a restricted mode in this section. " 

Relationship to CENELEC: This limit becomes part of the system specification, which CENELEC 
requires to demonstrate that the system is not exposed to conditions that it cannot safely handle. 
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▪ Arguments for "External influences" in the FTA (Fault Tree Analysis)  

In the traditional CENELEC approach, only a qualitative estimate is often given in the FTA for the 
item "external influences". SOTIF introduces an exact number here. 

Practical use: In the fault tree for the top hazardous event "Incorrect undetected train positioning 
above the alert limit" it will have two branches: 

- Receiver HW failure branch (quantified via the THR/TFFR according to SIL). 
- GNSS external interference/shadowing branch (quantified via SOTIF simulations). 

Relationship to CENELEC: The resulting THR value (sum of both branches) is then supported by 
real data from simulations of operational scenarios, which increases the credibility of the entire 
safety certificate. THR/TFFR (CENELEC) related to known external influences can be utilised as 
well. 

▪ Setting limits for "Integrity Monitoring" (RAIM) 

The RAIM algorithm in the receiver detects signal anomalies. SOTIF simulations help set the 
thresholds for this monitoring. 

Practical use: SOTIF simulations can be used to determine at what level of GNSS signal 
interference the position error becomes dangerous. This threshold is set in the SW. 

Relationship to CENELEC: Within the CENELEC documentation, it is then proven that this 
monitoring (developed according to EN 50716) is effective against dangerous scenarios identified 
in the SOTIF analysis, thus closing the loop between the external risk and the internal system 
response. Thus, the open environment is virtually closed.  

▪ Optimization of test scenarios for validation 

CENELEC EN 50126 requires validation of the system in real operation, which is extremely 
expensive for rare events (e.g. EMI). 

Practical use: SOTIF is used to identify "critical scenarios" (SOTIF Area 2 and Area 3) where GNSS 
most often fails (e.g. specific satellite constellation when train passing a cutting). These selected 
scenarios are then targeted for physical tests on the track. 

Relation to CENELEC: SOTIF simulations serve here as a justification for selecting a 
representative test sample. Instead of having to travel billions of kilometres to demonstrate the 
low probability/rate of a dangerous event, SOTIF is used to demonstrate that the worst-case 
scenarios are tested. 

SOTIF does not address "other" kind of safety than CENELEC standards but provides quantitative data 
for those components of THR that traditional failure analysis methods (FMEA/FTA) cannot capture for 
sensors such as GNSS. For CENELEC safety assessment and certification, these results serve as 
evidence that safety risks due to environment are under control and, in combination with system HW 
failures, do not exceed the limit for a given SIL. 
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7 Conclusions and next steps 
This document has presented the Overall Architecture Design of the HyVICE platform, establishing the 
reference framework through which GNSS‑based train positioning solutions can be evaluated using a 
combination of real‑world and laboratory test environments. The defined architecture integrates the 
Augmentation and Integrity Monitoring Network, the Communication subsystem, the DUT Emulator, the 
Real Testing Platform, the Laboratory Testing Platform and the Sensor Error Simulator pipeline into a 
cohesive hybrid system capable of reproducing complex railway scenarios with controlled repeatability 
and traceability. 

Throughout the document, the architectural choices have been justified against the system‑level 
requirements defined in D3.3 [2], ensuring that each subsystem fulfils its functional role while 
maintaining interoperability, modularity and adherence to European standards. The mapping activities 
performed in chapter 5 clarify how system requirements are allocated to subsystem‑level 
specifications, providing an essential bridge between high‑level objectives and the detailed design that 
will follow. The constraints and limitations discussed in chapter 6 further highlight the boundaries of 
the current platform, the assumptions under which results must be interpreted, and the areas where 
simulation, modelling or methodological extensions (including SOTIF‑based approaches) are required 
to support future certification processes. 

The next steps in the VICE4RAIL development process will be delivered through D3.2 document — 
which will detail the low-level architectural design — and D3.4 document, which will define the 
complete framework for system testing and validation. 
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